
Experiences from the attack 
on Lidingö city in 2019



Mimikatz

Illustration: Linux Digest, https://sathisharthars.com/2014/07/09/dump-cleartext-password-with-mimikatz-using-metasploit/

https://sathisharthars.com/2014/07/09/dump-cleartext-password-with-mimikatz-using-metasploit/


The cyber kill chain

Illustration: www.lockheedmartin.com

Kalix



Haveibeenpwned.com



Spam attack



Wednesday March 14, 2019 5.00 PM



Thursday March 14, 2019  07.00 AM



A number of different hacking tools



The shit has hit the fan



What worked well

→Crisis management

→ "Sleeping" incident personnel

→External reviewer

→Continuity plans

→ Information classification

→Solitary equipment for water and sewage, access systems etc



In the eye of the incident, "small" things have great 
significance

→Use the terms of crisis management

→Follow the routines/plans

→Nutrition

Photo: Per-Johan Gelotte



→No automated actions 
 Automatic isolation

→Permissive segmentation

→ Low awareness in the organization
IT and information security training for all managers
Fake phishing etc

What worked less well



Fake spam mail



Result

→900 computers reinstalled/checked

→Incident personnel SEK 900,000

→Went out of incident mode after just over seven 
days



Firewall log



Per-Johan Gelotte

linkedin.com/in/per-johan-gelotte 

per-johan.gelotte@lidingo.se
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