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Needs and opportunities
5G enables mobility and flexibility
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Needs and opportunities
5G brings computation to mobile edge
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Gaps and recommendations: latency and reliability (1/2)
Use the “Unobtrusive Layer2 Tester” and “Dinosaur Curve” to evaluate the latency and reliability
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Gaps and recommendations: latency and reliability (2/2)
The promised 1ms RTT of URLLC is 100x away to reach, and field survivability and scalability need to be studied.

Latency and
reliability of
COTS 5G tested
in Feb 2022

Conditions: in lab, 1-
hop 5G, 2m distance,
no obstacle, no
competing traffics,
16ms cycle time, 60B
Ethernet frame (PNIO
in GRE in Eth), when 5G
system is stable, tested
for 3 days, statistic
window is 5-hour

Downstream
Mask of Latency Distribution - 1-Hop 5G Downstream
1074 It is achievable to
107 5 close a control loop
1074 of 200m:s level 5G
S -3 . 5G Alliance for Connected Industries and Automation
Zw cycle time
£ 10 “For URLLC, the first release of 5G
1073 (Release 15) already has the capability to
10 achieve a latency of 1 ms with a reliability
107 ] of 99.999% over the 5G radio interface.”
100 100 102 -- the position White Paper(2]
Latency (ms)
Upstream
Mask of Latency Distribution - 1-Hop|5G Upstream
10° —— Max CCDF
—— Min CCDF — .
1071 ~ o e o -
oo o e
2 10 TR oTD e -
2 10 B -
105
10-%
107

161 162
Latency (ms)5 O m S

[1]K. Bhimavarapu, Z. Pang*, O. Dobrijevic and P. Wiatr, "Unobtrusive, Accurate, and Live Measurements of Network Latency and Reliability for Time-Critical Internet

ERP

(Level 4)
MES / CPM / MOM

Sulﬁﬂ?/@ol

(Level 2)

5 B

Process (Level 0) < g

of Things," in IEEE Internet of Things Magazine, vol. 5, no. 3, pp. 38-43, September 2022, doi: 10.1109/I0TM.001.2200068.

[2] 5G-ACIA White Paper 5G for Connected Industries and Automation, Second Edition, 28.02.2019. link

5G was promised and expected to be generic communication
infrastructure for “nearly all” industrial control systems.


https://www.zvei.org/fileadmin/user_upload/Presse_und_Medien/Publikationen/2019/Maerz/5G_for_Connected_Industries_and_Automation/WP_5G_for_Connected_Industries_and_Automation_Download_19.03.19.pdf

Gaps and recommendations: compatibility with industrial ethernet protocols
Depending on the decision of automation users, make ether the layer-2 or the layer-3 deterministic and multicast.

Max 1500Byte -
If non_IP (more i%%%g‘@ [ Header | MAC addresses | ... |IP header] IP aonad/JI
N . . .
popular): We need deterministic 30~60Byte
EtherCAT. * layer-2 (Ethernet PDU ’_8“1&
I . GRE header | GRE payload |
POWERLINK session). The IP
, tunneling is not a
CC-Link IE .
solu‘“on! [ PHY Header | MAC addresses |Type| Payload = PNIO
14Byte - 46~1500Byte
If IP: . The DetNet-over-5G is more
Ether'et/IP e We n terministic IP :
FX | € e3ed fﬁ € i > tlc meaningful than the TSN-over-5G.
Y r-> wi m | :
#Modbus DDS aye ulticas » But none of them looks serous
st enough (to me personally)!
<
NMQTT
[1]K. Bhimavarapu, Z. Pang*, O. Dobrijevic and P. Wiatr, "Unobtrusive, Accurate, and Live Measurements of Network Latency and Reliability for Time-Critical Internet "“====
of Things," in IEEE Internet of Things Magazine, vol. 5, no. 3, pp. 38-43, September 2022, doi: 10.1109/I0TM.001.2200068.



Gaps and recommendations: industry-oriented user equipment
We need open implementation of 5G UE (“Open 5G UE”), like the open standards of automation domain.
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https://openairinterface.org/oai-5g-ran-project/

Gaps and recommendations: functional safety and resilience (1/2)
Guarantee safety and resilience against e.g., jamming without the expense of availability.
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Gaps and recommendations: functional safety and resilience (2/2)
Guarantee safety and resilience against e.g., jamming without the expense of availability.
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Figure 5 — Example model of a functional safety communication system

[1] M. Zhan et al., "High Throughput Joint Error Detection and Correction Based On GRAND-MO and CRC," in IEEE Transactions on Consumer Electronics, 2024
[2] Zhou, Q., Zhan, M., Zhang, J. et al, Energy efficient noise error pattern generator for guessing decoding in bursty channels. Peer-to-Peer Netw. Appl. (2024). "“====
[2] M. Zhan, et al., "Noise Error Pattern Generation Based on Successive Addition-Subtraction for GRAND-MO," in IEEE Communications Letters, vol. 26, no. 4, pp. 743-747, April 2022



Gaps and recommendations: wireless-aware control application
Making the control applications more “prepared” for the wireless can avoid over-provisioning the 5G/6G system.
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The Latency-Aware Control can tolerate more communication and computing latencies.
After this, Ball&Beam control accuracy looks same when Ethernet, 5G, or WiFi6 combined with OpenStack or not.

Lyu, Honghao; Bengtsson, Anna; Nilsson, Sofie; Pang, Zhibo; Isaksson, Alf; Yang, Geng (2023): Latency-Aware Control for Wireless Cloud Fog Automation: "“==
Framework and Case Study. TechRxiv. Preprint. https://doi.org/10.36227/techrxiv.22586044.v2



A stronger driver for 5G/6G: the vision of Could/Fog Automation =

Expanding entire automation system to new generation open and virtualized communication and computing infrastructure

Level 4

Level 3

Level 2

Level 1

Level O

Supervisory
Control

remote ClOUd

Edge Cloud
.I_

Regulatory

Control

(ISA-95)

1. Kang B. Lee, Richard Candell, Hans-Peter Bernhard, Dave Cavalcanti, Zhibo Pang, Inaki Val, “Reliable, High-Performance Wireless Systems for Factory Automation”, NIST Interagency/Internal

[ X N ] »
m-,-gulatory
Lcontro _

‘"

i o1 o] o] (o]
S5 E S

Pyramid Automation

SHER"

Cloud Automation
(after e.g., NOA, OPC UA, Cloud Robotics)

Report (NISTIR), No. 8317, September 18, 2020

2. J. Jin, K. Yu, J. Kua, N. Zhang, Z. Pang* and Q. -L. Han*, "Cloud-Fog Automation: Vision, Enabling Technologies, and Future Research Directions," in IEEE Transactions on

Industrial Informatics, 2023,

—a
Supervisory .ee
[- Cantrol s

Security
& safety
boundary

Regulatory| ¢ Fog

Control [la:@f

@]
| |

= - O=C
B 5 [

Cloud/Fog Automation
(after e.g., O-PAS, OPC UA FX, Fog Robotics)

Ly

(PEN

PROCESS

AUTOMATION™

“Z0PC UA
open
( ropbotics

fora



Future perspectives
Synergy of the “3C” is the key for success

3C topics:
— “Grey-Channel” Functional Safety

— “Grey-Box” Cybersecurity
A

e
Communication & Computing topics:

— Determinism
* Deterministic networking
* Deterministic virtualization
— Orchestration
* Redundancy
* Failover
» Self (at least easy) configuration

— Functional safety and cybersecurity

~

IEEE JOURNAL ON

SELECTED AREAS IN
COMMUNICATIONS

CFP: Co-Design of Communication,
Computing, and Control in Industrial
Cyber-Physical Systems

Control topics:

Cloud Fog
Automation

— Generalization

Generalizable Latency-Aware Control

Expand to Jitter-Aware =» QoS-Aware Control

— Value creation

Hybrid data-drive and model-based control

Optimization-based control (e.g., with respect to energy
efficiency)

Camera-as-a-Sensor
Augmented Operator-in-the-Loop

Event-driven control

— Functional safety and cybersecurity


https://www.comsoc.org/publications/journals/ieee-jsac/cfp/co-design-communication-computing-and-control-industrial-cyber
https://www.comsoc.org/publications/journals/ieee-jsac/cfp/co-design-communication-computing-and-control-industrial-cyber
https://www.comsoc.org/publications/journals/ieee-jsac/cfp/co-design-communication-computing-and-control-industrial-cyber




Gaps and recommendations: culture change (1/2)
We need a single timeline committed by not the marketing/standardization team, but the product team!
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Toward 5G Advanced: overview of 3GPP releases 17 & 18 — Ericsson "l‘ll n
3GPP releases 16 & 17 overview — 5G NR evolution - Ericsson



https://www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/5g-evolution-toward-5g-advanced
https://www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/5g-nr-evolution
https://www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/5g-evolution-toward-5g-advanced
https://www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/5g-nr-evolution

Gaps and recommendations: culture change (2/2)

Revisit the 5G use cases and gaps before rush into 6G, change from over-promise to over-delivery.
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Victor K. L. Huang; Zhibo Pang; Cheng-Jen Allen Chen; Kim Fung Tsang “New Trends in the Practical Deployment of Industrial Wireless: From
Noncritical to Critical Use Cases”, IEEE Industrial Electronics Magazine, Volume: 12, Issue 2, 2018, Pages: 50 — 58, 2018.
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