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Abstract

Dynamic spectrum access has been recently proposed to increase the uti-
lization of the licensed spectrum bands, and support the constantly growing
volumes of mobile traffic in the modern society. At the same time, the in-
creasing demand for wireless connectivity, as a result of the rapid emergence
of innovative wireless and mobile services, has led to the deployment of var-
ious wireless technologies in the open ISM bands. This thesis addresses the
effective coexistence among the diverse wireless technologies in the above sce-
narios, and the energy efficiency of the deployed wireless systems, both listed
among the key challenges that wireless networking is facing today.

We discuss cooperative sensing, a fundamental mechanism for allowing
unlicensed users perform opportunistic access in the licensed spectrum. Con-
sidering the scenario where the users perform both sensing and unlicensed
spectrum access, we evaluate the efficiency of multi-channel cooperative sens-
ing schemes with respect to the per user achievable capacity. We conclude
that a careful optimization of both the number of sensed channels, and the
allocation of sensing duties to the network users is necessary to achieve high
capacity gains in large-scale networks of unlicensed users.

We address a number of energy efficient design issues for sensor networks
and wireless LANs. We study how to improve the energy efficiency of low-
power sensor networks operating under the interference from a coexisting
WLAN. We propose a cognitive, cross-layer access control mechanism that
minimizes the energy cost for multi-hop WSN communication, by deriving
energy-optimal packet lengths and single-hop transmission distances, based
on the knowledge of the stochastic channel activity patterns of the interfering
WLAN. We show that the proposed mechanism leads to significant perfor-
mance improvements on both energy efficiency, as well as end-to-end latency
in multi-hop WSN communication, under different levels of interference. Ad-
ditionally, we develop and validate the considered WLAN channel activity
model and implement efficient, lightweight, real-time parameter estimation
methods.

We investigate how to enhance the multi-hop communication performance
in ad hoc WLANS, when 802.11 stations operate under a power saving duty-
cycle scheme. We extend the traffic announcement scheme of the 802.11 power
saving mode, allowing the stations to propagate pending frame notifications
to all nodes in the end-to-end forwarding path of a network flow. We study the
performance of the proposed scheme with respect to end-to-end packet delay
and signaling overhead, while we investigate the impact on the achievable
duty-cycle ratios of the wireless stations. For the purpose of the evaluation,
and for the comparison with the standard 802.11 power saving mechanism,
we implement the protocol extension in a development platform.

Finally, we study how the combination of the objectives for energy ef-
ficiency and a high quality of service impacts the topology stability of self-
organized ad hoc networks comprised of individual agents. Based on a non-
cooperative game theoretic model for topology formation, we identify key ex-
tensions in the nodes’ strategy profile space that guarantees a stable network
formation under multi-objective player utility functions.
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Sammanfattning

Dynamic spectrum access har nyligen foreslagits som ett séatt att 6ka ut-
nyttjandet av licensierade frekvensband, och pa sa vis stddja det moderna
samhallets stdndigt vixande volym av mobiltrafik. Samtidigt har den 6kade
efterfragan pa tradlos anslutning, till f6ljd av snabbt framvixande, innovativa
tradlosa och mobila tjdnster, lett till utbyggnaden av diverse tradlésa tekni-
ker i de 6ppna ISM-banden. Denna avhandling behandlar effektiv samexistens
bland de olika tradlosa teknikerna i ovanstdende scenarier och energieffektivi-
teten hos de utplacerade tradlésa systemen, tva av de nyckelutmaningar som
tradlosa natverk star infor idag.

Vi diskuterar kooperativ avkadnning, en grundlaggande mekanism for att
olicensierade anvindare opportunistiskt ska kunna fa atkomst till licensierade
spektrum. Utifran scenariot dir anviandarna utfér bade avkanning och olicen-
sierad spektrumtillgang utvirderar vi effektiviteten med avseende pa varje
anviandares uppnéaeliga kapacitet. Vi drar slutsatsen att en noggrann optime-
ring av bade antalet avkéanda kanaler och tilldelningen av avkdnningsuppgifter
till ndtanvindare &r nédvéandiga for att uppna hoéga kapacitetsvinster i stor-
skaliga nitverk av olicensierade anviandare.

Vi tar upp ett antal frigor om energieffektiv design for tradlés sensornét-
verk (WSN) och WLAN. Vi studerar hur man kan forbattra energieffektivite-
ten hos ett sensornétverk som verkar under stérningar fran ett samexisterande
WLAN. Vi foreslar en kognitiv, lageréverskridande mekanism fér atkomstkon-
troll som minimerar energikostnaden fér multi-hop kommunikation i WSN.
Framtagningen av atkomstkontrollen sker genom hérledning av energiopti-
merade paketlangder och éverforingsavstand, baserat pa kunskap om stokas-
tiska kanalaktivitetsmonster i storande WLAN. Vi visar att den foreslagna
mekanismen leder till betydande prestandaforbéttringar bade avseende ener-
gieffektivitet, och end-to-end latens i multi-hop WSN kommunikation under
olika nivaer av storningar. Dessutom utvecklar vi och validera den foreslag-
na kanalaktivitetsmodellen for WLAN och implementerar effektiva och ldtta
realtidsmetoder for skattning av parametrar.

Vi underséker hur man kan férbéttra prestandan fér multi-hop kommu-
nikation i ad hoc WLANs da 802.11 stationer verkar enligt energisparande
duty-cycle system. Vi utvidgar tekniken for trafikmeddelande hos 802.11 i
energisparldge, och studerar prestanda i det féreslagna systemet med avseen-
de pa end-to-end fordréjning och behovet av ytterligare signalering. Samtidigt
undersoker vi effekten av de uppnéeliga duty-cycle férhallandena hos de trad-
16sa stationerna. For utvirdering och jamforelse med standardmekanismen
for energisparande i 802.11 implementerar vi det utvidgade protokollet i en
utvecklingsplattform.

Slutligen studerar vi hur kombinationen av mal f6r energieffektivitet och
hog kvalitet av tjanster paverkar stabiliteten i topologin hos sjilvorganisera-
de ad hoc nétverk bestdende av enskilda aktorer. Baserat pa en modell for
icke-kooperativa spel vid topologi-bildning, identifierar vi viktiga tillagg till
nodernas strategiska profil som garanterar en stabil nédtverksbildning enligt
spelarnas multi-objektiv nyttofunktioner.
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CHAPTER ].

Introduction

1.1 Motivation

In the recent decades our society has witnessed a dramatic increase in the demand
for wireless connectivity in industrial and residential areas, as well as an exponen-
tial growth in the volumes of data traffic as a result of the proliferation of mobile
broadband services, such as video telephony, personal communication, and mobile
multimedia streaming services. At the same time, rapidly emerging application
scenarios in the context of Wireless Sensor Networks (WSN) and the Internet of
Things (IoT), such as smart homes, building automation, surveillance, and com-
plex industrial control systems, increase the need for wireless connectivity, in both
machine-to-machine and machine-to-cloud communication scenarios.

Having to rely on limited spectrum, allocated by regulatory bodies, mobile op-
erators have addressed the exponentially increasing demand for mobile data traffic
by, both, expanding the coverage and the deployment density of mobile networks,
as well as by investigating ways to increase the efficiency of the allocated licensed
spectrum. Dynamic spectrum access, based on the innovative concept of software-
defined radio, constitutes an hierarchical spectrum sharing paradigm, enabling a
more efficient use of the radio spectrum by allowing the co-deployment of wireless
systems that can exploit the burstiness of mobile traffic and, thus, make use of
temporarily non-utilized licensed spectrum.

Wireless Local Area Networks (WLAN) have addressed the need for wireless
connectivity by promoting a flat, un-coordinated, unlicensed deployment of WLAN
access points in the open industrial, scientific and medical (ISM) spectrum bands,
offering cheap, broadband, wireless internet access to machines and individuals.
Beside WLANSs, mesh radio technologies, such as 802.15.4-based 6LoWPAN, as
well as ultra low power wireless Personal Area Network (WPAN) solutions, such as
Bluetooth and ZigBee, make use of the unlicensed ISM bands, in an effort to provide
cost-efficient machine-to-machine (M2M) communication, for both consumer and
large-scale industry quality IoT applications.
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The coexistence of diverse network technologies in the same spectral bands
introduces two significant challenges. First, it requires interference management
mechanisms that will effectively restrict the interference to licensed networks in
scenarios of hierarchical coexistence. This advance may allow for spectrum regu-
lation changes, which will permit unlicensed access within D-TV, UMTS and LTE
spectral resources. Second, it requires access protocol mechanisms that will ensure
a fair sharing of spectral resources in case of flat, or heterogemeous coexistence,
that is the co-deployment of secondary wireless systems with diverse characteristics
in terms of transmission power, coverage and data rates. Instead of being opti-
mized for standalone operation, wireless protocols need to be designed in a way
that guarantees efficient access in the shared spectrum bands.

The tremendous expansion in the deployment of wireless systems, in an effort to
satisfy the increasing demands for wireless connectivity, has turned energy efficiency
into one of the most important considerations in wireless networking. Energy effi-
cient communication can lower the operational costs of wireless systems, allowing for
large-scale infrastructure deployments, or permit the realization of environmentally
sustainable solutions, such as energy harvesting. Being energy efficient, battery-
operating wireless devices with finite power supplies can maximize their operational
lifetime, which is a desired feature in scenarios where mobility and portability are
crucial application requirements. Lifetime maximization can, additionally, lower
the required frequency of human intervention for network re-configuration, and, in
general, decrease network maintenance costs. At the same time, energy efficiency
should not be guaranteed at the cost of low network performance. Therefore, en-
ergy efficient design comprises of mechanisms — spanning, possibly, multiple layers
of the wireless protocol stack — that ensure both a low-power operation for the
wireless devices, and a high quality of performance.

1.2 Scope and Outline of this Thesis

This thesis focuses on a number of design issues related to efficient wireless coex-
istence and low-power wireless network operation. The first part of the thesis con-
centrates on performance modeling and analysis of cognitive access control mech-
anisms that can guarantee an efficient coexistence between heterogeneous wireless
networks. The thesis contributes to the following topics:

e Hierarchical coexistence: we investigate the efficiency of cooperative spectum
sensing schemes in cognitive radio networks, with respect to the achievable
capacity of the unlicensed users. We study the case of dense ad hoc congni-
tive networks, evaluating the fundamental limits of secondary capacity under
constraints on the interference to the coexisting primary network.

e Flat heterogeneous coexistence: we design a cognitive access control scheme
for wireless sensor networks that operate under WLAN interference. The
scheme is based on a stochastic characterization of the WLAN channel activ-
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ity and employs cross-layer optimizations to increase the energy efficiency in
WSN communication.

e Stochastic WLAN modeling: we introduce and analyze stochastic models for
WLAN channel activity and develop efficient methods for real-time model
parameterization to support interference-aware cognitive access control.

The second part of the thesis addresses issues related to energy efficiency in wireless
networks. We focus on the following topics:

¢ We address the challenge of optimizing the WLAN power saving mechanism
to alleviate the negative effects of radio duty-cycling on the communication
performance in multi-hop 802.11 ad hoc networks.

e We study topology control in energy-constrained self-organized wireless sen-
sor networks under a game-theoretic formulation with multi-objective player
utility functions, reflecting both lifetime and QoS performance objectives.

The thesis is structured as follows: In Chapter 2 we discuss challenges and
solution approaches regarding efficient heterogeneous wireless coexistence. Chapter
3 surveys network design approaches towards enhancing the energy efficiency in
wireless networks. In Chapter 4 we give a more detailed description of the main
analytic and simulation tools that were used in this thesis. Chapter 5 includes a
summary of the original contibutions, while Chapter 6 presents the main conclusions
derived in this thesis, along with possible directions for future research.






CHAPTER 2

Wireless Coexistence

Wireless coezistence defines the scenario when various communication networks —
often operating on different radio technologies — coexist in the same geographical
area and spectrum space. Wireless coexistence can be the result of the deployment
of unlicensed, dynamic spectrum access-based networks operating within a licensed
spectrum space [1]. Alternatively, it can be the natural outcome of the uncoordi-
nated deployment of several networks inside the same open spectrum band [2]. In
both scenarios, however, the spectrum resources must be shared among multiple
networks.

The increasing number of wireless and mobile applications and services emerging
in the modern society, and the inherent problem of spectrum scarcity make wireless
coexistence the ruling scenario, rather than the exception, and, therefore, demand
for a rethinking of the mechanisms that regulate shared spectrum access.

Under wireless coexistence the spectrum access mechanisms should be designed
for addressing two fundamental issues. In general, they should ensure that the
available spectrum is shared, among the different network entities, as efficiently
as possible. This implies that the coexisting networks should effectively discover
opportunities to utilize their spectrum resources in a way that maximizes their per-
formance. In the particular scenarios involving dynamic spectrum access, the access
mechanisms should guarantee that the unlicensed networks are able to adapt their
transmission schemes in a way that the resulting interference to the co-deployed
licensed networks is controlled.

Efficient spectrum access design should, therefore, be cognitive, i.e. aware of
the activity of the coexisting networks. In this Chapter we look into the key com-
ponents of cognitive access mechanisms (Fig. 2.1) that enable an efficient wireless
coexistence. We then introduce the most common performance metrics, with re-
spect to which the efficiency of these access mechanisms is evaluated. Finally, we
discuss the design and optimization of cognitive access mechanisms under both the
aforementioned scenarios of wireless coexistence, focusing on the challenges and the
solutions for regulating effectively the utilization of the shared radio spectrum.
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Figure 2.1: Interactions among the key components of a cognitive access scheme.

2.1 Cognitive Spectrum Access

Spectrum sensing

The first challenge in the case of wireless coexistence is how to effectively detect
the presence of the co-deployed networks. Spectrum or channel sensing refers to
the mechanism of detecting the presence of transmitted signals within a particular
frequency band by listening to the channel. Spectrum sensing offers instantaneous
spatio-temporal information about the status of the sensed channel (or spectrum
band). Wireless terminals utilize this information to assess both the opportunity
of performing a successful transmission within the particular band, as well as the
probability of causing harmful interference to a coexisting wireless transmission
[3]. In addition to that, spectrum sensing — performed over longer periods — can
be used to characterize the statistical properties of spectrum occupancy in the
neighborhood of a wireless user [4]. Based on this statistical information that user
can adapt its long-term channel access behavior in order to avoid communication
impairments due to the coexisting networks and, thus, maximize its communication
performance.

Wireless terminals may perform spectrum sensing based on energy detection
schemes [5][6] when the nature and the format of the transmitted signals are un-
known. Alternatively, they utilize more sophisticated schemes, like match-filter,
or cyclo-stationarity-based detectors [7], when a-priori knowledge of the particular
signal characteristics is available.

Due to channel noise and signal attenuation phenomena, spectrum sensing is
in general imperfect, leading to frequent erroneous channel activity assessments
by the sensing devices. The performance of spectrum sensing degrades rapidly
with the distance between the transmitter and the sensing device, which decreases
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the signal-to-noise-ratio over the sensing link. In addition, channel fading and
shadowing on the sensing link limit the reliability of spectrum sensing mechanisms;
this reliability can be increased by enforcing cooperation among several sensing
devices [8], exploiting the spatial diversity over the sensing links [9][10][11][12].
The cooperative decision can be either hard, that is, based on combining individual
decisions at each sensing device [13], or soft when it combines raw channel sensing
measurements at each device [14][15]. Optimal soft decision combining [14] is shown
to outperform hard combining schemes as the decision is made exploiting all the
knowledge obtained through spectrum sensing.

The cost of sensing reflects the resources allocated to spectrum sensing, namely
the sensing time or the sensing energy that are spent by the sensing devices, or
the signalling and processing overhead of exchanging sensing results, in order to
perform the collaborative decision. Sensing optimization aims at maximizing the
achievable sensing performance, subject to certain constrains on the sensing cost
[16].

Cognitive network protocol design

Cognitive network control refers to the design of wireless medium access, link-layer
and routing control schemes aiming at achieving an efficient utilization of the trans-
mission opportunities within the shared spectrum, discovered via sensing. Cognitive
network control addresses two fundamental issues. It enables interference manage-
ment, that is, it regulates the interference among the coexisting networks, and
optimizes MAC and routing schemes for communication performance enhancement
in coexistence scenarios.

Interference management builds on the information provided by channel sensing.
To control the interference to a licensed network, an unlicensed user may need to
immediately evacuate a spectrum band on which a signal originating from the
licensed system has been detected. Alternatively, the user may apply an effective
power control scheme, that is adapt its transmission power at a level that it does not
cause harmful interference to the ongoing detected transmission [17]. Interference
management may additionally involve channel hopping [18][19] mechanisms, where
wireless users migrate to a different channel in order to mitigate the interference
with the detected signals, thus, protecting both their own and the detected wireless
transmissions.

Spectrum sensing and frequency hopping can be combined into efficient spectrum
sensing and handoff schemes [20][21][22], where users dynamically modify their
sensing and channel access policies based on the obtained sensing results, in order
to limit the interference to and from the coexisting networks.

In addition to the instantaneous information provided by spectrum sensing, a
cognitive network control scheme may utilize a-priori statistical knowledge of the
transmission patterns of the users of the coexisting networks. Such schemes in-
volve the optimization of a set of cross-layer transmission parameters. As far as
Medium Access Control (MAC) is concerned, cognitive access schemes optimize the
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frame transmissions lengths to avoid collisions with the users of the co-deployed net-
works [23]. Cognitive routing schemes involve routing traffic dynamically, avoiding
network nodes with limited spectrum resources. Under multi-hop communication
cognitive access control may optimize the next-hop selection, with the objective
of maximizing the performance of the end-to-end communication under the inter-
ference of the coexisting networks [24]. For such solutions it is crucial that the
a-priori knowledge of the aforementioned transmission behavior is sufficiently ac-
curate, while, at the same time, it can be obtained at minimal cost.

Finally, cognitive network control may employ medium access protocol tech-
niques that enhance the robustness of single-hop communication, such as enforcing
enhanced link-layer transmission handshake mechanisms, thus, improving collision
detection and interference mitigation. Alternatively, it may involve mechanisms for
smooth inter-operation between the coexisting networks, for example, by a-priori
assuming [25], or by identifying the tranmission patterns of the co-deployed net-
works — decoding link-layer management transmissions [26] — to enable in this way
a more efficient spectrum sharing.

Cognitive resource management

In wireless coexistence scenarios cognitive resource management refers, to the pro-
cess of determining the amount of network resources that needs to be spent for
discovering transmission opportunities. In addition, it manages the allocation of
the resulting transmission opportunities to the network users.

Spectrum resource management models the inherent tradeoff between the re-
sources allocated for spectrum sensing and the resulting sensing performance, that
reflects the cognitive capacity, that is the amount of spectrum resources available
for the network users. This modeling enables the derivation of the sensing parame-
ters that result in a target cost-capacity operational point for the cognitive system.
As a representative example of cognitive resource management, [27] addresses the
problem of sensing efficiency maximization in cognitive radio networks. Consider-
ing that the time spent for sensing reflects a capacity loss for the users, the work
aims at optimizing the lengths of the spectrum sensing periods.

In the context of collaborative sensing, and since discovering spectrum oppor-
tunities requires effort from a set of cooperating users, these users need to decide
how large part of the spectrum space they intend to sense and utilize. On one
side, a large space may increase the number of channels to sense, so that there are
more transmission opportunities to share. On the other side, this requires more
sensing efforts from the users, revealing that there is an optimal spectrum space to
be sensed that depends, additionally, on the capacity requirements of the existing
users [28].

An important challenge is how the discovered transmission opportunities will
be allocated among the existing wireless users. Optimally, a fair spectrum resource
sharing scheme is desired, which implies that the sensing cost of each wireless
user quantitatively reflects its achievable transmission capacity [29]. In addition
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to that, wireless users may, in general, have different capacity requirements; this
diversity among the individual user requirements or objectives needs to be taken
into consideration when distributing the cost of spectrum sensing so as to provide
strong inscentives for cooperation to the wireless users [30].

2.2 Performance Metrics in Cognitive Coexistence

Sensing and interference control

The cross-network interference, defined as the interference between the coexisting
networks, can be viewed from two different perspectives: from the transmitter’s, or
the interferer’s, and from the receiver’s perspective. From the interferer’s point of
view we aim at evaluating the ability of a network to detect and effectively avoid
to cause interference to the co-existing systems. From the perspective of a receiver,
we aim at quantifying the ability of a system to efficiently operate in the presence
of interfering networks.

Interference avoidance

The ability of wireless system to effectively detect and avoid interfering with a co-
deployed network is quantitatively captured by the probabilities of missed detection,
pMD, and false alarm, pra. pump denotes the probability that a transmitted signal at
an arbitrary point in time is not detected by the users of a coexisting network who
aim at simultaneously utilizing the same transmission band in the neighborhood of
the transmitted signal. On the other side, ppa defines the probability that channel
sensing results in a false detection of signal presence due to channel noise. Local
missed detection refers to the sensing performance at individual sensing devices,
while global or cooperative missed detection refers to the collaborative detection
process by a set of devices. Regardless of the exact spectrum sensing model that is
applied,
pmp = pup (SNR(d), Ty)

is a decreasing function of the instantaneous signal to noise ratio at the sensing
device, while it decreases with the duration of the sensing time allocated for sensing,
Ts. As SNR is a decreasing function of the distance separation, d, missed detection
probability increases with the length of the sensing link.

Missed detection events, however, do not necessarily result in cross-network in-
terference, unless multiple users from different networks simultaneously attempt to
utilize the same channel in the neighborhood of each other. Therefore, a network
that intends to operate without causing harmful interference to a coexisting wire-
less system calculates the probability of interference, Pr, on a channel as the joint
probability of two events: ) a missed detection of an ongoing transmission from a
user of the coexisting network in the particular channel, and ) a channel access
attempt by a network user that collides with the ongoing transmission, resulting in
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transmission error:
A . . ..
P; = Pr{missed detection, collision} .

Under wireless coexistence interference can not be completely avoided, due to the
imperfections in spectrum sensing and the stochastic nature of the channel ac-
cess. Instead, coexistence is regulated based on practical non-zero interference
constraints, i.e. Py < P/"**, which, if met, guarantee an acceptable system perfor-
mance.

Surviving cross-network interference

From the receiver’s point of view we are interested in assessing the ability of a wire-
less device to communicate successfully under the interference of the co-deployed
networks [31]. We quantitatively capture the efficiency of coexistence by evaluating
for a transmitter-receiver pair the probability of successful communication,

Pr{success|d, },

in the presence of cross-network interference. Communication success decreases
with the transmitter-receiver spatial separation, dy, [24], since a higher distance
decreases the receiver signal power, and, consequently, exposes the transmission to
potential interference from a larger area,

0 Pr{success|d;._, }

<0, dor > 0.
adt—r - ‘

In addition to that, communication success depends heavily on the transmission
properties of the coexisting networks, which, in turn, depend predominantly on the
traffic patterns of their users. In general, the duration of the communication, ¢,
decreases Pr{success|d;.,t}, since it increases the time interval within which this
transmission is exposed to cross-network interference,

0 Pr{success|d;_,, t} <0

t>0.
ot

Cross-network interference estimation

Efficient wireless coexistence is facilitated if the networks configure their communi-
cation mechanisms based on the knowledge of the stochastic spatio-temporal chan-
nel access patterns of the co-deployed systems [23]. An accurate modeling and
parameter estimation of the channel usage is, therefore, desired under wireless co-
existence.

Channel usage patterns — including the durations and the autocorrelation prop-
erties of the active and idle channel periods — depend on the traffic workload of
the network users, on the network topology, and on the underlying medium access
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mechanisms [32][33]. These factors must be considered when introducing a tractable
wireless channel occupancy modeling [34]. The applicability of the channel occu-
pancy model is assessed applying a goodness-of-fit tests, of a set of measurements
or observations, against the expected observations under the model in question.

Following the model validation, an efficient parameter estimation algorithm
must be designed. The estimation efficiency is assessed by the resulting accuracy
of the estimated parameters, evaluated by the parameter estimation errors as a
function of the resources spent for channel occupancy estimation. As the channel
occupancy parameterization is performed by the users collecting active and idle
period duration samples, with the help of their own channel sensing infrastructure,
we evaluate the efficiency of the parameter estimation as the minimum required
number of collected samples that guarantee that the parameter estimation error
drops below a predefined threshold.

Communication performance
Achievable capacity

Under wireless coexistence, we define a network’s achievable capacity [35] as the
total amount of the shared spectrum resources available for communication. The
achievable capacity, C, is a function of the spectrum sensing performance of a
network, quantified through the missed detection and false alarm probabilities, the
total number of sensed bands, M, as well as the aggregate cross-network channel
load, p, within the sensed spectrum space.

C £ C(M,p,pup, pra) - (2.1)

The network achievable capacity is then shared among the users, N, of the network,
leading to the per-user average achievable capacity,

o) = S04 p’]l\’[MD’pFA). (2.2)

QoS-related metrics

C(N) indicates the per-user spectrum resources that are available for communi-
cation, reflecting nominal user communication performance. Additionally, we may
want to evaluate the impact of wireless coexistence on the practically experienced
communication quality. For that we introduce a set of user QoS-related performance
metrics.

We introduce the end-to-end transmission delay, to evaluate the communica-
tion delays in multi-hop wireless networks as a result of cross-network interference.
The end-to-end delay depends on the experienced interference along the multi-hop
transmission paths, which affects the expected number of retransmissions, ET X,
on each link of the path, where ET X, is inversely proportional to the probability
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Similarly, in multi-hop wireless networks end-to-end throughput defines the in-
formation delivery rate — in bits per time unit — between a source and the respective
destination node under cross-network interference. Multi-hop paths experiencing
high cross-network interference should normally be avoided, in order to maintain
high throughput, and to limit the experienced end-to-end delays [36].

Energy efficiency is a commonly set objective for communication networks
formed by energy-constrained wireless devices. Designing an energy efficient pro-
tocol stack is a fundamental prerequisite, in order to guarantee a sufficiently long
network lifetime. Protocol design is energy efficient, when it minimizes the energy
cost per transmitted unit of information. Considering, in general, multihop commu-
nication scenarios, we quantify energy efficiency by defining the normalized energy
cost metric [24], which gives the total energy required for transmitting a unit of
information over a unit of distance towards the final destination node.

2.3 Design Challenges for Coexistence Scenarios

Hierarchical coexistence: The case of primary-secondary network
coexistence

Traditional regulatory access mechanisms in cellular networks, such as exclusive
spectrum licensing and spatial frequency reuse often fail to guarantee an efficient
usage of the available spectrum [37]. Spectrum may remain highly underutilized
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as a result of low instantaneous demand for wireless traffic exchange within the
licensed networks [38][3], caused by high spatio-temporal burstiness in user traffic
demand. Licensed spectrum underutilization has been experimentally proven in
a broad set of scenarios [39], and in particular for cellular — UMTS and LTE —
communication networks [37][40].

Parallel to this, we have witnessed the emergence of broadband wireless internet
services with lower requirements in terms of user-experience QoS, including data
delivery delay, jittering, or packet loss rates. Such services can be supported by
unlicenced, low-priority, dynamic spectrum access-based networks [41] [1] [42] that
coexist with the licensed (or primary) networks and make use of the temporarily
non-utilized licensed spectrum (Fig. 2.3).

Wireless coexistence, however, introduces the need for interference control be-
tween the licensed, and the unlicensed — or secondary — users (SU), since licensed
users should not experience any communication performance degradation due to
the operation of the unlicensed network. In other words, interference management,
based on spectrum sensing [43], is the key component behind the deployment of
unlicensed (or secondary) communication networks.

Spectrum sensing & capacity maximization

Spectrum sensing is the fundamental mechanism for identifying appropriate trans-
mission opportunities and for protecting the licensed or primary user operation.
The efficient design of spectrum sensing involves optimizations at both local and
global (cooperative) level.

Local sensing optimization: At local level, cognitive users must first optimize
the length of their sensing measurements [20][44]. Short-period sensing measure-
ments increase the probability of missed-detecting an active primary user, while
longer sensing periods reduce the time available for secondary communication and
increase the energy consumption of sensing. As typically there are more than one
channels available for secondary access, sensing is often perform sequentially over a
set of multiple channels. An important challenge here is how to optimize the order
in which sensing is carried out in each of the bands. The work in [45] optimizes the
sensing order taking the long term occupancy statistics of the respective channels
and minimizes the required sensing energy cost while maintaining a target missed
detection probability at each sensed band. To increase energy efficiency sensing
order optimization can be combined with dynamically adjusting the sensing time
duration [46], upon achieving a target performance. Spectrum sensing can, addi-
tionally, employ learning techniques for deriving the optimal sensing order [47], to
maximize reliability. Optimal sensing policies may be applied in order to select
a particular subset of channels to sense, for example, based on long-term channel
availability [48] or short-term band occupancy along with channel quality statistics
[49].
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Sensing resource allocation: At cooperative level, sensing performance in-
creases with optimal combining of individual sensing measurements, based on the
experienced SNR levels at the sensing devices [14], the individual measurement
reporting reliability [50], or the correlation among sensing results [51].

In addition, efficient cooperative sensing involves the optimization of the total
sensed bandwidth [52] and the extent of cooperation among sensing devices. As
discovering spectrum opportunities requires effort from the cognitive users, the users
need to decide, first, how large part of the spectrum space, dedicated for unlicensed
operation, they want to utilize, and, second, how many of them should cooperate for
sensing each band in the spectrum space. On one side, the users may increase the
number of channels to sense, so that there are more transmission opportunities to
share. On the other side, this requires more sensing efforts from each SU. Similarly,
increasing the number of cooperative users lowers the resulting missed detection
probability [53], at the expense of linearly increased sensing resource requirement for
detecting channel availability. In Paper A, we address the above joint optimization
aiming at maximizing the achievable per-user cognitive capacity, as it was defined
in Section 2.2 and show how the density of the secondary network, and the desired
coexisting licensed network interference constraint are important design factors.

Sensing coordination:  After determining the number of users to participate
in the cooperative decisions, a remaining issue is how to decide on the exact sensing
duties to be allocated to the existing secondary users. This problem is often de-
fined as sensing coordination [54]. Correlation-aware sensing cordination schemes
[55] aim at guaranteeing that the users sensing the same bands experience un-
correlated channel gains on the sensed links. Sensing coordination may rely on
a centralized mechanism that distributes sensing coordination information to the
secondary users, ensuring a similar missed detection rate over each of the sensed
bands. Alternatively, a distributed approach lets the existing secondary users indi-
vidually select a set of bands to sense. Clearly the first approach achieves a higher
capacity due to balanced detection performance in each sensed band, at the expense
of a significant signalling overhead that is required to distribute the coordination
information to the users. Such overhead may be prohibited in scenarios where en-
ergy efficiency is desired or in cases where time constraints require fast cooperative
sensing decisions. In Paper A we define and analyze sensing allocation mechanisms,
spanning from fully randomized to fully centralized sensing coordination schemes,
and conclude that there exists a constant performance gap between the centralized
and distributed approaches that is independent of the network density and the re-
maining design factors. We achieve this by analytically deriving the asymptotic
performance limits for the aforementioned sensing coordination schemes.

Heterogeneous flat coexistence: The case of WSN and WiFi

Flat wireless coexistence is the result of uncoordinated co-deployment of networks
operating in overlapping subsets of the open spectrum ISM bands. As opposed to
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Figure 2.3: Heterogeneous coexistence of 802.11 and 802.15.4 networks in the
2.4GHz ISM band.

the case of hierarchical coexistence, where exclusive spectrum ownership demands
efficient interference avoidance mechanisms, flat coexistence focuses on developing
protocols that, instead, guarantee an efficient operation for all systems.

In recent years we have witnessed a rapid increase in the technologies operating
in the 2.4GHz ISM band, with the common characteristics of being license-free
networks, employing random medium access schemes, and supporting error and
delay-tolerant communication services. Among the most popular systems we list the
wireless sensor networks with customized communication standards, IEEE 802.15.4-
based personal area networks (WPAN), IEEE 802.11-based wireless LANs, as well
as Bluetooth networks, cordless phones and RFID communication systems.

Due to the different transmission characteristics of the aforementioned systems,
flat coexistence is, defined as heterogeneous [24], and imposes different challenges
in the design of the different network players. Systems with relatively high trans-
mission power levels, combining, additionally, efficient broadband physical layer,
enhanced radio hardware and moderate communication ranges, often do not expe-
rience any performance degradation due to the operation of coexisting networks.
The protocol stack of such systems can, therefore, be designed and optimized con-
sidering standalone operation.

On the opposite side, the performance of systems operating within narrow-band
channels and with relatively low transmission power may be severely affected by
the presence of high-powered systems. For such networks, the performance of the
channel access control mechanisms can be significantly improved, if their design is
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cognitive, i.e. aware of the radio environment, including the presence and channel
occupancy patterns of the coexisting networks.

In this thesis we focus on the popular scenario of a low-power WSN that operates
under the interference of a coexisting WLAN (Fig. 2.3). Heterogeneous coexistence
is justified by the relatively high difference in the transmission power of the two
network technologies. Due to this difference, WLAN terminals are blind towards
the WSN transmissions [4], and do not back off when a transmission is initiated
that overlaps with that of a WSN packet. As a result of such packet collisions, WSN
communication performance degrades, while WLAN througput is hardly affected
by WSN interference, a scenario that is often defined as asymmetric interference.

The negative impact of the cross-network WLAN interference on the WSN per-
formance has been underlined in a plethora of experimental studies [56], while
similar studies have been conducted for Bluetooth systems [57] [58]. In order to
survive the WLAN interference and, thus, guarantee a high communication per-
formance, WSNs must employ smart channel access mechanisms, i.e. avoid using
the wireless channel simultaneously with the WLAN terminals. We review here the
basic principles of cognitive coexistence in the case of flat-hierarchy, asymmetric
interference scenarios.

WLAN white space characterization

Model design and validation: Identifying and capturing the statistical prop-
erties of the spatio-temporal WLAN channel occupancy enables the WSN users
to assess accurately the transmission opportunities under WLAN coexistence [34].
The first step towards this direction is the adoption of an appropriate stochastic
model that can describe WLAN occupancy in a broad range of WLAN networking
scenarios. To be attractive for analytic performance studies and cognitive access
control design, a good model candidate must be relatively simple. It must, addi-
tionally, bare the structure and the required degrees of freedom that ensure a good
potential of capturing the behavior of WLAN channel occupancy at a microscopic
level [59], that is, modeling directly the short term temporal behavior of the channel
status in WLAN networks.

Related work in this area includes the seminal approach in [33] that derives an
analytic model for the impact of IEEE 802.11 MAC protocol on channel occupancy
assuming saturated traffic. WLAN traffic, however, is far from saturated; conse-
quently, channel usage models are usually developed based on a-priori considered
traffic generation patterns [60] [61], or workload models derived from measurement
studies [62] [63] [2]. In this thesis we adopt the interesting approach introduced
in [23], where an ON-FF semi-Markovian model is employed to characterize the
WLAN channel usage. A significant challenge in WLAN activity characterization
is to assess the generality of the proposed model; this may be conducted based on
real traces of WLAN channel usage collected from public WLAN hotspot measure-
ments [64], or generated in testbed experiments [2]. Instead, Paper D validates the
model applicability over a broaded range of traffic workload scenarios, generated
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based on experimentally driven high-layer 802.11 traffic statistics [65], in an effort
to close the gap between macroscopic WLAN traffic workload modeling [65]-[73]
and microscopic channel usage models. Focusing primarily on modeling the idle
channel periods, we show that the proposed model exhibits excellent fitting un-
der diverse WLAN scenarios, due to its inherent mizture distribution for the idle
period lengths, consisting of a right truncated term that models the short 802.11
DCEF back-off periods, and a heavy-tailed [74] term for the longer periods of WLAN
terminals’ inactivity.

Model parameterization: WSN terminals rely on channel sensing, in order to
collect a sequence of channel occupancy samples — active and idle period lengths —
and to parameterize the WLAN channel usage model [2]. The challenge rises due
to the sensing limitations of the WSN terminals, which may only partially detect
the WLAN channel activity. Thus, in [75] we enhance the adopted WLAN model
considering the WSN limited sensing range, and prove the existence of a closed-form
expression for the model stochastic distribution functions on the Laplace transform
domain [76].

Estimation algorithms are required to be computationally efficient, in order to be
able to run on constrained-resource devices, such as sensor nodes. CPU constraints
impose limits on the complexity of the estimation algorithms, while memory con-
strains require on-the-fly computation of the model parameters, without the need
for storing the collected WLAN empirical channel occupancy traceset. In [75] we
describe a estimation algorithm based on maximum-likelihood maximization and
show that for a target estimation accuracy, as defined in Section 2.2, the conver-
gence speed — in number of samples — depends on the percentage of the observable
WLAN activity. In an attempt to satisfy potential memory limitations, in Paper C
[77] we develop an estimation algorithm that allows WSN terminals to dynamically
re-compute the model parameters based on a real-time sample collection mecha-
nism. The algorithm structure is based on a modified version of an iterative discrete
stochastic optimization scheme [78]. In Paper C we prove the algorithm convergence
stability based on the properties of the WLAN channel occupancy functions.

Interference-aware protocol design

Under WLAN coexistence WSN terminals need to control channel access in a way
that it alleviates the harmful WLAN interference and ensure an effective use of
the shared ISM spectrum band. Traditional interference mitigation schemes in-
clude channel hopping mechanisms, where WSN nodes measure and tune to the
best available band for communication [79] [80] [81]. However, the effectiveness
of these schemes is debatable, particularly in cases where all considered bands ex-
hibit similar statistical interference. Alternative approaches focus on mitigating
the cross-network interference by adding information redundancy [31][82] or by
partial intervention with the WLAN MAC operation [26]. The efficiency of these
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approaches is accompanied by either significant transmission overhead, or hardware
extensions in WSN design.

Effort has therefore been put on exloiting the knowledge of 802.11 channel activ-
ity patterns leading to cognitive access control, alternatively denoted as interference-
aware MAC design. Approaches similar to the seminal work in [83] attempt to
jointly optimize polices for channel access and discovery of transmission oppor-
tunities, based on a-priori known traffic statistics of the interfering network. A
requirement for a wide system-optimization approach is to efficiently couple the
cognitive access mechanism with the WLAN channel occupancy model derivation
[4] [23]. Our work in Paper B addresses the challenges of model estimation, and
cognitive access optimization over partially observable WLAN activity. It shows
that the WLAN occupancy statistics serve as input for both the design of the chan-
nel sensing scheme, as well as for the optimization of the WSN transmission policies
and can, therefore, maximize the probability of transmission success, as defined in
Section 2.2 under cross-network interference.



CHAPTER 3

Energy Efficiency

Energy efficiency is perceived as one of the most important concerns in wireless
networking. In a wide range of network applications involving wireless devices with
finite energy supplies, energy efficient operation is the key factor behind extending
the lifetime of the devices to reasonable times. Typical examples of such appli-
cation scenarios are battery-powered, radio-capable consumer electronics, such as
wearable sport gadgets, health monitoring, or entertaintment electronics, where
the requirement for energy efficiency is enforced by battery size limitations, driven
by the consumers’ demand for portability and minimal device design. In rapidly
emerging networking applications within the context of the Internet of Things, such
as smart home appliances, building automation, or smart cities, energy efficiency
is, additionally, required for scaling up the deployed network infrastructures, while
guaranteeing environmentally sustainable operation. Finally, the rapid proliferation
of applications for wireless sensor networks, such as monitoring environmental con-
ditions, or targeting surveillance, actuation and automation on complex industrial
control systems [84], demands for energy efficient design in an effort to maintain
low operational costs, thus, alleviate the concerns about the profitability of smart
automation and monitoring solutions in large-scale industrial production.

Energy efficient design in wireless networking refers to two fundamental engi-
neering tasks. The first task is to define appropriate metrics, based on which the
energy efficiency of a network can be quantitatively evaluated. The second task
is to come up with the required architectural changes in network design, and to
engineer novel communication protocols, which will allow the wireless devices to
utilize their energy resources as effectively as possible, while maintaining a high
quality of service for the applications that use the networking infrastructure.

19
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3.1 Evaluating the Communication Energy Efficiency

Metrics for energy efficiency

Transmission cost: As the major source of energy consumption of low-power
wireless devices is associated with their radio operations, the primary mechanism
for achieving energy efficiency is the minimization of the nodes’ communication
energy cost per unit of transmitted information. In general, communication proto-
col operations involve an inevitable transmission overhead — in the form of frame
header extensions, link layer packet retransmissions to increase reliability, as well
as medium access and routing protocol signalling — which may significantly in-
crease the communication energy cost. We can quantify the cost of transmission
overhead by normalizing the energy consumption with the amount of information
transmitted by the wireless devices. In multi-hop networking scenarios, the pro-
tocol energy efficiency must account for the end-to-end energy cost of information
delivery. Based on the above considerations, in this thesis we quantify the energy
efficiency of communication protocols by defining the normalized energy cost metric
[24], which gives the total energy required for transmitting a unit of information
over a unit of distance towards the final destination node for a multi-hop end-to-end
transmission.

Lifetime: One of the key directions towards energy efficient design is the max-
imization of the network lifetime, which is the amount of time when the wireless
network can sustain the target operational performance. Network lifetime depends
not only on the communication energy efficiency at the individual wireless devices,
but, additionally, on the distribution of energy consumption among the nodes in
the network. In multi-hop networks, exessive traffic relaying increases a node’s en-
ergy consumption, and may lead to node failures, which impose a severe threat on
the connectivity and the stability properties of the network topology. As a wireless
node depends on relaying nodes so as to transmit and receive traffic over multi-
ple hops, its lifetime is strongly correlated with the lifetime of the relaying nodes.
Therefore, in this thesis we express the lifetime of a wireless device as a function
of the lifetime of the nodes, on which this device relies, in order to achieve target
connectivity properties. 'Energy efficient design’ refers to efficient network forma-
tion, traffic routing, and topology control that increase the lifetime of the wireless
devices.

Duty-cycle ratio: In addition to the energy consumption when transmitting
or receiving data, the wireless devices may spend a significant amount of energy
resources when they remain idle, that is, when they listen to the radio channel
waiting to receive information. Radio duty-cycling is proposed as the straightfor-
ward approach towards mitigating the energy cost of idle listening [85]. Duty-
cycling mechanisms are implemented on the medium access control (MAC) level
[86]. Duty-cycling demands the wireless devices activate their radios only when
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they need to participate in data exchange; in the absence of relevant traffic, de-
vices can transit to sleep [87] or doze state [88] to save energy. Energy savings are
high when the devices remain in the doze state for long periods. Therefore, in this
thesis we evaluate the efficiency of duty-cycling by the achievable sleep ratio, that
is the percentage of time a wireless device can operate with its radio de-activated.
"Energy efficient’ design concerns the optimization of duty-cycling parameters that
maximize the sleep ratio of the devices in a network, under a given traffic workload.

Delay overhead: While it effectively decreases the cost of idle listening, duty-
cycling may introduce significant delays in traffic exchange, as the devices are not
able to receive data when they are in sleep state. Thus, data transmission needs
to be buffered until the receiver wakes-up. In a multi-hop transmission, buffering
delays may occur at each intermediate node introducing significant latency in traffic
delivery, which, in turn, imposes concerns about the applicability of duty-cycling.
A duty cycling-based protocol is efficient when the energy cost savings are achieved
at the expence of low traffic exchange delays. Therefore, in this thesis we introduce
the delay overhead metric to quantify the impact of duty-cycling on data delivery
delays. In multi-hop networking scenarios the delay overhead denotes the end-
to-end traffic exchange delays as a result of duty-cycling. Here, ’energy efficient
design’ refers to developing wireless duty cycle-based protocols that maintain a low
multi-hop delay overhead.

Energy efficient protocol design in wireless networks

Energy efficiency in wireless networks can be viewed from two opposite perspec-
tives: as a performance objective, or as a built-in constraint in network design.
When constituting an objective, energy efficiency refers to the architecture and
the optimization of network protocols, that decrease the energy cosumption of
resource-constrained wireless devices. From the perspective of a constraint, energy
efficient design refers to network architectural changes that allow network proto-
cols to maintain high performance standards, while operating with limited energy
resources. This chapter surveys recent developments related to energy efficient de-
sign, with the emphasis put on cross-layer approaches, where different protocol
modules and building blocks, e.g. medium access, routing, or topology control are
jointly designed for performance improvements, with respect to the aforementioned
performance metrics.

We begin with energy efficient design approaches in wireless ad hoc and sensor
networks, and close the discussion with novel advances and contributions towards
energy efficiency in 802.11 (WLAN) networks.
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3.2 Energy Efficient Design for Wireless Ad hoc and Sensor
Networks

Cross-layer protocol optimizations for energy efficiency

Wireless sensors employ power control as a means of regulating their energy con-
sumption level [89]. Power control covers a broad area of power conservation tech-
niques that aim at increasing energy efficiency, while satisfying performance require-
ments, such as througphout, data-rates, and link reliability. Reducing transmission
power at the devices decreases, in general, communication range and data-rates.
Therefore, on network scope, power control is often coupled with routing and link
scheduling optimization, in order to minimize the normalized communication energy
cost of the wireless nodes subject to connectivity and data delivery requirements.
The seminal works in [90][91] propose algorithmic solutions that jointly optimize
routing selection and power allocation in a wireless network, so as to mimimize
the normalized energy cost for a given traffic workload that describes the rates,
at which traffic is to be delivered between specific source-destination pairs. The
optimal route selection takes into account the interference between simultaneous
transmissions, thus, schedules neighboring link transmissions in different time slots.

Wireless sensors may, additionally, control the transmission overhead, and, con-
sequently, the communication energy efficiency, by applying packet length optimiza-
tion techniques [92]. Large packet sizes decrease the framing overhead, but lead
to higher packet error rates, and, therefeore, frequent retransmissions, since the
packets are exposed for a longer period to channel noise and interference from
simultaneous tranmsissions. Consequently, large packet sizes may increase the re-
transmission overhead at the MAC layer. Packet length optimization is, therefore,
a crucial design factor for energy efficient communications in wireless networks [93].
Intuitively, packet size and routing may also be jointly optimized for energy effi-
ciency in multi-hop wirless networks [94]. To decrease the normalized end-to-end
energy cost of communication, nodes may, for example, select to route their traffic
via a larger number of intermediate hops, choosing shorter single-hop links, where
large packets can be transmitted with high reliability.

Under coexistence with high-power wireless networks, wireless devices may per-
form packet length optimization with the help of efficient statistical characterization
of the cross-network interference [23]. If the channel activity model of the high-
power interferer is known, or can be determined, low-power wireless devices can
trade-off larger framing overhead with larger retransmission overhead, to deter-
mine the optimal packet size that mimimizes the normalized energy cost [4]. In
Paper D we jointly optimize WSN packet size and next-hop transmission distance
to maximize energy efficiency under known WLAN interference patterns.

In the context of energy efficient design topology control mechanisms are em-
ployed in an effort to prolong the lifetime of resource-constrained nodes in the
wireless network. A plethora of approaches propose load-balanced network topolo-
gies, where traffic flows are directed in a way that avoids significant irregularities in
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the local energy consumption of the nodes [95][96]. In several approaches, topology
control is coupled with power control, so that the wireless devices can select the
optimal set of neighbor links and then determine the optimal transmission power,
based on the experienced interference on each link [97].

Energy efficiency under QoS considerations

While energy efficiency is an important design factor, the vast majority of network-
ing application scenarios introduces equally important QoS considerations, such as
the traffic delivery delay and the reliability of the routing paths. In several cases
there exists an inherent conflict between these two categories of design goals. Aim-
ing at achieving higher energy savings and increased lifetime, wireless devices might
need to compromise the quality of service. Therefore, significant effort is devoted
to network optimization oriented towards both energy and performance efficiency.

The trade-off between energy efficiency and network performance may be ana-
lyzed under a multi-objective, system-wide optimization perspective. The analysis
requires, first, a cost model that quantitatively reflects both classes of design goals.
The wireless devices may, then, employ routing selection, power and topology con-
trol, to minimize system-wide cost functions, determined by the considered cost
model [98]. In other approaches, the desired trade-off between load-balancing and
reliability of traffic delivery is reflected in the routing and MAC protocol param-
eterization [99]. This allows WSNs to dynamically — and in a distributed fashion
— adapt to temporal changes in the traffic workload and the link quality in the
network.

Several application scenarios lead to dynamic and self-organized sensor net-
works, where the assumption of system-wide optimization can not be easily justified
[100]. In certain cases, wireless devices might be owned by different entities, with
an objective of maximizing their own performance. Scenarios with nodes having
self-optimizing, or selfish goals, are, in principle, studied applying game-theoretic
tools. A key question in such cases, is whether the wireless devices can coverge to
stable network operation points, namely Nash equilibria (NE), where nodes max-
imize their individual performance that reflects both a high node lifetime, and a
low delay overhead [101][102]. Certain contributions demonstrate that Nash equi-
libria do not always exist under cost models reflecting contradictory objectives [98].
Several other studies employ constructive methodology, to prove that such NE ex-
ist, by formulating iterative games that lead to stable energy efficient topologies
[103][100][104].

In an attempt to guarantee stable network formations, a few interesting ap-
proaches re-formulate the game-theoretic model of the topology control to extend
the space of strategies for the wireless devices by introducing bilateral negotiations
between wireless nodes that wish to form communication links [105][106]. We follow
a similar approach in Paper F, where the wireless nodes negotiate the quality of
traffic relaying they offer, in addition to selecting routing paths for their own traf-
fic. We show that such a strategy space expansion leads to stable Nash equilibrium
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topologies, even when the wireless devices aim for both node lifetime, as well as
QoS maximization.

Duty-cycling in wireless sensor networks

Duty-cycling in wireless sensor networks is implemented based on periodic radio
wake-up [85] and transition to sleep state, unless traffic needs to be exchanged by
the sensor device. Such a scheme achieves high sleep ratio, in case of low traffic
demand, where nodes sleep most of the time. Key design aspects, which characterize
the duty-cycling efficiency are the sleep and wake-up scheduling at the sensors [107].
Schemes with fixed wake-up and doze time lengths, and, eventually, sleep ratios [85]
perform well when the traffic demand remains fairly stable over time. In case of
temporal variations in traffic workload, agile duty-cycling schemes [107] adapt the
durations of wake-up and sleep time for higher energy savings. Further efficiency
can be achieved through dynamic duty-cycling schemes [108], where idle listening is
restricted to a short time interval in the begining of the wake-up period, or where
appropriate signaling enables nodes to dynamically end the wake-up time upon
completion of traffic exchange.

WSNs achieve further energy saving gains when employing interference-aware
sleep transition policies [109]. In Paper D, WSN devices sense the channel in the
beginning of a wake-up period and transit immediately to sleep mode, if channel
activity is detected, so as not to risk a possible frame collision due to overlapping
transmissions with interfering radio activity.

Despite the undeniable energy savings, duty-cycling can introduce a significant
delay overhead in multi-hop traffic delivery, particularly in case sensors sleep for
long periods. Opportunistic routing under duty-cycling aims at minimizing the
delay overhead, by dynamically relaying sensor traffic via any neighboring nodes
that are awake and geographically closer to the destination node [110]. From the
system-optimization perspective, the duty-cycling ratio may be jointly optimized
along with multi-path routing and duty-cycle scheduling, under target delivery
delays, and connectivity requirements, the energy efficiency of the sensor network
can be minimized by determining optimal values for the sleep ratio and the wake-up
schedule of the sensors [111].

A major challenge in WSN duty-cycling is how to achieve schedule-synchronization
between the communicating sensor nodes. Exessive signaling overhead, large node
populations, node mobility, or churn do not allow for controlling the duty-cycle
schedules of the network nodes in a centralized fashion. Transmitter-receiver ren-
dezvous in time is, therefore, achieved, on the basis of transmitter-initiated duty-
cycle MAC protocols [112], where potential transmitters use frame preambles to
wake-up the intended receivers. Approaches like [113] rely on periodic channel
sampling checking for preambles that indicate upcoming packet transmissions. In
the same context [114] reduces excessive preambling applying short strobbing, which
additionally embedds target receiver addressing to wake-up only the intended re-
ceiver. Instead of using preambling, [115] employs opportunistic schedule learning
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Figure 3.1: Power-saving mode in IEEE 802.11 ad hoc networks.

where WSN devices obtain the scheduling information of nodes within their physi-
cal neighborhood by overhearing data transmissions, while in [116] synchronization
is achieved through periodically broadcasting scheduling information.

Duty-cycle synchronization is, however, not perfect due to hardware imperfec-
tions leading to CPU clock drifts at the WSN devices, and thus, synchronization
gaps need to be taken into consideration when designing duty cycling-based pro-
tocols for WSNs. A common approach to mitigate the effect of synchronization
offsets is by slightly increasing the duration of either preamble transmissions or idle
listening [116] [113]; a similar approach is implemented in Paper D where sensors
wait for a period equal to the maximum synchronization offset before attempting
frame transmissions, to guarantee that the intented receiver is awake.

3.3 Duty-cycling in WLAN Ad hoc Networks

The energy consumption of the 802.11-based radio operation is significantly higher
compared to 802.15.4-based radio link layers — commonly used in WSN devices —
offering, in exchange, higher communication ranges and transmission rates. Such
communication characteristics may be beneficial in sensor applications involving
generation of a large amount of data traffic. In addition, 802.11 enables sensor
devices to interact directly with consumer electronics, such as smartphones, tablets
or laptops, that is, market segments where WLAN connectivity dominates over
alternative wireless technologies.

However, due to the large transmission energy consumption, 802.11 radio opera-
tions can quickly drain the batteries of energy-constrained WLAN-enabled devices.
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Therefore, 802.11 duty-cycling, as a means of power-saving, is crucial for enabling
WLAN connectivity in WSN and IoT applications [117]. For this reason radio
duty-cycling, has been standardized for IEEE 802.11 for both infrastructure (BSS)
and ad hoc (IBSS) network mode, and is denoted as Power Saving Mode (PSM)
[88]. In 802.11 infrastructure networks, stations in power-save mode remain in doze
state if they have no traffic to transmit, and wake-up periodically in order to check
whether they need to receive data from the access point. Traffic indications for
each associated station are embedded in the beacon frame sent periodically by the
access point.

In 802.11 ad hoc networks, all stations have synchronized duty-cycle schedules,
and compete for a beacon transmission at the beginning of a duty-cycle period
(Fig. 3.3), defined as beacon interval. Stations in power saving mode must transit to
the awake state at the beginning of the duty-cycle. The stations announce pending
data traffic to other stations by transmitting unicast, short traffic announcement
(ATIM) frames. ATIM frames are transmitted and acknowledged during the ATIM
window, during which all stations are awake. After the expiration of the ATIM
window, stations transit to doze state for the remaining of the duty-cycle, if they
have not been involved in an ATIM/ACK message exchange.

802.11 PSM defines a non-adaptive duty-cycle scheme for decreasing the idle
listening at WLAN stations. Interesting research directions in the literature propose
protocol enhancements for the 802.11 PSM operation in infrastructure WLANs
[118]-[125], involving load driven wake-up scheduling, and joint time division and
power control optimization, aiming for further energy preservations through higher
achievable sleep ratios. In ad hoc WLANs enhancing the standard PSM involves
the introduction of mechanisms for early transition to the doze state [123], [126]-
[129], by including additional information in the ATIM frames [126], or by delaying
a beacon transmission attempt [123], indicating, implicitely, the lack of pending
traffic.

A key approach towards higher sleep ratios is the optimization of the ATIM
window length. [127] maximizes the percentage of time the stations remain in
doze state by optimizing the duration of the ATIM window subject to throughput
constraints for a given traffic workload at the stations. A major challenge in the ad
hoc 802.11 PSM is the signalling overhead, imposed by the unicast ATIM frames at
each beacon cycle. PSM signaling may be significant in case of multiple concurrent
source-destination traffic flows in a WLAN. Exploiting ATIM frame overhearing
[130], [131] and deferring from ATIM transmissions is a promising solution towards
lower PSM signaling overhead.

Despite the achieved energy savings, PSM results in significant frame delivery
delays, as data may need to be buffered at intermediate stations, and delayed
until the following beacon interval, when a new ATIM exchange process will notify
the next-hop station towards the final destination to remain active and receive
the packet (Fig. 3.3). To limit the multi-hop end-to-end latency solutions target
MAC and routing cross-layer approaches, classified as static [128] — where the ad
hoc networks are organized hierarchically forming a back-bone with PSM-disabled
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stations — or on-demand [132], where stations temporarily disable duty-cycling, if
they are notified from on-demand routing protocols that they may need to relay
traffic. Inversely, the routing protocol may on-demand select the packet forwarding
paths based on knowledge of the current power saving status of the stations [133].

The challenge of decreasing the end-to-end latency in multi-hop 802.11 ad hoc
networks can be addressed effectively, if stations that implement duty-cycling can
dynamically adapt to instantaneous end-to-end traffic demand and defer from tran-
sitions to doze state, so that packets can be forwarded within the same beacon in-
terval. This can be realized through cognitive path prediction mechanisms, where
stations infer whether they need to remain awake, based on overheard traffic an-
nouncements associated with past end-to-end transmission flows [134]. Such ap-
proaches achieve high energy and delay efficiency, paticularly in networks with
traffic bursts that are long enough so that stations learn the end-to-end path flows
and remain awake until the whole data stream is forwarded to the destination sta-
tion. In scenarios with sporadic, or very dynamic traffic workload, the performance
of path learning mechanisms is limited. In such cases, the objective for joint energy
and delay efficiency can be addressed effectively, if stations can immediately infer
the final destination of an 802.11 frame and wake-up all involved stations on the
routing path, at the event of frame generation or reception. In Paper E we address
the above issue by proposing a cross-layer approach, where WLAN stations em-
bed the MAC address of the final destination of a WLAN packet inside the ATIM
message. Upon receiving ATIM frames, the stations can determine the destination
node of a pending 802.11 packet, and can, therefore, forward the received notifi-
cation to the next-hop station in the routing path, in the current ATIM window.
Under such scheme all stations involved in the end-to-end delivery will be notified
to remain awake in the current beacon interval. Therefore, the WLAN packet may
arrive at the final destination with minimum delay overhead.






CHAPTER 4

Analytic Models, Methods &
Evaluation Tools

This Chapter presents an overview of the main analytic scientific methods and eval-
uation tools that are used in the context of this thesis. We begin with the main
theoretic background for spectrum sensing techniques and for interference modeling
in wireless networks. Spectrum sensing has been studied in Paper A, while interfer-
ence modeling has been considered for the cognitive MAC design in Paper B. We
give a brief introduction on stochastic modeling in wireless networks that has been
considered extensively in this work. We continue, by presenting the basic theoretic
tools for distribution fitting, parameter estimation, and stochastic model valida-
tion, which we later employ in Papers C and D for WLAN spectrum occupancy
characterization. We close the Chapter by introducing, briefly, our simulation plat-
forms and implementation tools, based on which we evaluated our protocol design
proposals in Papers B and E.

4.1 Modeling of the Physical Interference

As discussed in Section 2.2 the physical interference model aim at describing the
success of a frame transmission in the presence of temporary overlapping transmis-
sions in the neighborhood of the receiving device. Therefore, the interference model
relies on the underlying signal propagation model.

Under a path-loss-based signal attenuation model [135], the received signal
power, Pg.(r), degrades with the distance, r > 0 between the transmitting and
receiving device:

Pry(r) =Py - Ppor™" 4.1
0

where Pr,,n denote the signal attenuation at a reference (one meter) distance, and
the path-loss exponent, respectively. In order to correctly decode a received packet,
a terminal needs to receive it with a Signal to Noise plus Interference Ratio (SINR)

29
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greater than a given threshold, (sinr. Assuming the existence of a single interfering
node at distance RinT, the SINR under a path-loss model becomes:
P()PLO?“*n

SINR = — 3
PintProRigr + oy

(4.2)

where PN, 0%, denote the power of the interfering signal and AWGN, respectively.
The considered SINR threshold combined with the path-loss channel model result
in a disk interference model, that is a circular interference zone around the receiving
terminal, with interference radius, Rz:

CsinrPINT PL
R P P&y 0 . 4.
1(r, Gsinr, PN, Po) \/POPLOT’_" y—y (4.3)

In the event of a temporal overlap between a frame reception and a transmission
within the interference zone defined by (4.3), the outcome is a frame collision,
resulting in a packet loss event. It is clear that under a fixed SINR threshold the
interference radius can be decreased by either increasing the transmission power,
Py, or by decresing the transmission distance, 7.

The disk interference model is ideal, as it presents a clear geographic boundary,
between the area where frame collision occurs with probability 1, and the area
where interference from overlapping transmissions is not harmful. In the presence
of shadow fading on the channel, the disk interference model is no longer valid, as the
collision events depend on the instantaneous shadowing gains on the transmission
and on the interfering link.

Under log-normal shadowing [135] the shadowing gain on a transmission link is
modelled by a log-normal random variable, thus, (4.1) is extended as:

Pro(d,¢) = Py - P, -7~ -105/10, (4.4)

where ( is an instance of a zero-mean Gaussian variable, Z with standard deviation,
Ogsh-

OshV 27T
Consider that Zy, ZinT denote the shadowing gains on the transmission and on the

interference link. Assuming identical and independent distributions, the instanta-
neous interference radius Rz is a function of the shadowing realizations:

f2(¢) =

CSINRPINTPLol()CINT/lo
PyPp,r=110%/10 — (ginpoy

Rz(r, N, €0, Po, Pint) = \'/ (4.5)

In addition, channel shadowing has an impact on the performance of spectrum
sensing. The missed detection probability, pymp, defined in Section 2.2, depends on
the received signal power at the sensing device, that is a function of the shadowing
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(1) fa(t)

Figure 4.1: A generic two-state stochastic channel occupancy model

gain. Assuming that the gains, (1N, is constant within a spectrum sensing period,
ts, the missed detection probability must be averaged over the distribution of the
shadowing gain:

pwmp (ts, RinT) é/ pumbp (ts, RN, Cinr) f2(€)dC, (4.6)
0

while the channel shadowing, clearly, has no effect on the false alarm probability,
PFA-

As we show in Paper B channel shadowing introduces uncertainty in the spatial
distribution of the interfering sources resulting in lower transmission efficiency in
the flat coexistence scenario.

4.2 Stochastic Models for Channel Activity in Wireless
Networks

Background

The channel activity, or channel usage, in wireless networks is, in general, a stochas-
tic process that reflects the status of the wireless medium, whether it is active or
idle. The channel activity is strongly correlated with the traffic arrival process
at the network nodes [136][137]. Its stochastic properties depend, additionally, on
the medium access protocol that involves, in general, randomized channel access
operations [33][60].

Based on the above consideration, we can use, in the simplest scenario, a two-
state model to describe the temporal evolution of the channel status in a wireless
network. This model is shown in Fig 4.1. The generic functions, fa(¢), fi(t), denote
the probability distributions of the active, and idle channel durations, respectively.
As the channel status constantly alters between active and idle state, we can define
the stochastic processes, Pr,, Pr,, that describe the sequences of active and idle
channel period durations. Thus, T7(k), denotes the duration of the k-th idle period.
T (k) is randomly distributed with density function fi(¢).

In general, the random processes, Pr,, Pr,, are not white, that is, the process
sample values at different sequence indexes are correlated. The correlation is quan-
titatively evaluated by the auto-correlation functions, Ry, (T), Ry, (7), which are
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defined as:
RTA (7_) _ E[(TA(k) — HTy ?;A(k + T) — HT4 )] ) (47)
R () = AT )T ) )] )

Under the assumption of the absence of correlation, the channel activity model is
classified as semi-Markovian][61]. The model becomes a Markovian one, if, addi-
tionally, fa(t), fi(t) are exponential distributions [23].

To capture more accurately the behavior of the channel status, we can extend
the two-state model to a finite state model, where, in each state, the channel is either
active or idle, however, the durations of the active or idle periods are not drawn
from the same distributions. Multi-state models can better capture the behavior
of the channel status, as a function of traffic arrival and protocol dynamics, at the
expense of higher complexity.

Under wireless coexistence scenarios, discussed in Chapter 2, a wide range of
network protocol mechanisms may be optimized based on the knowledge of the
stochastic patterns of the channel activity. The accuracy of the applied models
is critical for the performance of protocol optimizations. In the remainder of this
Section we present a brief overview of the analytic tools and methodologies for
model parameter estimation and verification, that have used in the context of this
thesis.

Parameter estimation techniques

Parameter estimation refers to the procedure of determining the parameters of the
functions that constitute the model components, based on a finite set of samples
collected from the actual random process that is the subject of our modeling. The
estimation of parameters is conducted using distribution fitting techniques, i.e.
we determine the appropriate parameter values, for which the analytic distribution
matches closely with the empirical one that is generated using the collected samples.

Maximum likelihood estimation

Consider a random variable T probability density function, fr(¢|0),t € R, where,
0 = {61, ...,0k} denotes the vector of the parameters of the density function. The
estimation of the parameter set relies on a set of M samples, (or realization) of the

random variable, T: {t1,...,tarr}
Based on the collected samples, the mazimum likelihood estimator (MLE), deter-
mines the set of parameters as the solution of the following maximization problem:
9* = {91(, . ,0}}} = argama)gi le,...,TM (tl, . ,tM|91, e ,9[{) (49)

15---VK

where fr, 1, (t1,...,tar]01, ..., 0K) denotes the joint distribution density consid-
ering all the collected samples. Assuming an uncorrelated sequence of distribution
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realizations, (4.9) reduces to

M
0" ={07,...,0%} = arg max H fr, (tml|01,...,0K). (4.10)
Leefre L2

or, if considering the log-likelihood:

M
0" = {6].....03} = arg_max > log|fr,, (tml0, ..., 0k)]. (4.11)

Tyeers (0% me=1
We derive the numerical solution of (4.10) by forcing the partial derivatives to
Zero:

M 910 tml61,...,0
0 = (65 6} = arzp, . {Zm_1 el (nlb:.. 00 _ O,Vk} .
(4.12)
In Paper B we apply a MLE estimator for deriving the parameters of the generalized
Pareto distribution [138] that is employed for modeling the heavy tailed behavior
of the 802.11 white spaces, based on a modified estimator developed in accordance
with [139], to account for a left-truncated nature of the white space distribution.

Estimation in the Laplace domain

The MLE-based estimation can be applied when the closed-form expression of the
probability density function, fr(t|@), exists. There are, however, cases of distri-
butions that lack a closed form expression in the probability domain. Such cases
include, most commonly, composite variables that are the result of the superposition
of individual, random variables.

In some particular scenarios, where this superposition comprises summations of
uncorrelated variables, it is possible to derive a closed-form expresion in the Laplace
domain of a variable,

f110(s) = /0°° fr(t;0)e™"dt. (4.13)

by expoiting the Laplace transform (LT) property that the sum of independent
random variables leads to a joint density function, whose LT is the product of the
individual transforms of each variable:

In case of finite discrete random summations, the derivation of the LT expression
requires the generating function of the discrete distribution that models the random
sum. Consider, for instance, that we need to calculate the LT of the following
variable:

N
Tv =Y TY, (4.14)
=1
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where T() o T and, N is a discrete variable with probability mass function par.
The generating function of the random variable A is:

On(2) = izw(k)zk- (4.15)
k=0

The, the LT of Ty is given by:

I (s) = Gn (F7(s)) - (4.16)

The above property is applied in [75] and in Paper C, where we derive the
Laplace transform of the partially-observed WLAN idle time distribution, as a
geometrically distributed sum of WLAN cycles, consisting of consequtive idle an
active WLAN periods. Due to this complex combination, the idle time distribution
lacks a closed-form expression. Therefore, as MLE can not be applied for deriving
the optimal distribution parameters, we develop a heuristic estimation method
that relies on the one-to-one correspondence between the Laplace transform and
the probability density function [76]. We determine the optimal values for the
parameter set as the solution to the following minimization problem:

S
0" £ {0,,...,0x} =arg min lz [f(s]0) — foo(sis 7)) (4.17)
01,...0 S =

where S = {so, ..., sg} is a finite discrete subset of the s—domain, and f7, (sk;T) is
the empirical LT with respect to the parameter set, 8, calculated from the collected
distribution sample sequence, T = {t1,...,tpr}. In Paper C we show that the
empirical LT of a random distribution can be calculated on the fly, from the sample
sequence as follows:

Fiolwsm) = 57 D0 et (4.18)

Discussion We stress that the outcome of the minimization of (4.17) does not
necessarily correspond to the MLE-based estimation of (4.9). The developed heuris-
tic method is, instead, based on the uniqueness of the Laplace transformation,
and on the a-priori considered assumption that random distributions with similar
Laplace transforms exhibit similar stochastic behaviors. The performance of the
proposed heuristic method is assessed in Paper C and in [75], where we evaluate the
parameter estimation errors when the heuristic is performed on sample sequences
with given parameter sets. In [75] we study the effect of the sample seuqence lengths
on the parameter estimation accuracy. We show that the proposed algorithm leads
to efficient parameter estimation under sequence lengths in the order of 10% to 102,
while the estimation errors are practicaly eliminated under input sequences with
a length of 10* to 10° samples. The following Section introduces the reader to
stochastic optimization-based methodologies for solving the optimization problem
in (4.17).
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Discrete stochastic optimization

Optimization problems of the form

Ky = arg Kmir}c{c(n)} (4.19)

n€

can be solved by applying traditional optimization tools [140], when the objective
function, ¢(n), has a deterministic and closed analytic form. Instead, when the ob-
jective function includes stochastic components, optimization is, generally, a harder
problem, as the exact relation between the function value with respect to the vari-
ables under optimization is obscured. Stochastic optimization constitues a general
category of methodologies for solving optimization problems, whose objective func-
tions are functions of random variables. Consider the simplest setting of a discrete
stochastic optimization problem:

KK = arg KmiI’lc {c(n) = E[Xk,]} (4.20)

n€

where c¢(n) = E[X,], is the expectation of a random variable X, whose distri-
bution depends on the variables, KC,,, under optimization. Simulation-based tech-
niques are employed, when the expectation E[X, ] can be determined based on
a sequence, {Xi, }, of observations obtained via simulations. The optimization
problem is discrete, when the sample spaces of the variables under optimization
are countable sets. Brute force methods, including an exhaustive calculations over
all sample space points are, clearly, inefficient for large sample spaces. Approaches
such as [78], address the problem by constructing a discrete Markov model over
the sample space and study the conditions for convergence to global minima of the
objective function. [141] proposes a sample average approximation method for solv-
ing discrete stochastic optimization problems with uncostrained objective functions
with finite variance. The work assumes a white sampling process over the random
objective function and shows that the proposed methods converges to the opti-
mal values under un-constrained sample sizes. In [142] simulation-based stochastic
programming is extended to cover constrained optimization problems. A typical
consideration in discrete stochastic optimization theory is the covergence rate of the
proposed techniques [78], [141], [143], [144]. This consideration is critical in case
the stochastic objective function includes time-variant components, and, therefore,
time-variant global minimizers. [145] proposes a random-search, Markov-based
algorithm that exhibits fast-convergence properties, thus, performing well under
stochastic objective functions with high temporal dynamics.

In the context of our work the derivation of the optimal values of (4.17) shall
be combined with the process of collecting the sample sequence, {t1,...,tp}, on
the basis of an iterative algorithm, where the new samples refine the output of the
optimal values. This approach is similar to the ones presented in [78], [141] and has
two important advantages. First, the collected samples do not need to be stored
in advance before the estimation process begins, limiting the required algorithm
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memory. Second, by enforcing smart stopping rules, the execution time — with
respect to the number of iterations — can be reduced. In the following we detail the
desciption of the adopted discrete stochastic optimization methodology.

The iterative stochastic optimization algorithm [78] aiming at solving the prob-
lem of Eq. (4.20), has a discrete and finite set of states,

K2{Ky,... Kr}

that correspond to the set of possible outcomes of the algorithm. Denote by £ =
{L4,..., L1} C K the set of global minimizers of the function ¢, i.e.

VL€ LKy €K\ L, (L) < c(Kn) (4.21)
Vi,j=1,2,...L, ¢(L;) = c(L;). (4.22)

Stochastic optimization algorithms take { Xc, } as the input and outputs an element
L; € L. The algorithm is iterative, that is, it involves a search process that repeats
itself as more samples of the random sequence are obtained from the sampling
process.

Searching initiates from an arbitrary state, IC; € K. In each iteration step,
m, the process selects a new state, IC; # KC;, uniformly at random, and obtains
the observation of a random variable Zﬁjwcj, which is a function of the random
variables {Xx, }i,,, {Xk;,}1,,- In general, I, is a function of the iteration step,
m. In most of the cases, however, it is convenient to define [,,, as the total num-
ber of random observations obtained until iteration m. {Xx,}:,.,{Xx, }:,, denote
the current estimation of ¢(j), ¢(i), respectively, given the collected samples. The
stochastic optimization algorithm moves to the new state K;, if Z;fyf%’cj > 0.

We denote by K, the algorithm state after iteration m and with Q,,(KC,,) the
popularity of state IC,,, that is the total number of times the algorithm has visited
(or remained at) state IC, € IC until iteration m. The output of the algorithm is
chosen as the most popular state.

Discussion Due to the random selection of the next candidate state at each
iteration step, the algorithm corresponds to a discrete time, discrete space Markov
process, where the state space is the set IC. The transition probabilities, however,
are time-variant as they depend on the current number of collected samples that
refine the empirical distribution of the sampled process.

In [78] it is shown that the algorithm converges almost surely to a minimizer
of ¢(n), that is, a member of L, after sufficiently large number of iterations, if the
following conditions hold:

Condition 1. For each K;,K; € IC and | € N, there exists a random variable
ZZ(K'i_}K") such that the limit lim;_, oo P{ZI(K"_}K”') > 0} exists for all K;,K; € K
and for all K; € L,IC; ¢ L,K,, # Ki,Kj, and I € N,

lim P{z& 7 ) S 0y > lim P{z™7R) 5 oy, (4.23)
— 00 — 00
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lim P{Z"* %) > 0} > 1lim P{Zz"" ") > 0}, (4.24)
l—o0 l—o0
lim P{Z"7*) <0} > 1lim P{z" ") <o} (4.25)
l—o0 l—o0

Condition 2. {l,,} is a sequence of positive integers such that l,, — 0o asm — co.

Condition 3. The Markov matriz P defined in the following equations is irre-
ducible.

P, K;) = lim P{z" %) > 01 VK, K, €K, K £ K, (4.26)
— 00

K—-11

1 : (Ki—Ky) _
PKiKi) = > [lim P{Z"7" <0} vKiek (4.27)
K erR\{K:}

The above result is asymptotic, i.e. convergence is guaranteed after an infinite
number of iterations. In practical cases, however, a stopping rule is required to
limit the algorithm execution time. In [75] we define both the maximum number
of iteration steps, and a stopping rule based on the number of consequent iteration
steps that the algorithm remains in the same state. The maximum number of
iterations is determined by the length of the sample sequence and the number of
samples integrated into the algorithm at each iteration step.

In Paper C we apply the described stochastic optimization algorithm for the
estimation of the distribution parameters of the 802.11 idle period duration, which
presents a closed form expression in the Laplace domain, and show that the afore-
mentioned conditions are satisfied ensuring the convergence of the algorithm.

Model validation tools

Stochastic model validation provides us with an analytic framework for verifying
whether a physical random process can be accurately described by a stochastic
model. In the context of this thesis, model validation is performed by analytic
techniques, discussed briefly in this Section.

Goodness-of-fit

First, we aim at evaluating how well a derived analytic stochastic model fits a
set of real observations originating from a considered random process; a procedure
described as a goodness-of-fit evaluation.

D-value:  Goodness-of-fit is quantitatively assessed based on the D-value of the
Kolmogorof-Smirnoff test, which is defined as the supremum of the differences
between the estimated analytic distribution model and the empirical distribution
generated by the set of collected samples:

D = sup |Fr(tm;0) — Fr,,, (tm;T)| . (4.28)

tm€ET
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In (4.28) T is a sequence of real samples collected from the considered random
process, 0 is the vector of estimated parameters, while Frr, Fr, - denote the analytic
and empirical cumulative distribution functions, respectively, which are evaluated
on the values of the collected samples. A low D-value indicates the good fitting
performance of the analytic model. We underline, however, that the D-value is a
conservative goodness-of-fit metric, as it considers the supremum of the point-wise
difference between the two functions, instead of the average.

Kolmogorof-Smirnoff test:  The D-value measures the fitting offset between
the empirical distribution and its candidate analytic fit. A goodness-of-fit test
assesses the probability that the collected samples of a given random process do
originate from the fitted analytic distribution. In this thesis we employ the two-
sample Kolmogorof-Smirnoff (K-S) test [74]. In particular, we evaluate the K-S
null hypothesis, i.e. the probability that a sequence of samples generated from the
candidate analytic fit can originate from the same distribution as the sequence of
the real collected samples. The evaluation is done considering the two-sample K-S

statistic:
n
K,=4/- sup
2 tm €Tt EF

where 7 denotes the sample sequence from the fitted analytic distribution, and
n is the length of both sequences. The null hypothesis is assessed by calculating
the p—value of the test, that is the probability of obtaining a test statistic, K,
at least as extreme as the observed one. The null hypothesis is rejected at a
significance level o € (0,1), if K,, > K, where K, is the critical value [74] defined
as K, =k : Pr{K, > k} < a. Typical values of the significance level are o = 0.1
or o = 0.05.

In Paper B we apply the two-sample K-S test in order to verify or reject the
stochastic model that aims at capturing the random process of the 802.11 idle
channel durations.

Frpy (tm; T) = Fr(tm; #,0)] (4.29)

Whiteness property validation

White random processes have the fundamental property that the generated samples
are uncorrelated random variables. Such a property is often desired, as it simplifies
the stochastic analysis of complex systems. It is, however, not always possible to
either justify or verify the assumption of a white random process based on the
system functional properties. Therefore, before being introduced as an assumption
in the system model, the whiteness property of a random process needs to be
experimentally validated.

The whiteness of a stochastic process is, traditionally, verified by inspecting the
autocorrelation of the sample series generated by the process:

n—i—1

Rr(i)= > tmii-tm, tm €R, ¥m (4.30)
m=0
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A non-zero lag-i autocorrelation, i > 0, implies lack of independence among the
generated process samples. In most of the cases, howerver, we need to decide on
the whiteness of a sample sequence based on a limited number of input samples,
which, in general, results in Rp(i) # 0, for ¢ > 0. One solution to this challenge is to
compare the statistical behavior of the lag-1 autocorrelation of the input sequence
against the lag-i autocorrelation of a white reference, that is, a sequence of random
samples assumed to be uncorrelated. In case the autocorrelation outputs of the
compared processes have significantly different statistical properties, we can safely
assume that the input sequence exhibits correlation among the generated samples,
and, therefore, the whiteness is not validated. In Paper B we design a test for
independence based on this principle, and use it for the characterization of the
802.11 channel usage process in terms of whiteness.

4.3 Simulation Tools

Network simulation tools enable the evaluation of networking scenarios where the
complexity limits the applicability of analytically-based performance studies. The
particular selection of the appropriate simulation tools is based on the following set
of criteria.

An appropriate network simulation tool must provide accurate mathematical
models for the real phenomena that are expected to affect the network performance,
such as signal propagation and interference models or packet error rate models. A
modular, or component-based structure of a network simulation is desirable, as it
facilitates the protocol design and evaluation, allowing for direct testing of a specific
network component (e.g. a protocol) by plugging it in the appropriate position in
the protocol stack. Simulators should also be extensible to enable the design of
additional features or components without major modifications in the rest of the
simulator platform.

NS-Miracle:  The NS-Miracle framework [146], which is based on the popular
NS-2 simulation platform, fulfills the aforemention design criteria, and has, there-
fore, been selected as the platform for the simulation-based evaluation within the
context of this thesis. In addition, NS-Miracle offers a broad set of wireless network
protocols already implemented and extensively tested, allowing for rapid implemen-
tation and evaluation of customized network stacks. Our work in Paper D and in
[24], [75], [109] benefits from the feature-rich implementations of the IEEE 802.11
and 802.15.4 protocol variations, while the detailed NS-Miracle physical layer and
channel modeling makes it higly attractive for the wireless coexistence scenarios
discussed in Chapter 2. The simulation-based study in Paper D is applied to val-
idate the numerical evaluation of the proposed cognitive access mechanism, which
is conducted based on a simplifying set of model assumptions and approximations
for analytic tractability.
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MiXiM framework: The MiXiM framework is an extension of the Omnet++
simulation platform featuring similar libraries for wireless network protocols as
NS-Miracle. MiXiM facilitates the debugging of the implementation code, mainly
due to its graphical accessories that offer a direct, real-time illustration of network
protocol operations. In addition, its statistic toolboxes facilitate the collection
of measurement data and its aggregation into network performance statistics. In
[59] we have used MiXiM’s detailed traffic generation libraries for implementing
the various 802.11 traffic workload scenarios for the purpose of WLAN channel
occupancy characterization.

Jemula:  The Java Emulator (Jemula) framework [147] has been used for the
simulation development in the context of our work in [148] [149]. Jemula facilitates
protocol development and debugging owing to its Java-based implementation, and
offers an advanced, real-time graphical interface for protocol operations. Its 802.11
protocol library makes Jemula suitable for the evaluation of the proposed power-
save 802.11 MAC enhancements; the lack of detailed physical layer modeling is,
however, a major challenge not only for wireless coexistence scenarios, but also for
standalone, dense ad-hoc 802.11 network deployments with frequent frame colli-
sions.



CHAPTER 5

Summary of Original Work

Paper A: Spectrum sharing with low power primary networks
Toannis Glaropoulos, and Viktoria Fodor
Published in Proc. of IEEE Dynamic Spectrum Access Networks (DySPAN), 2014.

Summary: Access to unused spectrum bands of primary networks requires a
careful optimization of the secondary cooperative spectrum sensing, if the trans-
mission powers in the two networks are comparable. In this case the reliability
of the sensing depends significantly on the spatial distribution of the cooperating
nodes. In this paper we study the efficiency of cooperative sensing over multiple
bands, sensed and shared by a large number of secondary users, which form an ad-
hoc cognitive network. We show that the per-user cognitive capacity is maximized,
if both the number of bands sensed by the secondary network as a whole, and the
subsets of these bands sensed by the individual nodes are optimized. We derive
the fundamental limits under different sensing duty allocation schemes. We show
that with some coordination the per user cognitive capacity can be kept nearly
independent from the network density.

The author of this thesis performed the work presented in this paper under the
supervision of the second author.

Paper B: Energy efficient COGnitive MAC for sensor networks under
WLAN co-existence

Ioannis Glaropoulos, Marcello Lagana, Viktoria Fodor, and Chiara Petrioli

To appear in IEEE Transactions on Wireless Communications, 2015.

Summary: Energy efficiency has been the driving force behind the design of
communication protocols for battery-constrained wireless sensor networks (WSNs).
The energy efficiency and the performance of the proposed protocol stacks, how-
ever, degrade dramatically in case the low-powered WSNs are subject to interference
from high-power wireless systems such as WLANs. In this paper we propose COG-
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MAC, a novel cognitive medium access control scheme (MAC) for IEEE 802.15.4-
compliant WSNs that minimizes the energy cost for multihop communications, by
deriving energy-optimal packet lengths and single-hop transmission distances based
on the experienced interference from IEEE 802.11 WLANs. We evaluate COG-
MAC by deriving a detailed analytic model for its performance and by comparing
it with previous access control schemes. Numerical and simulation results show
that a significant decrease in packet transmission energy cost, up to 66%, can be
achieved in a wide range of scenarios, particularly under severe WLAN interference.
COG-MAC is, also, lightweight and shows high robustness against WLAN model
estimation errors and is, therefore, an effective, implementable solution to reduce
the WSN performance impairment when coexisting with WLANSs. The author of
this thesis performed the major part of the work presented in this paper, including
the analytic modeling and optimization of COG-MAC, the numerical performance
evaluation and the design of the simulation experiments. The second author has
contributed in the design of the NS simulator, upon which the simulation-based
evaluation was conducted. The author of this thesis wrote and revised this paper
together with the third author, based on the feedback offered by the fourth author.

Paper C: Discrete Stochastic Optimization Based Parameter Estimation
for Modeling Partially Observed WLAN Spectrum Activity

Toannis Glaropoulos, and Viktoria Fodor

Published in Infocommunications Journal, 2012.

Summary: Modeling and parameter estimation of spectrum usage in the ISM
band would allow the competing networking technologies to adjust their medium
access control accordingly, leading to the more efficient use of the shared spectrum.
In this paper we address the problem of WLAN spectrum activity model param-
eter estimation. We propose a solution based on discrete stochastic optimization,
that allows accurate spectrum activity modeling and can be implemented even in
wireless sensor nodes with limited computational and energy resources.

The author of this thesis performed the work presented in this paper under the
supervision of the second author.

Paper D: Closing the gap between traffic workload and channel occu-
pancy models for 802.11 networks

Toannis Glaropoulos, Alexandre Vizcaino Luna, Viktoria Fodor, and Maria Pa-
padopouli

Published in the Elsevier Journal of Adhoc Networks, 2014.

Summary: The modeling of wireless network traffic is necessary to evaluate the
possible gains of spectrum sharing and to support the design of new cognitive pro-
tocols that can use spectrum efficiently in network environments where diverse
technologies coexist. In this paper we focus on IEEE 802.11 wireless local area net-
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works and close the gap between two popular levels of modeling, macroscopic traffic
workload modeling and microscopic channel occupancy modeling. We consider traf-
fic streams generated by established traffic workload models and characterize the
networking scenarios where a simple, semi-Markovian channel occupancy model
accurately predicts the wireless channel usage. Our results demonstrate that the
proposed channel occupancy model can capture the channel idle time distribution
in most of the scenarios, while the Markovian assumption can not be validated in
all cases.

The author of this thesis performed the magjor part of the work presented in this
paper, under the supervision of the third author, and based on the suggestions and
feedback provided by the fourth author. The second author of the paper performed a
significant part of the simulation experiments in Section 5. The paper was written
by the author of this thesis in collaboration with the third author.

Paper E: Enhanced power saving mode for low-latency communication
in multi-hop 802.11 networks

Vladimir Vukadinovic, Ioannis Glaropoulos, and Stefan Mangold

Published in the Elsevier Journal of Adhoc Networks, 2014.

Summary: The Future Internet of Things (IoT) will connect billions of battery-
powered radio-enabled devices. Some of them may need to communicate with each
other and with Internet gateways (border routers) over multi-hop links. While
most ToT scenarios assume that for this purpose devices use energy-efficient IEEE
802.15.4 radios, there are use cases where IEEE 802.11 is preferred despite its poten-
tially higher energy consumption. We extend the IEEE 802.11 power saving mode
(PSM), which allows WLAN devices to enter a low-power doze state to save energy,
with a traffic announcement scheme that facilitates multi-hop communication. The
scheme propagates traffic announcements along multi-hop paths to ensure that all
intermediate nodes remain awake to receive and forward the pending data frames
with minimum latency. Our simulation results show that the proposed Multi-Hop
PSM (MH-PSM) improves both end-to-end delay and doze time compared to the
standard PSM; therefore, it may optimize WLAN to meet the networking require-
ments of IoT devices. MH-PSM is practical and software-implementable since it
does not require changes to the parts of the IEEE 802.11 medium access control
that are typically implemented on-chip. We implemented MH-PSM as a part of a
WLAN driver for Contiki OS, which is an operating system for resource-constrained
IoT devices, and we demonstrated its efficiency experimentally.

The protocol design proposed in this paper has been the joint effort of the author
of this thesis and the first author of the paper. The author of this thesis carried
out the protocol simulation development, the implementation, and the simulation
evaluation, while the field experiments were performed in collaboration with the
first author. All authors collaborated in writing the paper.
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Paper F: The Stability of Multiple Objective RPL Tree Formation
Toannis Glaropoulos, and Viktoria Fodor
Submitted to IFIP Med-Hoc-Net, 2015.

Summary: We address the problem of RPL tree formation in self-organized, multi-
hop, wireless sensor networks, where resource-constrained nodes may independently
select their routing paths that maximize their performance. We study the result
of the tree formation applying a non-cooperative game-theoretic model, and show
that multiple objectives may lead to unstable Nash graphs with unwanted traffic
cycling. To ensure stability we propose an extension of the node’s strategy space,
denoted as selective routing, that efficiently eliminates non-acyclic formations from
the set of Nash equilibria, while the resulting routing decisions comply standard
RPL.

The author of this thesis performed the work presented in this paper under the
supervision of the second author.
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CHAPTER 6

Conclusions and Future Work

This thesis presents cognitive control and cross-layer optimization techniques in
wireless systems, aiming at addressing two important challenges in wireless net-
working: heterogeneous coexistence and energy efficiency. In this chapter we sum-
marize the main contributions of our work, emphasizing on the most significant
conclusions that we derived.

We studied the efficiency of cooperative sensing in ad hoc cognitive networks,
where the primary and secondary systems bare similar transmission characteristics.
We focused on the particular scenario where the secondary users performing spec-
trum sensing also aim at utilizing the discovered spectrum opportunities, while sat-
isfying, additionally, interference avoidance constraints for primary users. Sensing
efficiency was therefore evaluated with respect to the achievable cognitive capac-
ity for the secondary network. We showed that the cognitive capacity approaches
zero in dense networks, if cooperative sensing is performed on a limited spectrum
bandwidth. We therefore defined and evaluated various sensing allocation schemes,
where the cognitive users sense a limited subset of bands. We developed appro-
priate analytic models for the sensing efficiency under random, coordinated, and
optimal allocation schemes, evaluating the performance gaps due to the different
levels of coodination among the secondary users. We studied the fundamental lim-
its of the cognitive capacity in highly dense cognitive networks and showed that the
achievable capacity converges to a limit that depends on the transmission charac-
teristics of the primary and the secondary users, on the parameters of local sensing,
as well as on the primary interference constraints. Using numerical evaluation we
concluded that while the performance gap between random and coordinated sens-
ing is significant, optimizing the sensing allocation based on the actual number of
secondary nodes leads to little additional gain and does not compensate for the
increased coordination overhead in dense secondary networks.

We addressed the challenge of increasing the energy efficiency in low-power,
802.15.4-based wireless sensor networks, operating under the interference of coex-
isting 802.11 networks, through the introduction of cross-layer control mechanisms,
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that are cognitive of the radio environment, as imposed by the WLAN activity. We
proposed COG-MAC, a new cognitive MAC protocol for wireless sensor networks,
that aims at minimizing the energy loss due to unsuccessful WSN communication
as a result of WLAN interference on the transmitted channel. COG-MAC builds
upon known stochastic models for the WLAN channel activity, uses a smart clear
channel assessment mechanism and performs channel access, with optimal packet
length and transmission distance, to increase the probability of successful packet
transmission. We performed a detailed evaluation of COG-MAC based on an ac-
curate analytic performance model and showed that it significantly outperforms
benchmark solutions, particularly under severe WLAN interference. We stressed
that all the building blocks of COG-MAC are essential for achieving the objective of
energy efficient communication. A detailed simulation study of COG-MAC revealed
that the protocol achieves significant gains even in multihop WSN topologies.

We addressed the challenge of developing an easy-to-use, yet, accurate stochas-
tic model for WLAN channel activity, as an essential component of congitive access
control. We proposed an iterative, simulation-based, discrete stochastic optimiza-
tion algorithm, to efficiently estimate the model parameters from a set of observa-
tions of the channel activity. We showed that the developed algorithm asymptoti-
cally converges to the actual model parameters and evaluated the required number
of samples with respect to the target estimation accuracy. In addition, we addressed
the question, whether the proposed stochastic WLAN channel activity model is a
realistic modeling approach for capturing the channel usage patterns in practical
802.11 networks. In particular, we considered traffic streams, generated by estab-
lished traffic workload models and, additionally, from real WLAN tracesets, and
compared the simulated WLAN activity process with the ones predicted by the
stochastic model. Our results showed that in a wide range of scenarios the pro-
posed WLAN model can sufficiently capture the behavioral patterns of real WLAN
channel activity. We finally identified the aggregate WLAN channel load, and the
particular mixture of application-layer traffic as the dominate factors with signifi-
cant impact on the accuracy of the proposed channel activity model.

Believing that emerging Internet of Things applications will require low-power
communication between IoT radio devices and consumer electronics, typically us-
ing Wi-Fi for network connectivity, we addressed the challenge of optimizing the
802.11 duty-cycling mechanism, so as to achieve a high communication performance
without compromising its enery efficiency. We proposed a multi-hop extension of
the standard IEEE 802.11 power saving mehcanism, that enables low-latency com-
munication in multi-hop ad hoc 802.11 networks. We implemented our solution
on an embedded open-source platform, demonstrating its effectiveness via an ex-
tensive simulation and experimental evaluation. We showed that the enhanced
power saving mechanism increases the sleep ratio of the 802.11 stations, to fur-
ther extend their lifetime under finite power supply. We stressed two important
features of our approach: first, that it is software implementable and, additionally,
backward-compatible with the standardized 802.11 power saving mechanism, which
guarantees interoperability with legacy WLAN devices.
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Finally, we studied the problem of network formation in self-organized, multi-
hop, wireless sensor networks, where the wireless devices independently select their
routing paths towards a gateway node, in order to maximize their individual per-
formance. In particular, we focused on the case where battery-constrained nodes
have multi-objective utility functions, aiming at maximing both the experienced
QoS and their lifetime. Considering RPL as the routing protocol in the wireless
network, we studied the directed acyclic graph, or tree, formation using tools from
non-cooperative game theory, investigating the existence and the quality of mixed-
strategy Nash equilibiria in the formulated tree-formation game. Our main results
showed that under generic node multi-objective utility functions, multi-parent se-
lection strategies lead to unstable Nash directed graphs, that may contain undesired
traffic cycling, strictly prohibited by RPL. We therefore proposed an extension of
the strategy profile space of the game, where parent nodes may adopt different
forwarding polices for their children. We demonstrated that this policy extension
can efficiently eliminate non-acyclic graphs from the set of Nash equilibria of the
tree formation game.

Future research directions

Our work on cognitive transmission control demonstrated the importance of both
the stochastic characterization of the wireless environment, as well as the cross-
layer optimization for the design of efficient solutions that will allow for a smooth
coexistence between heterogeneous technologies in the open spectrum bands. Yet,
it is clear that including, additionally, power and topology control on a system-
wide optimization scheme would lead to further performance gains. The exact
way under which all the aforementioned building blocks would be combined in a
multi-dimensional optimization scheme remains, however, an open issue.
Cognitive transmission control schemes should be agile, thus, include efficient
runtime control mechanisms to adapt to a dynamically changing cross-network
interference. Such mechanisms would require a quick, yet, accurate assessment
of the impact of the protocol operations and of the current interference on the
high-level network performance. Existing runtime protocol adaptation frameworks,
such as [150], could be extended, providing a detailed mapping of the stochastic
characteristics of the cross-network interference on the system performance.
In-line with a plethora of research contributions, this thesis tackles the problem
of energy efficient design in wireless sensor networks of resource constrained devices,
as the key factor for realizing green, large-scale infrastructures for monitoring and
actuation applications. What remains to be assessed thoroughly is the impact of
energy efficient protocol stacks on the performance of upper-level networking, in-
cluding transport and application layer protocols. The lack of deep experimentation
on the inter-operability between energy-efficient design and high-level networking
impedes the introduction of such large-scale infrastuctures. Early approaches, such
as [110], recognize the challenge of the interplay between energy-efficient medium
access control and RPL, and showed, instead, that opportunistic RPL fits well with
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traditional MAC-layer duty-cycling. Future reseach could focus on analyzing the
performance of opportunistic RPL on top of congitive access control schemes, like
COG-MAC, under heterogeneous coexistence.

If energy efficient WLAN infrastructures are to be used in large-scale IoT sys-
tems, an important question is how the increase in the network scale impacts the
interplay between the mechanisms for energy-efficiency and the remaining layers
of the wireless protocol stack. The performance of several protocol operations in
duty-cycling ad hoc 802.11 networks relies heavily on how accurately the network
terminals can synchronize their beacon intervals. Beacon synchronization in large-
scale, multi-hop ad hoc WLANS is, however, highly inefficient. The applicability of
duty-cycling in multi-hop WLANSs is, therefore, an important direction for future
investigation. However, network scale raises serious concerns on the performance
of cross-layer operations, which constitute essential building blocks of several pro-
posed energy efficiency optimization schemes, but are still under experimentation,
or have not yet been fully standardized. A large-scale evaluation of such cross-layer
mechanisms is, therefore, crucial for an accurate performance assessment of the
various energy efficient design approaches for ad hoc WLANS.

Finally, in the context of the Internet of Things application scenarios, a funda-
mental research question remains open: Which radio link-layer technology is most
suitable for energy-efficient IoT network infrastructures? Several studies, includ-
ing [151], question whether the combination of IEEE 802.15.4 duty cycle-based
link-layers and RPL-based routing over 6LoOWPAN results in a network stack with
highest preformance with respect to energy efficiency, claiming that under certain
application scenarios resource-constrained devices may achieve higher energy sav-
ings while operating with an IEEE 802.11-based network stack. Research could,
therefore, aim at identifying the key parameters of IoT application scenarios with
a decisive impact on the selection of the underlying network stack.
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Abstract

Access to unused spectrum bands of primary networks resjaicareful optimiza-
tion of the secondary cooperative spectrum sensing, ifrdresimission powers in the
two networks are comparable. In this case the reliabilityhef sensing depends sig-
nificantly on the spatial distribution of the cooperatinglas. In this paper we study
the efficiency of cooperative sensing over multiple banessed and shared by a large
number of secondary users. We show that the per user cagmitipacity is maxi-
mized, if both the number of bands sensed by the secondamprieas a whole, and
the subsets of these bands sensed by the individual nodeptarézed. We derive the
fundamental limits under different sensing duty allocaehemes. We show that with
some coordination the per user cognitive capacity can beregyly independent from
the network density.

1 Introduction

Cognitive radio networks (CRNSs), based on sensing the mdizonment and adapting the
transmission strategies accordingly, may allow for insegautilisation of radio spectrum

resources. Due to the cognitive capabilities CRNs can efftty control the interference

among the competing networks [1], or provide secondarysacteea spectrum band, en-
suring that the incumbent, primary users do not experieaeers performance degrada-
tion [2].

Cognitive networks gain information on the availabilitytok radio spectrum through
spectrum sensing or by accessing somsgpectrum database, decide about theispectrum
access strategy based on this information, and perfanterference management to control
the interference caused to the other networks in the areareldre, the efficiency of the

*This work was supported in part by the European Communitgigesth Framework Programme (FP7/2007-
2013) under grant agreement no. 216076 FP7 (SENDORA) andebi”T TNG Strategic Research Area.
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cognitive network depends both on the accuracy of the spcavailability information
and the efficiency of the channel access and interferencageament.

In this paper we consider the specific case of secondary sicaed focus of the ef-
ficiency of spectrum sensing performed by the nodes of thaitieg network. Spectrum
sensing has the significant advantage that the providedhiadiion is timely. Unfortunately,
spectrum sensing performed locally at the SUs can not gisgrate information about the
spectrum availability due to the impairments of the wirslelsannel and the hardware lim-
itations of the sensors [3]. Therefore, to increase sernsnigrmancecooperative sensing
is required, where sensing results, exchanged among $seesang nodes, are combined,
in order to reliably detect the presence of primary transiorss. The feasibility of cooper-
ative sensing has been shown for the secondary use of Digitathite space, where the
primary transmission is high power and has low time dynafdifgb] [6].

In this paper we consider the more challenging scenarionvthe both the primary
and secondary transmissions use comparable, low trariemsgsowers. Spectrum sensing
and secondary access are challenging in this scenari@, tiedocal sensing performance
degrades rapidly as the distance between the primary titesand the secondary sensing
node increases, and at the same time a large area aroundntagypreceiver needs to be
protected, to avoid harmful secondary interference.

As the nodes of the secondary network both perform sensidgemn at utilizing the
discovered spectrum bands, we evaluate the effect of ttendacy user density on the
per user achievableognitive capacity. We show that as the network density increases,
the performance of the cooperative sensing of a single batwlates, and the secondary
network needs to optimize both the number of utilized banustae number of bands
sensed by a single user, to maximize the cognitive capacity.

The contribution of the paper is as follows:

e We provide an analytic framework to evaluate the efficienfcgamperative sensing
in terms of the per user cognitive capacity under interfeedimitations, when the
primary and secondary transmission characteristics anasi

¢ We define and analyze sensing allocation mechanisms, sgafioim limited to ex-
tended spectrum sensing and random to optimal sensing tiodaton.

e We study the fundamental limits of the cognitive capacithighly dense cognitive
networks and show how it is bounded by the constraints ofl lseasing perfor-
mance.

¢ We demonstrate with numerical examples that sensing gpdiion can achieve sig-
nificant gain in dense networks.

The paper is organized as follows. Related work is present&gction 2. In Section
3 we describe the networking scenario, the considered gattian problem and give the
local sensing model. Section 4 presents the analytic mddibleocapacity optimization
of limited sensing under primary interference constraimsSection 5 we introduce and
evaluate the different sensing extension schemes. Se&tioncludes the paper.
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2 Reated Work

The optimization of secondary cognitive access, inclugerngsing and channel access con-
trol is extensively studied in the literature. Here we cdesithe specific case of energy
detection based cooperative spectrum sensing over nauligghds. The key issue in the
design of the cooperative sensing solutions is the overimadiuced by the sensing itself
and by the sensing control.

Considering the control of the cooperative sensing andusiefi of the sensing results,
proposed solutions are based on a common control chang€]l7k.or distributed consen-
sus protocols [8] [9], demonstrating that the control oeathis not significant, due to the
localized nature of the decision processes. Similarlyridiged solutions are proposed to
coordinate the access to the cognitive channels [10] [11].

The overhead of sensing depends on several parameters fesxfhency sensing needs
to be performed with, the time needed to sense an individarad pthe number of bands
needed to be sensed by a single user, the granularity of tisegeresults to be shared, and
the efficiency of the decision combining. The frequency &f sipectrum sensing affects
the energy consumption overhead and, together with thedpeat for sensing, gives the
ratio of time that is surely lost for the secondary commutiica Therefore, [12] [13]
optimize the sensing interval based on the primary chance#ss statistics. Once the
sensing interval is set, the aim is to optimize the time sfmrthe sensing process, which
typically means to find the number of bands to be sensed angethkand sensing time,
such that primary interference constraints are met andgbenslary sensing performance
or the secondary throughput is maximized [14] [15].

Sensing decision combining under cooperative sensing ifalbne of two categories,
hard decision combining or soft decision combining. Undendhdecision combining the
local decisions about the band availability are combineith WND, OR or some k-out-
of-N fusion rule, while under soft decision combining theagtized energy measurements
are shared for the cooperative decision. Hard decision gongis often considered for
its limited transmission overhead. As [14] and [16] shove @R rule is typically more
efficient than the AND one, while optimized decision combmbutperforms these two,
especially if even the local decision thresholds are cdélyefuned. However, consider-
ing the effect of the average primary SNR and the number okagudrticipating in the
cooperative decision, all these schemes have similar bmhélard and soft decision com-
bining are compared in [17], which concludes that undersin@iasion errors the gain of
soft decision combining is limited.

The allocation of sensing duties to a limited set of sensoasldressed in [18], consid-
ering a priori knowledge of the band occupancy probabilitg af the average SNR. The
set of sensing nodes is optimized based on the experiergreal propagation environment
in [19]; the proposed solution is further improved in [20heve learning is applied to select
the sensing nodes taking even the sensing delay and thekwaffic into account. [21]
optimizes the number of users sensing a single band in aghaithel environment, recog-
nizing that with increased fading more and more nodes neseitse the same band, which
decreases the number of bands accessible for the secoredanyrk.
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Figure 1: Secondary Cognitive Radio Network, coexistinthhe Primary Network in the
same area.

Most of the studies on sensing and interference managetmangver, consider pri-
mary users with large transmission power, resulting in Eauerage SNRs at the cognitive
sensing nodes. Few works are available for the scenariddmmes in this paper, where
the cooperating SUs see significantly different average \BIs. In [22] the authors
propose a framework for cooperative sensing where localisgns distance-dependent.
Taking into account the spatial distribution of the cogmtusers, the authors model the
accumulative interference to a PU, without, however, ateréing a capacity maximization
problem. In [23] a specific case of this scenario is consillenere the primary trans-
mission range is significantly lower than the secondary &eesing and channel access is
considered jointly in [24], however only for the scenarioes the local sensing parame-
ters are not distance dependent and the subsets of chaanséidby the given secondary
users are not optimized.

3 System Description

3.1 Sensing and interference management

We consider a primary and a cognitive secondary networkasétme geographical area, as
shown in Figure 1. The primary and the secondary transmaiti@ve similar characteristics,
thus similar transmission range. Secondary users (SUsaademly dispersed in the area,
with densityp. SUs perform spectrum sensing over a set of frequency baitidshe help
of their embedded sensing equipment. SUs exchange infammiat perform cooperative
sensing, derive their relative locations [25] [26], cohtte individual sensing processes,
and coordinate the access to the cognitive bands [7]-[11].

We consider four different cases s#nsing duty allocation: Underlimited spectrum
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sensing each of the SUs senses the samelgedf narrow frequency bandsM | = M. We
refer toM as the local sensing budg. is limited by the nodes’ hardware constrains, that
is, M < Mmax- The goal of the sensing duty allocation optimization is talfihe optimal
M value and cooperative sensing parameters for a given SUtglens

Underextended spectrum sensing the SUs together aim at sensing a sex¥obands, of
size|W| =W, defined as th@ominal sensing budget. Each secondary usemay sense
a different subset of banda(; C WW. As nodes have similar sensing capabilities, we still
consider local sensing budgesti| = M < Mmax, Vi. If the users sense the same subset,
M = M =W, the scenario reduces to the limited spectrum sensing. Weider three
different policies for sensing duty allocation under extet spectrum sensing:

1. Random sensing: each of the secondary users selects the subsetdf frequency
bands, by picking each band @f with the same probabilityV, M and the cooper-
ative sensing parameters are optimized for the given SUitgens

2. Coordinated sensing: the secondary users coordinate the sensing duty allocatio
such that each band &¥ is sensed by approximately the same number of users.
Again, optimization is performed for the average user dgnsi

3. Optimal sensing: the secondary network is aware of the instantaneous nuofber
SUs in the area and perforrdgnamic sensing budget adjustment accordingly. Then,
it performs coordinated sensing, considering the actusadisg budget given by the
optimizedwW andM.

SUs operate in a time-slotted, slot-synchronized manrtexy Eonduct spectrum mea-
surements and share spectrum availability informatioh@bieginning of a time-slot, and
transmit in the second part of the time-slot, if free bandgehaeen detected. We con-
sider hard decision combining with local energy detectignere each sensor shares only
its binary only noise or signal present decision, and ORdilgeirule, that is, a band is
considered as occupied if at least one sensor decides falgigesent.

Figure 2 illustrates the main principles of the considetsing and interference man-
agement framework. An arbitrary primary transmitter issunded by grohibited area,
inside which simultaneous secondary transmissions witt@rsame frequency band would
cause interference. The radius of the prohibited d&gds determined by the transmission
characteristics of primary and secondary users, assdaiati the transmission rang&
andRs respectively. Considering the worst case scenario, wherptimary receiver of
the particular transmitter lies in the border of the prim@ansmission rangdy, becomes
R = Rp+Rs, as shown in the Figure. In the rest of the analysis we williagsthat trans-
mission ranges are fixed and so the radRuss fixed and known to the secondary users.

To detect a transmitting PU at a given location, a subsetefis inside the related
prohibited area performs cooperative sensing. Since ttabiléy of the local sensing de-
creases with the distance to the transmitter, we definedisng area as a disk centered
at the considered PU location. The size of the sensing drahis;, the extent of the co-
operative sensing, is controlled by the cooperation raBius Rz. As shown in Figure 2
spectrum sensing for the considered PU location is condumtéN 4 SUs inside the area
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@ Sensing & Interfering 1. Interfering SUs Non-interfering SUs
SUs < <

Figure 2: Interference modelling scheme: radislefines the disk that corresponds to the
prohibited area of a PU, which is determined by the commtioicaanges of the primary
and secondary users.

A. ArealB is the area where existing SUs do not sense for the primanbusean cause
harmful interference. The uniaA U B constitutes the prohibited area for the considered
primary user location, witiN 4 + Nz SUs.

As for the cognitive transmission, we consider an idealize@innel access scheme in
the secondary network, where, after each sensing periedyéilable bands, i.e. the ones,
for which cooperative sensing resulted in a correct deinadf a free band or a missed
detection of an occupied one, are assigned fairly to the SthsnwA U 3, with at most one
band for an SU at a time.

3.2 Sensing optimization

Our aim is to maximize the per user cognitive network capaditat is, the amount of
spectrum resources available for each of the secondarg.u$ée secondary users need
to satisfy their bandwidth requirements through their ownperative spectrum sensing.
Their ability to extend sensing reliably to a large portidiradio spectrum enhances, as
their population in a certain area increases, but at the $enee the available resources
need to be shared among a higher number of SUs.

To capture this trade-off we define the per uefective cognitive capacity, C, as the
ratio of the spectrum resources that are available for ¢ivgriommunication and the sum
of resources requested by the secondary users, assumirgyéimaa mis-detected band is
useful resource for the cognitive communication. We li@it 1, as an SU can transmit on
one band only.

The secondary channel access is limited bypttobability of interference at the primary
user from the secondary network. To reflect the fact thatiehlgrdetected free may remain
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unutilized if all SUs are satisfied, we define the probabitifyinterference by the joint
probability that the primary transmission is not detectad the band is assigned to a
secondary user in the interference area.

We aim at optimizing the sensing duty allocation such @ahe expected per usef
fective cognitive capacity under given SU density is maximized, while respectir@ma’o,
the primary system interference constraint. Formally:

maximizeC
subject toP(Z) < P 1)
M S Mmax;

In addition, under optimal extended sensing feandNg values are known, and the
optimization can be reformulated as:

maximize C(N4,Np)
subjectto P(Z|Ny,Ng) < P{M&), @
0 <M < Mmax,

andC is the average of the achiev€dN 4,Ng) over the distributions o 4, Ng.

There are numerous input parameters of this optimizatioblpm and numerous sys-
tem variables to be optimized. Specifically, as input patamwe consideRz, the radius
of the prohibited area?émax), the primary interference constraint; the sensing pararses
Mmax, the maximum number of sensed bands, &ndhe total sensing time; and finally,
the secondary network density. The optimized system imsadrey, the threshold value
of the local sensingR, the radius of the sensing ar&d; the number of sensed bands; and
M, the number of bands sensed by a single SU.

Note, that we do not consider the optimization of the sensing Ts, the length of the
cognitive time slot, the fusion rule, and the overhead ofpawation, to keep the problem
tractable. As discussed in Section 2, related results céoumel e.g., in [12]-[17].

3.3 Local sensing framework

During the sensing period an arbitrary secondary user messiue energy that is received
within each of the frequency bands in its local sensing budgeen it makes a binary deci-

sion, regarding the existence of an active primary transioms by comparing the measured
signal energy with a predefined energy decision threshokld®¥ine the two complemen-

tary hypotheses as follows:

{ | Ho: x[k = u[K] only noise @)
Hiy: X

[k] =h-sk] + v[K] signal present

wherex is the received primary signah is the channel coefficient of the link between
the SU and the hypothetical primary transmitter arigl the transmitted signal, which is
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assumed to be constant for the sake of simplicity. The lasdltariabley is formed by
squaring and integrating samples of the received signal during the per band sensirgj ti
ts:

1 K 27‘[1
V= S NP Z v, @
k=1 Ho

wherey is the selected decision threshold. For Rayleigh flat-fgzdhmannel with lognormal
shadowing, the channel coefficient obtains the followirgrfo

h= W;n/zeﬂoa 105/20, (5)

In the above expressianis the distance between the hypothetic primary transmiter
cation and the sensing deviag,is a close-in reference} is the path-loss exponerd,

{ are a unit - variance Rayleigh and a zero-mean Gaussianraadiable respectively
representing small scale fading and shadowing @nsl a random phase shift uniformly
distributed in[—Z, 7]. Based on (4) and (5) the probability density function of tast
variabley under the two hypotheses is given in the following formulas:

Py (Y:Ho) = W]WyKley/(a/K)z,

K1) ()

) 7 e @R Iy (W(oi—ﬂ@ :

By (i Ha/a,0) = 5k (%

whereg? £ RyK 1?Z/rm" Ry is the transmitted signal power in the considered band, i.e.

Rv = |, o2 is the noise power anigt (-) is theK-th order Bessel modified function of the
first kind.

Local missed detection and false alarm probabilities vatpect to the energy threshold
y are given as in [24] — by averaging over the random variadlesd{:

Y o o

ma (1, Y) =///py (Y;Hi/a,{) p; pad{dady, (6)
0 0 —
pta(r,y) = / Py (y; Ho) dy. (7)

Since the number of signal samples integrated at the enetggtor can be consider large
enough, we approximate the above density functions withs&an, obtaining the follow-
ing simplified expressions:
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Prma (1, ¥) = Pr(no detectiofi{1) =

—02—a?10¢/1 r/ro)” 8
— 1 Byl [QUET= A Rl T ®
Pra(r, y) = Pr(false detectiofHo) = Q( \/V%), Vi, 9)

As the received signal level depends significantly ome define the detection threshold
y as the linear combination of the received noise andetpected signal power at the SU,
given distance to the hypothetic transmittey:: R, — (02, ), that is:

y=v(r)=¥-0°+y-Rur ", (10)

Consequently, secondary users relatively close to theidemsl primary transmitter
location apply higher decision thresholds and decreaseltival false alarm probability.

To calculate the expected local false alarm and missedtittgarobabilities, consider
the situation in Figure 2. Sensing collaboration is extetde circular sensing area around
the tested PU location, determined by the radigisSince SUs are uniformly and indepen-
dently distributed, the expected local missed detectiabglpility of any SU within the
sensing area is given by:

Pmd(Re, V) = Jo© Pma (1, Y)P(r[Re)dr = Jg &1 Pa (r,y)dIr, (11)

wherep(r|R:) denotes the probability that a secondary user lies insidéntinitely thin
ring at distance from the PU (index is omitted for the sake of simplicity):

p(r|Rc) = Pr{user lies in the ring at distancé = Z%r

Similarly, secondary users cooperating within a sensieg arith radiusR; where no
primary transmitters are active generate false alarm wigieeted local false alarm proba-
bility:

Pra(Re, V) = Jo© Pra(r, Y)P(r|Re)dr = [ & Pra(r, y)dr. (12)

4 Maximizingthe Cognitive Capacity under Limited Sens-
ing

First we evaluate the efficiency of limited sensing, thatisen all SUs in the sensing area

of a PU location sense the same set of narrow frequency beodthe analysis we assume

that there is only one active PU, and derive how large pati@frémaining free capacity

can be used by the SUs in the interference area, such thatérierence limit towards the
PU is respected.
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4.1 Analytic model for interference and cognitive capacity with pri-
mary user operatingin asingle band

Consider that the primary user in Figure 2 transmits in bdrel M, while all the other
bands ofM are not utilized by the primary network. The PU encountetarfarenceZ,
on bandV, if both i) spectrum sensing on baMresults in a missed detection, aiy
during the following time interval this band is assigned sdxhon the access scheme —to
a secondary user that lies inside its prohibited area.

SUs in aread use the total sensing tinig to sense sequential < Mnax bands. The
available sensing time for any band is thys Ts/M.

To model the random location of secondary users, we congi@esUs’ population in
areasA andB be independent Poisson variables with the same expectsiyden

Following the definition in Section 3.2, we expreR&|N 4,Nz), the probability of
interference to the primary user, conditioned on the nurobtite existing secondary users
in areasA and’, as:

P(Z|N4,Ng) = Pr{miss. detN4} - Pr{useN4,Ng}. (13)

In the following we derive the expressions for both factor$§li3). Based on th@R deci-
sion rule, we obtain the missed detection probability ofdbeperative sensing:

Pr{miss. detN4} £ pwp(N4) =

= M4 Pr{miss. det. nod&} = (pma(Re, y))N4. (4

Notice that (14) assumes uncorrelated local measureniEnésassumption has been jus-
tified in [27]. Furthermore, the probability that the bavidvill be assigned for cognitive
operation to a secondary user in the prohibited area is diyen

A+NB

Pr{usdN, Ns} = ;mm{l ~A (), (15)

wherePx, (j) defines the probability thajt out of the unused — 1 bands are available
for cognitive operation after sensing. A band may not belalbs for cognitive use if

spectrum sensing in this band resulted in a false alarmeShecfalse alarm probability is
independent for each sensed band,

Prr(j) £ Pr{j bands detected fr¢e

. (16)
= (") (Pea(N)M 11— pra(N))Y,
wherepea(N.4) is the false alarm probability of cooperative sensing:
Pra(N4) = Pr{false alarm in a single bafd, } (17)

=1-(1-pra(Re,y)™.



77

Notice in (14) and (17) thging (R, ¥) andpra(Re, ¥) — given in (11) and (12) respectively
— also depend on the available sensing time for each bandhvwainversely proportional

to the number of sensed band$, Finally, the expected interference at the primary user
from the secondary network is given by the following expi@ss

P(I) = ZDIGA:O ZDIGB:O P(Z|N4,Ng) - PN, PNg =

N N
= ¥R, -0 Ns—0lP(ZIN.4,N5) %e—(wm%e—ﬂs\p)]’

(18)

whereP(Z|N4,Ng) is given by (13) based on the derivations in (14), (15) angd &l
pn, andpn, define the probabilities of having 4 andNg in areas4 and B respectively.
These probabilities depend on the sizes of the areas, dkasitd| and|5|, corresponding
to radii R; andRz respectively. Note, that they do not depend on the compsraiRz,
that is,Rp andRs.

The effective cognitive capacity, as defined in Section 3.2, is a function of the number
of SUs in areasd and, and depends on the number of bands detected fréé i/, and
on the probability that the primary transmission on b¥nd not detected:

C(N,Ns) £ 35 min{1, gtz }(1 - pvp(Na) )+
+min{L, 5= omo (NA)] - Pre ().

The expected effective cognitive capacity depends on thdiStibution, that is:

(19)

C= C(NA,N5) - PN PNy - (20)
oo AP

Although it is not shown in (19), (20% is a function of the decision threshojdand
the cooperation radiuR;, so it is related to all of the system design parameters tleat w
wish to optimize.

Given (18) and (19), the solution of the optimization prablg) is not straightforward,
since the objective and constraint functions are not cormed therefore extensive search
over the system variablgs R. andM, is required. The search process is impeded by the
fact that the feasible set of (1) is generally not companteP(Z) is not even monotonic
with respect to the system variables. It is though possibleduce the searching borders
of R, within which extensive search is, however, still necessar

First we solve a modified version of (1), with the interfereonstraint functiorR(Z),
reduced to the missed detection probability,

P(Z) = Z pup(N4) = e~ (1 Pmi(Rev))lAlp (21)
N3=0

Now P(Z) is increasing withy andM, while it is decreasing witlR.. Since the cognitive
capacity,C is decreasing withR. as well, the optimal radiug;, for the modified problem
is given by:

Ri(M.y) = B(@) " (P{"™), wM. y, (22)
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where the inverse function is defined with resped®io SinceR; < Rz, yis restricted by
the set of maximal valugg™@), which are the solutions of:

yma) — p(7) 1P Ry Y,

where the inverse function is taken with respecy.to
SincePr{usdN4,Nz} < 1 and for low values oN4, Nz it holdsPr{uséN4,Nz} < 1 we
have:
P(Z) |reeic vy < P,
A aresult, the optimal radiu; (M, y) for anyM, yin (1) is lower tharﬁé(M, Y).
Similarly, a lower bound foR:(M, y) can be derived by considering a lower bound for
Pr{use, assuming zero false alarm probability:

Na+Ns

Pr{use = min{1, ViR
This leads to: Na+ N
PD) = 5 ¥ puo(Naymin, AT PPN (23)
and . A
Ri(M,y) = P(2) "1 (PI™), WM, y. (24)

Finally, the optimaR:(M, y) is the minimum solution oP(Z) u.,= P\"® found by

extensive search in a discretized version of the intgfiRalR;,).

SincePr{N4+ Nz < M} decreases witp, P(Z) approache®(Z), asp increases. As
a result,ﬁ’g approache&é, which significantly reduces the size of the search intefimal
the original problem in (1) for the considered dense netaork

4.2 Cognitive capacity and inter ference modelling with primary users
operating in multiple bands

Let us now consider the scenario when the PU in Figure 2 esil&set of frequency bands.
We allow this set to be random in each time slot, assuming alsi@N-OFF model for
primary user activity, parameterized by the per band PU, laad

Pr{banadV; is occupied =w e (0,1), W, € M. (25)

Following the derivation oP(Z) in Section 4.1, only (16) has to be reformulated, since
it gives Py, (j), the probability that bands are detected free, which now additionally de-
pends on the number of bands occupied by the PU.

According to the activity model of (25¥(k), the probability thak bands are occupied
in addition to band/ is:

v(k) = (Mk_1>wk(1—w)M—1—k, 0<k<M-1, (26)
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and the probability that bands are detected free is given as:

M-1
Pie(i) = 3 PrikVK. (27)
=0

Let us denote by the number of frequency bands that have been detected fleke, w
occupied by the PU, that is detection has failed, andnliite number of bands that have
been successfully detected free by the SUs. The randonblafia- n+ mgives the total
number of the available bands. As the bands experienceéndiemt load, we get:

Psr (j|K) = Pr{] bands detected fred are usedl =
= fyk* f, 0OSN<M=-1,n+m=j,

wherex denotes convolution, anin|k) and f (m|k) represent the distributions of variables
nandmrespectivelyf <k, m<M —1—K):

frge = () (P (N.4))"(1— Pup(N.a))* " and
fmge = (" ) (PRAMNADM (1~ pea(N))™

with pmp(N4) andpra(N4) givenin (14) and in (17).
The effective cognitive capacify is then given by (19), wittes, (j) defined in (27).

4.3 Performanceevaluation

Table 1: Parameter Setting for WLAN Case Study

| Par ameter | Value |
Primary Signal Bandwidth 22MHz (1 WLAN Band)
Primary Signal Power 15dBm
Path Loss ) 4.5
Shadowing ft, 02) 0dBm, 10dB
AWGN Power @?) -96dBm
Interference Limit P{™®) 103
Total Sensing TimeTg) 2.5msec
Sensed Band Siz&) 200kHz
Max. Number of Sensed Bandsl{ay) 100
Signal Power in Sensed Banidy) -5dBm
Prohibited Area Radiudxy) 300m

Let us now evaluate the efficiency of limited sensing, thathie achievable effective
cognitive capacity, as a function of the network densitye Tapacity is derived through
the numerical solution of the optimization problem in (1).
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Figure 3: Effective cognitive capacity withFigure 4: Effective cognitive capacity with
respect to the total number of sensed freespect to average secondary network den-
quency bands\, for various cognitive net- sity and for various interference limits.

work densities. Interference limip{™’ =

10-3. Optimal values are marked.

4.3.1 Parameter setting

As an example, we consider local primary and secondary mksywith transmission pa-
rameters comparable to IEEE 802.11x WLANSs. Table 1 listsripat parameters for our
numerical analysis, unless otherwise stated.

The particular value foRz, which defines the size of the prohibited area, is selected
based on practical transmission ranges in wireless loea aetworks.Mpay is chosen
equal to 100 bands. Each of those narrow bands has a bandvfigth = 200kHz, as
proposed in [28].

4.3.2 Numerical analysis

First we consider the case when the PU only occupies a siragid and evaluate hoi

— the number of bands sensed — affects the effective cogriipacity. That isV is now
input parameter of (1). Figure 3 shows, thais indeed a parameter to be optimized, since
depending on the SU densitythere can be a local optimui < Mpax. An expansion of

M behind this value increases the probability of false alamiéch leads to decreased per
user cognitive capacity. After a local minimum, the capaisitexpected to increase again,
since in the unrealistic case bf — o, the probability of interference tends to zero even
without sensing, and consequently, the cognitive capéaeitgis to 1.

The effective cognitive capacity, as a function of the seleop network density and
for different interference limits is depicted in Figure 4hel capacity is determined via
the numerical solution of (1). Under a given interferencestrint, the cognitive network
capacity reaches a highest value as network density iresedsie to improved sensing
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efficiency. Above this "optimal" network density the capggadalls, as the now marginal
improvement of sensing efficiency is not sufficient to accardate the increasing need
for bandwidth. For high user densities the cognitive cayaines not depend much on the
interference limit, as a result of the high spectrum sengerfprmance. We observe a local
minimum of cognitive capacity at low network densities. Hensities below this value the
sensing performance is weak, but as only few SUs are in theqisal area, only few bands
are accessed, and thus the probability of interferenceinanw.

Figure 5 shows the cognitive network capacity when the piyraaer operates in multi-
ple bands. While the capacity decreases with the PU loadhéeptimal network density,
that is, where the capacity is maximized, does not seem tdfbeted. At the same time
Figure 6 shows that the cognitive capacity decreases niaelyrly with the PU load, for
the considered strict interference |imn§“a” :

Due to this independence, and for the sake of simplicity, wesiler primary users
operating in a single band in the rest of the paper. The exterfisr variable PU load is
straightforward.

Our evaluation proves that the set of frequencies that caehsed reliably by the SUs
limits the achievable effective capacity in dense secondatworks. To overcome this
limitation, the set of frequency bands available for cagaitransmission have to be ex-
tended, without the decrease of the per band sensing tinhe &Ws. This can be achieved
by extended sensing, that is, by allowing the SUs to senserelift subsets of the primary
bands.
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5 Extended Spectrum Sensing

Figure 7: The distribution of sensing duties in a dense dogrmetwork.

Let us now evaluate the performance of extended sensing.efised in Section 3.1,
the SUs together sense a setbfprimary bands, of siz§/V| =W, giving the nominal
sensing budget. This nominal sensing budget can be largetlie local sensing budget of
the nodesM; C W and|M;| =M < Mnax < W. This situation is depicted in Figure 7. If
all the users sense the same subigktthe scenario is reduced to the one of Section 4 and
Mi =W, Vi.

5.1 Analyticmodel for extended spectrum sensing with different sens-
ing policies
5.1.1 Random sensing

In this case the secondary users randomly select the sudsetf frequency bands to
sense, independently from each other. An SU selects eadtedpectrum bands with
equal probability, that is, the probability that a band iss&sl by an arbitrary Suis:

M )
W pw, Vi=1,....N4.

Consider the band € W used by the primary system. With probabilpy an arbitrary
SU belongs to thtN}{‘ SUs that sense band and additionaM — 1 out of the remaining
W — 1 spectrum bands, while with probability — pw) it belongs to the resti 4 — N}{l SUs
which senséV out of theW — 1 bands.

Pw,i =
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Let us introducep(j,k|N.4), the probability that wheM 4 SUs perform sensing of
them sense bandandj bands inV\V are available for transmission, that is, are correctly
detected as free.

With p(j,kIN4) we can expresB(Z|N4,Ng), the probability of interference on band
V, similarly to (13) — (15), as:

(I|NAaNB) =
=35 Ly k4 Pr{miss. detk} - Pr{uséN4,Nz, j}p(j,kIN.A) = (28)
:2j=0 Zk:O pmD ( )mm{laNAjiTNB}p(JaHNA)-

Similarly, the variablep(j,k|N4) helps us to express the cognitive capacity. We calcu-
late C(N4,Ng) according to (19), with some changes. First, the missedctieteprob-
ability pup(N4) depends now on the number of SUs sensing chavingdp(N4) =
ZE;AO pmp (K) p(k), wherek is the number of SUs sensing a band, which follows a binomial
distribution with parametets 4, andpy. Similarly, we replac®, (j) with Z o P(J,KIN).

The direct calculation op(j,k|N4) suffers from combinatorial compIeX|ty due to the
random band selection at the SUs. Therefore, we proposeesiezalgorithm to calculate
these probabilities, where we integrate the individuassenresults of each of thé4 SUs
sequentially, exploiting that they are independent anchststically identical.

We define the two-dimensional stochastic process, whete $ é defines the event
that j spectrum bands are available dndsers choose to sense banhdafter the results of

the firsts SUs are mtegrated.j% denotes the probability of staﬁ!k, with 7V S(‘n,k =1.

The vectorﬁ(f) e RW denotes the stochastic vector of the available spectrumshaiven
k, after incorporating the sensing processes of thedigdt's.

In each iteration, the process can move the from a §§§Lteo state§(5+nlk ands'>" in. B( 1
based on whether thet 1-th user senses baiMdand given the false alarm events that it
may generate. The value af which indicates the additional number of bands that are
"infected" by a false alarm event after incorporating thessgg from thes+ 1-th SU, is
bounded by:

max{0,| - (W—-1—j)} <n<min{l,j}, (29)

with | denoting the number of the generated false alarm eventsdnsusl. Given that
the false alarm probability is the same for any spectrum pband considering that SUs
select to sense any spectrum band with the same probabiityan express the conditional
probability ofn new bands getting infected by false alarm as:

| n-1 j—U l-n—-1 j—n
it = (n) Hw-1-u UEL ST Tl

which indicates thath out of | false alarms infect new bands, while the rest infect already
infected bands. Clearly, for values ofoutside the bounds given in (29) the conditional
transition probabilities are zero. The unconditionedditon probabilities are computed
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by averaging based on the probability mass function of tmebar of the false alarm events
l, p(|L) = (7)pta(1—pra)-~', wherel = M if SU s+ 1 does not sense baktlandL =
M — 1 otherwise:

M
T kosj—nk = %nj—ﬂ—n\l -p(1[M) pw
|=

M-1
T k—1j—nk = Z) TG - PUIM = 1)(1— pw).
|=

The initial state vector of the recursion é;‘” =(0,0,....,1). The state vector in step
s+ lis calculated as:

S = 3ot e S+ SV e 1k S (30)

or in matrix form: T .
$<S+l) _ §<S) N +$57)1 . |-|V7 (31)

wherel, MY € RY*W are thetransition matrices:

n= [ni,kaj,k]v MY = [k 1)K,

Vi,j=0,1,....W—1andvk=0,1,.

With the above recursive process we calcu?ﬁ‘g4 and sep(j,k|N4) S}'}'{‘ .

Considering the recursive method described above, the etatipn complexity of cal-
culatingp(j,k|N.4) is of the order oO(N4 - M -W). Moreover, due to the recursive nature
of the method, we can calculate the state dlstnbutiori\f,@r: i +1 SUs based on the al-
ready computed state distribution id8Us with a complexity oO(M -W). As a result, the
iterative algorithm makes it possible to calculate the capand interference values with
polynomial complexity.

5.1.2 Coordinated sensing

Under coordinated sensing tiNgy SUs in the sensing area cooperate to select the indi-
vidual local sensing budgetst;,i = 1,...,N4, such that each spectrum band is sensed by
approximately the same number of secondary udekg,~ N4 /(W/M) = NAM/W. The
approximation is accurate fd¥ 4 > W /M, which is expected in dense networks.

To calculate the probability of interferend®,Z), we can follow (13) — (18), but consid-
ering cooperative sensing Mg SUs for each spectrum band. Consequently, the missed
detection probability becomes:

pmp(Nad) = (Prma (Re, y))4d,

while the band utilization probability is:

NA-I-NB

Pr{usd(N4,Ng)} = Z)mn{l =P (), (32)
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with
Pre(3) = (") (Pra(Naa))™WF(1 - pra(Nag))!- (33)

The effective cognitive capacity is again calculated aditay to (19), usingomp (N44)
andPx, () from the equations above.

5.1.3 Optimal sensing with dynamic sensing budget adjustment

Now the secondary network maintains information on thealetumber of SUs in the area
at each point in time, optimizes the system variabled, R. andy according to (2), and
then allocates sensing duties as in the case of coordinatsthg. The effective cognitive
capacity in this case is expected to outperform the onesnofara and coordinated sens-
ing at the cost of a higher control traffic overhed®{Z|N 4, N5) andC(N4,Nz) can be
calculated as for coordinated sensing.

5.2 Capacity limitsin highly dense cognitive networks

Let us now investigate the asymptotic behavior of the efffeatognitive capacity at very
high SU densities. We detail the evaluation of the optimaks®y extension scheme, and
summarize the results for the random and coordinated scheme

In highly dense networks we can approximate the capacifinetdin (19), with respect
to the total number of SUs in the prohibited arldas- N4 + Ng. Let us introducé, (j|N)
andPs, (j|[N4) as the probability off channels detected free givéhSUs in the prohib-
ited area, and giveN 4 SUs in the sensing area, respectively. GilerN 4 has binomial

distribution, withgn(N4) = (N'\L) [(%)Z]NA 1- (F;_R;)Z]NfNA.

Considering that for larghl pmp(N4) ~ 0 and approximating mift, %} with ﬁ we
get:

C(N) ~ 31t min{1, £ }Pr (jIN)
~ 3o i/N-Pre(jIN)
= SN4—03j o i/N-Prr(jIN4)AN(N.A)
=C(N).

(34)

In the optimal sensing extension cadgq = N4M/W SUs sense each of the bands,
and thusC(N) can be further approximated as:

Co(N) =

WTzNA o(1—pra)NAdan(Ny)
Frexp{[(1—pra)™W — 1N(F)?}
p{[(l—pfa)M/W—l] (Re)2.

(39)

ZIE ‘
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In dense networks, the probability that a band, that is deteftee, is indeed allocated
to an SU is close to one, that Br{usdN} ~ 1. Based on this, we can approximate the
probability of interference, defined in (13) — (15), as:

Po(ZIN) ~ 3N o™V an(N.a) ~

. (36)
~ expllpm”” — IN(EE)?} = Ro(ZIN).
ForPy(Z|N) = P we can then exprest as:
In (P&
W = MIn(pp)/In <1+ %), 37)

which already shows that in highly dense networks the sizeehominal sensing budget
W has to be increased with, to achieve optimal performance.

Replacing (37) in (35) we get the cognitive capacity withpext to the local sensing
parameteravl, R; andy:

A _ MIn(Pmg) .
CO(N) - In(P(ImaX))
N ) (38)
T
(max) Re
exp {[(1_ pra) "L NI o) _ g1 B2

Proposition 1: In highly dense networks and with optimal sensing extenstmeffec-
tive cognitive capacity asymptotically tends to the foliogylimit:

: A~ o Rg/R%Inpn'd (max)lififa)
ATWCO(N)_MW(PI ) "Pmd (39)

Proof: The limit can be derived analytically from (38).

O

Proposition 2: The limit of the effective cognitive capacity givenin (39)n increasing
function ofM.

Proof: The gradient of (39), with respect b is always positive.

O

According to Proposition 2, the optimulhis Mmax, andW is given by (37). Therefore,
the optimization problem to maximize the limit of the codretcapacity under optimal
sensing extension becomes two dimensional:

2 2 In(1-ptq)

Co= rgczi/x{Mmax n Pémax) T
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Furthermore, as this is now an unconstrained optimizatroblpm, maximization can be
performed sequentially for the variables of the systems treaucing the complexity sig-
nificantly:

In(1-pta)
Co = Mmax/[R2In P . maxg_ {max,{Rgln Prng P &) TP }} : (41)

Corollary: The asymptotic cognitive capacity limit of optimal exteddgectrum sens-
ing depends on the input parameters such as the interfepeolsability constraint and the
size of the prohibited area, and on the performance of thed kensing, which in turn de-
pends on the primary transmission power and the sensing bioteeven on the optimal
sensing area.

The process of deriving the approximate capacity and ietenfce, and finally the ca-
pacity limits of random and coordinated sensing extensiagirhilar. Specifically, for the
coordinated scheme:

Ce(N) ~ &efﬂpl?%[eac(M)npR% —1], (42)
ac(M)pR%

Re
whereac(M) = e[(lfpfa)w‘w"l](‘??)z, and

P:(Z|N) = exp{—mpRE(1— M)}, (43)

whereB:(M) = [ph " — 1+ (§)2.
For the random sensing scheme:

0 o W1 R aa(M)moRE
N G Mmore® Przleretmer —1, (44)
wherea; (M) = exp{[e PraM/W _ 1](%)2}, and
P (ZIN) = exp{—mpRE (1 — ™)}, (45)

wheref; = [exp{— (L1 — pma)M/W} — 1] (Re/Rr)?.

5.3 Performance evaluation

In this section we evaluate the performance of extendedrsgnssing the parameters from
Table 1. The presented results are based on the numeritahtoa of (1) for random and
cooperative sensing extension, (2) for optimal sensingreston and (41), (42) and (44) for
the capacity limits of the different schemes.

We consider first the relationship betwegnthe average density of the cognitive net-
work and the size of the nominal sensing budiyehat is required to maximize the effective
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cognitive capacity. This is an important design factor,tadetermines the spectrum that
should be "reserved" for the particular cognitive netwarktaximize spectrum efficiency.

Figure 8(a) depicts the optimal value\Wwfas a function of the density of the cognitive
network, for the random and coordinated sensing extensioerses and the average of the
optimal values for the optimal sensing scheme. Forthe @schemé&V increases linearly
with the number of SUs. When we consider networks with higtsitg the nominal budget
required by the coordinated and random schemes has a slméar behavior. For low
or average densities, however, an increased frequencyebiglgequired, to compensate
for the reduced quality of cooperative sensing. The optisesising budget in the case
of random sensing is lower compared to the required onesrwoadedinated and optimal
sensing. Thisis explained by the need to keep the number®t8kking a band reasonably
high, even for the bands that happen to be selected by rdiafew SUs.

Figure 8(b) shows the effective cognitive capacity withpess to the average density
of the cognitive network, together with the asymptotic tinatp — c. We recall from
Figure 4 that under the consideréﬁ'w) = 10~3, limited sensing with\V = M achieved
maximum performance & ~ 0.28 at a density of ca. 800 users/knConsidering sensing
extension with random sensing we observe the same peak.apaeity then falls, since,
as reflected in Figure 8(b), in this density region the noinseasing budget can not be
extended significantly. Finally, the capacity increaseb wie network density, approach-
ing the limit very slowly. Under coordinated and optimal sieg, the achievable capacity
increases monotonically, approaching the limit with dasneg rate.

Clearly, the optimal sensing scheme outperforms the otlssugsed policies. The
random sensing is the worst of the three, where the lack afdaoation of the individual
sensing processes at the SUs leads to insufficient senssognat of the bands. . The gain
of the optimal sensing over the coordinated one is howewamat 5%, which shows that
coordinated sensing with balanced allocation of sensisguees is an efficient way of
ensuring reliable sensing on all bands. As a result, thelsadditional gain of optimal
sensing may not justify the additional control and compatetl complexity.

Finally, we evaluate how the capacity limit is affected bg thput parameters, that
is, the interference probability constraiﬁ’gmax), and prohibited area radiuRz. We con-
sider the optimal sensing extension scheme, but the betaivibe other schemes is sim-
ilar. As shown in Figure 9, the capacity limit becomes lartfemn 1 under loose inter-
ference constraint and small prohibited area, which shbassdur approximation in (34),
min{1, ﬁ} A ﬁ is not tight in this region. The capacity limit is very sengtto the size
of the prohibited area; as seen from (41) it decreases Wi} ,1a result of the quadratic
increase of interfering SUs that have to share the spectesources. The capacity limit
with respect td%max), however, increases slowly, especially for large probkib#reas. In-
creasing the probability constraint with two orders of misigte leads to less than doubled
cognitive capacity limit.
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Figure 8: (a): Nominal Sensing Budget for highly dense ctigmnetworks, for the dif-
ferent sensing coordination schemes, and (b): Effectigaitive capacity for highly dense
cognitive networks, for the different sensing coordinatichemes.

6 Conclusion

In this paper we investigated the efficiency of spectrumisgni;m dense cognitive net-
works, when the transmission characteristics of the pynagrd secondary systems are
similar, and consequently the local spectrum sensing pagnce is highly distance depen-
dent. We introduced the per user effective cognitive capas the performance metric, to
reflect that the SUs performing the sensing also aim at imtjithe spectrum. We showed
that the per user cognitive capacity decreases and ap@®aeino in dense networks if
limited sensing is used, that is, all SUs sense the same banhok.

We defined and evaluated different solutions to extend thefssensed bands by let-
ting each SU to sense only a subset of them. We have shownxtesitded sensing with
coordination among the users leads to per user cognitivecitgthat increases together
with the SU density, converging to a limit which depends oa phimary and secondary
transmission characteristics, on the primary interfegaronstraints and on the parameters
of the cooperative sensing. Under random sensing allot#i®capacity limit first falls as
in the case of limited sensing, but then stabilizes and asase slightly with the SU den-
sity. Based on the numerical results we concluded that tHfenpeance gap of random and
coordinated sensing is significant, while optimizing segsiased on the actual number of
secondary nodes leads to little additional gain.
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Abstract

Energy efficiency has been the driving force behind the design of commu-
nication protocols for battery-constrained wireless sensor networks (WSNs).
The energy efficiency and the performance of the proposed protocol stacks,
however, degrade dramatically in case the low-powered WSNs are subject to
interference from high-power wireless systems such as WLANs. In this pa-
per we propose COG-MAC, a novel cognitive medium access control scheme
(MAC) for IEEE 802.15.4-compliant WSNs that minimizes the energy cost
for multihop communications, by deriving energy-optimal packet lengths and
single-hop transmission distances based on the experienced interference from
IEEE 802.11 WLANs. We evaluate COG-MAC by deriving a detailed analytic
model for its performance and by comparing it with previous access control
schemes. Numerical and simulation results show that a significant decrease in
packet transmission energy cost, up to 66%, can be achieved in a wide range of
scenarios, particularly under severe WLAN interference. COG-MAC is, also,
lightweight and shows high robustness against WLAN model estimation er-
rors and is, therefore, an effective, implementable solution to reduce the WSN
performance impairment when coexisting with WLANSs.

Index terms— WSN, energy efficiency, cognitive networks, coexistence, IEEE
802.11, IEEE 802.15.4.

Introduction

The increasing number of different wireless technologies sharing the open spectrum
bands, such as the 2.4GHz ISM band, demands for a rethinking of the protocols
regulating the spectrum access. As the medium access control (MAC) schemes are
carefully designed for one given technology, they are not anymore able to achieve

*1. Glaropoulos, M. Laganéa, and V. Fodor are with the KTH, Royal Institute of Technology,
Sweden. C. Petrioli is with the University of Roma “La Sapienza”, Italy.

95



96

the objective of efficient and "fair" sharing of the wireless resources when operating
under interference from heterogeneous technologies.

In this paper we consider the specific case of the coexistence of IEEE 802.11
wireless local area networks (WLANSs) and IEEE 802.15.4-compliant wireless sensor
networks (WSNs). Both technologies apply carrier sensing-based medium access
control with collision avoidance. In addition, WSNs try to locate the narrow fre-
quency band with less harmful interference for their operations. Unfortunately, all
these techniques do not avoid high interference and frequent packet losses in the
WSN, which are mainly caused by the significantly different transmission band-
widths and powers of the two technologies competing for the same resource.

As shown in [1], the WLAN terminals operate in a relatively broad channel
and at a higher transmission power than WSNs. Therefore, they are blind to the
narrow-band, low-powered WSN transmissions, and do not defer channel access,
due to the overlapping WSN packet transmission.

In all this, the WLAN transmissions remain basically unaffected by the low WSN
interference, while WSN packets are lost. Fortunately, measurement results show
that the WLAN traffic is rather bursty with long white spaces, when the channel
is idle because all WLAN users are inactive [2]. Therefore, in order to maximize
its performance, the WSN should be able to transmit in these long interference-free
times, thus, being cognitive of the radio environment as imposed by the WLAN
activity.

In this paper we propose and evaluate a new COGnitive MAC (COG-MAC)
protocol for wireless sensor networks, which extends the carrier sense-based MAC
and aims at minimizing the energy loss due to unsuccessful transmissions over the
interfered channel. Our paper provides the following contributions. 1) We give a
characterization of the WLAN channel usage patterns as seen by the sensor nodes,
taking into account the nodes’ limited channel estimation capabilities, and propose
techniques for distributed WLAN usage pattern estimation. 2) Based on these re-
sulting WLAN channel usage characterization we design COG-MAC, that optimizes
the packet length and the transmission distance, and performs WLAN activity-
aware channel access to ensure that WSN nodes transmit in the long WLAN white
space periods. 3) We provide an accurate analytical model that describes the prob-
ability of COG-MAC packet transmission success. We use the model to optimize
the WSN packet size and the single-hop WSN transmission distance to minimize
the normalized energy cost metric, which we define as the energy required to suc-
cessfully transmit and receive a unit of information over a unit of distance. 4) We
show that all the basic components of COG-MAC are essential for achieving the
objective of energy efficient communication, and COG-MAC, compared to previous
access schemes, reduces the normalized energy cost up to 66%, and can significantly
decrease the end-to-end energy cost in a multihop WSN without increased delay.

The rest of the paper is organized as follows. Related work is presented in
Section 2. Section 3 describes the networking scenario and the interference and
sensing models and Section 4 gives the WLAN channel activity model. In Section 5
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we describe the proposed protocol stack, followed by its mathematical analysis in
Section 6. In Section 7 we present a numerical evaluation of COG-MAC along
with a comparison with traditional WSN MAC schemes, while a simulation study
is presented in Section 8. We conclude the paper in Section 9.

2 Related Work

Energy efficient communications have been extensively studied for stand alone
WSNs [3][4]. The key idea for energy efficiency in sensor networks is to minimize
idle listening, by letting the sensors turn off their radios whenever idle, controlled
by duty-cycling [5][6][7][8][9], or by wake-up radios [10].

It is recognized, however, that cross-network interference can have significant
effect on the network performance, as it is shown for coexisting WSNs in [11] and
for WLAN and Bluetooth interference in [12][13]. WSN multi-channel operation
aims at avoiding this cross-network interference by tuning to the best available
band for communication [14][15][16]. These solutions are efficient as long as there
exist channels with no or low interference, but lose effectiveness when all considered
channels suffer from interference with similar statistical behavior.

Therefore, as wireless channels are getting densely populated, it is important
to design protocols that can work efficiently even in the presence of cross-network
interference. Many of the proposed solutions build on the known characteristics of
the interfering networks. [17] employs narrow-band sensing, with additional HW
cost, to identify and utilize the channels, where the wide-band device can effectively
coexist with narrow-band transmissions, while in [18], the sensors force the WLAN
to back off by sending frequent (one per DIFS), high power jamming signals during
their packet transmission, which needs complex PHY layer and leads to increased
energy consumption in the WSN. Instead, the effect of interference is minimized
without changing the WLAN behaviour in [19] and [20] introducing WSN packet
header and payload redundancy.

Recent works investigate how to avoid WLAN interference by employing channel
availability predictions. The case of a non-saturated single WLAN AP is studied
in [21], modeling the packet arrivals at the users as a Bernoulli process. In [22]
a Poisson arrival process is considered, and WLAN output buffers are modeled as
M/G/1 queues, resulting in sub-geometric idle period distribution. While these
models capture the effect of the WLAN MAC, their generality is limited, since they
are based on simple, rather unrealistic traffic models.

To capture the effect of realistic network load, [2][23][24][25] use traffic traces to
find the distribution of WLAN idle periods. These results show that idle periods can
be short contention periods, in the range of hundreds of microseconds, or heavy-
tailed white spaces, where WLAN users are inactive. As it is demonstrated in
[25], the average white space length depends on the WLAN load and the traffic
characteristics, and is in the milliseconds range. In [26] similar results are derived
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based on the self-similar nature of WLAN traffic.

Considering that, due to the low bitrate, the transmission times in the WSN
are comparable to the average WLAN idle period length, it is important to capture
and utilize the heavy-tail characteristics of the WLAN channel usage. Therefore,
in our work we apply the model of [2][27] where a mixture distribution is proposed
to model the idle periods, capturing the two basic sources of inactivity, the long
heavy-tailed white space periods, when the WLAN users are inactive, and the short
contention windows. Given this WLAN channel usage model we claim that the
WSN on one hand needs to avoid channel access in the contention windows and on
the other hand it needs to optimize transmissions in the long white space periods
[28], which are the key functions in the proposed COG-MAC.

3 Networking Scenario, Interference and Sensing
Models

We consider a WLAN Access Point (AP) zone that covers an area where a WSN
is deployed. The WSN nodes are battery-powered and operate on a single 5MHz
channel inside the 2.4GHz ISM band. They transmit information over multiple
hops, and are able to estimate the distance to their neighboring nodes [29].

WLAN users are distributed inside the AP zone and operate on a 802.11 22MHz
channel, covering the WSN channel. The WLAN transmission power is in the order
of 15-20dBm. The WLAN terminals are blind to the WSN nodes [26], that is, the
WLAN carrier-sense mechanism does not detect the low-power WSN signals, which
results in collisions, and hence packet losses in the WSN. On the opposite side,
the WSN nodes transmit with a signal power that is in the order of 0-3dBm [30]
and, thus, their impact on WLAN operation is negligible [23]. Therefore, to ensure
efficient WSN communication, sensor nodes need to consider the WLAN activity
when transmitting. In the remainder of this section we clarify our assumptions
on the interference and sensing models used throughout the paper. The signal
propagation is assumed to be adequately described by a simple path-loss model.
In order to correctly receive a packet, a WSN node needs to receive it with Signal
to Interference plus Noise Ratio (SINR) above a given threshold, denoted as (sing,
where the interference is assumed to be caused by a single active WLAN transmitter.
Then, the path loss-based propagation model results in circular interference zones
around receiving sensors, with radius Ry [31]:

CsinR PwranPr, (1)

Ri(r, (str, 1, PwsN, Pwvran) = {
_ 5
PysNPr,r=" — (SINRON

where r is the distance between the transmitting and receiving sensor, 7 is the
channel path-loss exponent, Pwsn is the WSN transmission power, Pwran is the
fraction of WLAN transmission power inside the narrow WSN band, and Py, and



99

0%, denote the attenuation at 1m reference distance and the noise power, respec-
tively. Whenever an overlap occurs between a WSN packet transmission and a
WLAN transmission within the receiving sensor node interference zone of radius
Ry, we assume that the WSN packet is lost.

The WSN nodes perform channel sensing based on energy detection through
their build-in Receiver Signal Strength Indicator (RSSI) [30]. In the proposed sys-
tem two kinds of sensing are performed. Repeated sensing over long periods of time
for WLAN activity model estimation, and short-time sensing for channel access
control. The performance of both kinds of sensing is bounded by the mazimum
sensitivity level 1y of the sensor, stating the minimum signal level that can be
detected [30]. Short sensing time leads to probabilistic energy detection, charac-
terised by the probability of missed detection, pyp, when a signal is not detected,
and the probability of false alarm, ppa, when the sensing results in “signal de-
tected” decision, even when the channel is idle [32]. The false alarm probability
pra is a function of the sensing time ts and of the energy decision threshold =,

pra(ts;7)=Q((y — 0%)/(0%/2/(fsts))), where fs denotes the sampling frequency.
In this paper we consider a target ppa which gives v as [32]:

Ypra) = max {vio, 0% [1+ V2/(F£)Q (pra)] } - (2)

The missed detection probability, pyp, depends on the received signal power, Pg.(d),
given as a function of the distance, d, to the transmitter, Pr,(d) = PwranPr,d~".
It also depends on the decision threshold, +, which in turn is determined, using (2),
by the target pra:

3)

pup (ts, d;v(pra)) =1 - Q <7(pFA) — (o + PRx(d”)

o3V 2/ (fsts)

During the long-period sensing the sensors keep measuring the channel to collect
samples of active and idle period durations. Due to the longer sensing time, ppa
approaches zero. The missed detection probability pyp also approaches zero in-
side the sensors Acca, the CCA area, where all transmissions are detected, and
approaches 1 outside the Acca.

Under the path-loss propagation model the CCA area is circular; its radius
depends on the WLAN transmission power and can be controlled by tuning the
CCA threshold ¥>1, [30]:

2 —1/n
M) . (4)

Rooa 2 Reo :(
coa aca (V) PoranPL,

We derive the COG-MAC performance model considering path-loss-based chan-
nel attenuation. However, the model can be extended for more generic signal atten-
uation models, at the expense of increased analytic complexity. In [33] we give the
extended model, based on channel attenuation enhanced with log-normal shadow-
ing, and evaluate the effect of shadowing on the protocol performance in Section 7.
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4 The WLAN Channel Activity Model

We model the WLAN channel activity as a semi-Markovian system of active and
idle periods as originally proposed in [23] and validated in [25]. We call this model
the Global View, since it captures the global WLAN activity. Fig. 1(a) depicts the
states of the Global View model and their merging into a two-state semi-Markovian
chain. The states of Data, SIFS and ACK transmissions are grouped together into
a single Active state and the states that represent the WLAN Contention Window
period (CW) and the WLAN white space (WS) due to user inactivity are merged
into a single Idle state. The distributions of the active and idle states, fa(t) and
f1(t), respectively, define how long the WLAN channel remains in either state. As
proposed in [23], a uniform distribution in a range [aon, Son| sufficiently models the
active channel periods. The idle distribution is modeled as a mizture of uniformly
distributed idle periods within [0, apk], corresponding to the WLAN contention
periods, and long, zero-location generalized Pareto-distributed idle periods with
parameters (£, 0) that capture the heavy-tailed behavior of the white spaces. The
percentage of contention periods p € (0,1) determines the shape of the mixed idle
distribution, which obtains the following form [23]:

@) 2 prC @ + 1 - p)r () =

P+ (1—p) L1 +64)7" < apx, (5)

QaBK
_1+g

¢
(1—p)-%(1+§§) €, t>apK,
while the active distribution is given as:

1

= m, te (CYON750N>- (6)

fa(t)

We define the WLAN load as the percentage of time the channel is active due to
WLAN operation:

a E[TON} B (XON-;BON
E[Tox] + E[Torr] p*8& +(1 —p)l‘%é'

P (7)

Additionally, this provides the probabilities of active and idle channel at an arbitrary
point in time, pa = p and p; = (1 — p), respectively.

Our objective is that of estimating the parameters of the model by means of
sensor node observations. To this purpose, we define a Local View model by “ex-
tracting” from the Global View the WLAN channel activity as seen by a single
sensor node. Due to sensitivity limitations the sensors detect WLAN transmitters
only within the CCA area, that is, they observe the WLAN activity only partially,
with some probability, given by the observable load parameter poca. Assuming
uncorrelated consequent WLAN transmissions the channel activity pattern seen
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Figure 1: (a): The Global View model with all channel states and the reduced
two-state semi-Markovian model. (b): The 3-state semi-Markovian model and its
2-state equivalent for the Local View channel usage modeling.

by a sensor can be described with a 3-state semi-Markovian system, as shown in
Fig. 1(b), distinguishing between detected and non-detected WLAN activity that
occur with probabilities, pcca and 1 — pcca, respectively. Finally, by merging the
states at which the sensor detects an idle channel we obtain the Local View, as a
2-state semi-Markovian system with the observable sojourn time distributions f ;(¢)
and f;(t). It holds that f;(t) = fa(t), but f;(t) # fi(t), Vpcca < 1. The ob-
servable idle channel period consists of a random number of WLAN cycles, that
is, consecutive idle and un-detected active periods, followed by an additional idle
period. Its distribution, f;(t), is, therefore, a random-term convolution-based func-
tion of the idle and active time distributions, f;(t) and f4(¢), and of the observable
load pcca, and can be expressed in closed form only in the Laplace transform (LT)
domain, as shown in [34]:

fi(s) = f1(s)-poca / [1 = (1 = pcoa) f1(s) fa(s)], (8)

where f*(s) denotes the Laplace transform of function f. We discuss the feasibil-
ity of parameter estimation in [34][35], where we propose an estimation algorithm
that integrates dynamically the collected samples, and therefore runs efficiently on
memory-constrained sensor devices.
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5 The Cognitive WSN

We propose a WSN COGnitive Medium Access Control (COG-MAC) that employs
WLAN usage prediction and channel sensing so as to minimize the energy cost for
unicast WSN communication under WLAN interference. In particular, it aims at
minimizing the transmission energy spent by sensors for transmitting and receiving
data packets. COG-MAC can be combined with some duty-cycling or wake-up
enabled solution that is responsible for minimizing the energy spent due to idle
listening. Therefore, the COG-MAC design does not consider the idle listening
energy costs.

The operation of COG-MAC is divided into two main phases. The first one is
the estimation and optimization phase, when a sensor listens to the channel and
gathers samples of the active and idle times, estimates the Local View parameters
and selects the optimal one-hop transmission distance and the optimal packet size.
The second one is the transmission phase, when the sensor transmits and receives
data packets. The sensor moves back to the first phase either periodically, or when
it experiences a performance drop, suggesting that the estimated WLAN activity
parameters are no longer valid (i.e., WLAN activity has significantly changed).

5.1 Estimation and optimization

During the estimation phase potential transmitter (TR) and receiver (RR) sensors
listen to the channel and gather active and idle times for estimating the WLAN
channel activity. As shown in Fig. 2(a), they perform the measurements for the
maximized CCA area Acca (denoted by AL, and AE., for TR and RR respec-
tively) by using the maximum sensitivity level i, leading to Rcca = Roca (¢o)-
Based on these measurements they derive the Local View parameters, that is, the
parameters of the functions f4(t), fr(t), and poca. The required number of the
samples and thus the length of the estimation phase depends on the target es-
timation accuracy, which in turn is determined by the sensitivity of COG-MAC.
Therefore, we discuss this issue in Section 7.

In addition, for a better estimate of the spatial distribution of the active WLAN
users, each sensor also evaluates ﬁgc A» the common load it can observe within the
overlap of the CCA areas. Specifically, it measures the load in the disk area flgc A
by filtering the measurements with a changed sensitivity level ), such that for a
TR-RR distance 7, RQQA = Rcca — 7. At the end of the estimation phase the
sensors receive the observable load values from the potential receivers, denoted by
pg'c 4. Based on the locally estimated and received WLAN channel activity model
parameters, the sensors select the transmission parameters that are expected to
result in minimum energy consumption per bit and meter, according to the model
and the implementation given in Section 6. Specifically, they optimize the packet
size, to trade-off the probability of interference with a new WLAN transmission
and the useful information transmitted per packet. They optimize the transmission
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distance, to trade-off the probability that a new WLAN transmission does not cause
harmful interference and WSN packet transmission can continue even after the white
space period, and the progression towards the multihop destination.

5.2 Transmissions with COG-MAC

The estimation and optimization phase is followed by the transmission phase when
actual network operation occurs. We assume that the WSN operates under a duty-
cycling or wake-up radio based protocol, to limit the energy that is spent in idle
listening [5][7][10]. In case of duty-cycling, the WSN nodes are synchronized. Syn-
chronization gaps are, however, expected, as a result of CPU clock drift, and have
to be accounted for. Their maximum value t5¥y is determined by the frequency
of synchronization data exchange.

Fig. 2(b) shows the COG-MAC operation within a duty-cycle for potential
transmitters (TR) and receivers (RR). The duty-cycle of the TR nodes starts with
a guard time (denoted as SYNC in the Figure) equal to tg9y, ensuring that channel
sensing and transmission do not overlap due to the lack of perfect synchronization.
The medium access control is a modified CSMA/CA with the key component of
dual channel sensing. As it is shown in Fig. 2(b), the on time of the duty-cycle
begins with two short channel sensing measurements with a duration of tg, sepa-
rated by a time gap of tza,, Where aon > tgap > apk. The sensor’s RF circuit
can be powered-off between the short channel measurements. If the channel state
is correctly detected as idle at both measurements, the sensors can safely assume
that the spectrum was idle in the entire time and characterize the idle period as
a white space. The operation in the rest of the cycle is determined by the sens-
ing result. If any of the measurements have indicated an active state, the sensor
immediately transits to sleep mode to save energy. Instead, sensors with idle mea-
surements stay awake and follow a CSMA /CA-based channel access with RT'S/CTS
exchange. RTS/CTS has been shown to be beneficial in [28], as it allows TR and
RR to share their view on the channel status, and increases the probability that
the current period is indeed a long white-space (and not the case when a WLAN
station is transmitting outside the CCA area), as the total observable load includes
the percentage seen by the RR node. We evaluate the usefulness of RTS/CTS under
fixed packet size in Section 7. Sensors are assumed to transit to sleep mode after
packet transmission, and retransmit packets, if required, in consecutive duty cycle
periods.

6 COG-MAC Optimization

In this Section we define the COG-MAC energy consumption model, and formulate
the packet size and transmission distance optimization problem. This formulation
allows us to trade-off the probability of successful packet transmission with its use-
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Figure 2: (a):TR and RR CCA areas, AL, and AE,, and the adapted CCA area
AZoa- (b): Time diagram of COG-MAC operations.

fulness, considering the amount of information transmitted and the distance trav-
elled. Then we present the detailed analytic model of COG-MAC that is required
for the optimization. Due to space limitation the presentation is restricted to the
case of perfect synchronization, RTS/CTS-based access and simple path-loss model.
Interested readers can find the respective model extensions in [28][33]. Moreover,
in order to focus on the effect of WLAN interference, we consider the case of low
WSN load, when the probability of sensors competing for the channel is low. The
model can be extended for the high load case, including expected delays of channel
access due to contention resolution.

6.1 Energy efficiency optimization

COG-MAC consumes energy for computing and storing the optimal transmission
parameters, for packet transmission, and for sensing, listening and packet reception.
Below we focus on the energy spent for radio operations, as their energy consump-
tion in typical sensor nodes is at least two orders of magnitude higher than that of
computations. We consider the WSN communication to be energy optimal when the
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energy cost of transmitting and receiving a unit of information at unit distance is
minimized. Therefore, we define the main performance measure as the energy con-
sumption at the TR and RR nodes until successful packet delivery, that is, through
the sequence of possibly unsuccessful and eventually successful RTS/CTS hand-
shake and packet transmission attempts, normalized by the amount of information
transmitted and the distance covered.

We consider a fixed power cost, Pow ™, for channel sensing, transmitting, receiv-
ing, and idle listening during the RTS/CTS handshake. Consequently, the expected
TR energy cost of attempting a handshake is efF = PYSN (ts + 2t5), where 2t,
tns are, respectively, the durations of the repeated sensing and the handshake. The
latter includes the synchronization gap and the RTS/CTS process. Let T denote
the event of successful handshake. Assuming that the WLAN channel state is
uncorrelated at the consecutive handshake attempts, the number of unsuccessful
handshakes has geometric distribution with parameter P{7}, and the expected
energy cost until handshake success becomes:

Epgt(r) = ens' | P{T}. (9)

At the receiver, the handshake energy cost, eE‘SR, depends on whether the node
has participated in the handshake. Under perfect synchronization and considering
ths >> ts the expected cost can be approximated as:

SRR ef® RR participates in HS
hs 0, otherwise.

Similar to (9), the expected handshake cost will be:

Bt (r) = eng [L+ (1/P{T} =1)- P{Tp[T}], (11)
with P{7p|T} denoting the probability that RR has participated on an, otherwise,
failed handshake attempt.

The energy cost for transmitting and for receiving a packet with transmission
time ¢ is, similarly, P(g‘l’\ISNt. If a packet transmission attempt fails, a new handshake
must be established before attempting a new transmission. Consequently, the ex-
pected energy cost of successful packet delivery with packet transmission time t
becomes:

Eirans(r,t) = [Eig¥(r) + EER(r) + 2 - PYEN -] / P{transmission success|T}. (12)

The theoretical optimal packet length and receiver distance, t*,7*, as a function of
the parameters, (£,0,p, pcca, Phea) is given by:
(t*,r*) = arg n;urn {Etrans(r,t) [r - (Rwsnt — Lo)]}, (13)

where Rwsn and Lo denote the WSN transmission rate and the packet overhead,
respectively. (13) can be easily modified to consider only ¢ or » WSNs with known
node distance or packet size respectively.

We derive the optimal values numerically by solving the above optimization
problems applying the bisection method. For practical implementation the opti-
mization problem can be solved a-priori, and the optimal packet size and next-hop
distance pairs for a set of WLAN load parameter vectors can be stored in the sensor.

(10)
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6.2 COG-MAC probability of successful handshake and trans-
mission

In this Section we derive analytically the probabilities of successful handshake and
packet transmission, required in (9), (12), respectively.

The TR starts a handshake by transmitting an RTS packet, if its dual sens-
ing process gave idle channel status. Let f}l), fg) denote the events that the i-th
channel measurement is idle at the TR and RR nodes, respectively, with ¢ = 1, 2.
The handshake attempt is successful if the RR node is awake, as a result of a pair
of idle measurements, and, additionally, if the communication is not disturbed by
an ongoing, miss-detected WLAN transmission, or by a WLAN transmission that
starts during the period of the handshake within the TR or RR interference regions.
After a successful handshake the packet transmission itself will be successful, if all
WLAN sources within the interference region of the RR remain silent during the
whole packet transmission time. We derive the probability of successful handshake
and transmission in five steps.

1) We define the spatial distribution of WLAN sources, as seen by the TR node,
based on the a priori measured observable load values and the TR-RR distance 7.
2) Using Bayesian inference we derive the probability of idle and active channel
status at the TR and RR nodes, given the observed idle state measurements at the
TR.

3) We derive the distribution of the interference-free time that remains after the
dual sensing process.

4) Based on the previous steps, we express the probability P{7} £ P{'T|IA:(F1)7 f(T2)}
of a successful handshake between the TR and the RR node.

5) Finally, conditioned on the successful handshake, the probability of successful
packet transmission P{transmission success|T } is expressed as a function of trans-
mission distance and packet length.

Let S € § = {I} U{Axy(z,y) : © € X,y € Y} be the channel status. The
status is either idle, I, or active, Axy(z,y), with a WLAN source at distances
(X,Y) = (z,y) € X% from the TR and RR nodes, respectively (see Fig. 2(a)).
X x Y denotes the set of all possible WLAN source positions. S € S denotes the
channel status during the i-th sensing measurement, where i = 1, 2.

6.2.1 Spatial distribution of WLAN interfering sources

The spatial distribution of WLAN sources around the TR and RR nodes affects their
miss-detection probabilities, as well as the probability that such a source within the
TR/RR interference region starts to transmit during the WSN packet transmission.
As shown in Fig. 2(a), the TR can estimate the joint distribution of the distances
XY of a possible active WLAN source based on the a-priori known observable
load values, pgc A received from RR, and ;[%C A, measured by the TR itself. Since
ALa € AE,, an arbitrary WLAN source lies in the area AZL,, with probability
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Figure 3: Diagram for the calculation of remaining time densities.

PEcn, in the area A, \ ALy, with probability p&., — pEes, and in the AP area
outside Ago A otherwise. Since there is no additional a-priori information available
about the WLAN source locations, the TR assumes that these sources are located
uniformly at random inside the respective areas. In addition, we approximate the
AP area as a disc around TR with radius R,.x. This approximation does not affect
the model accuracy significantly, unless the TR happens to be very close to the
border of the AP area. Let fx(z) denote the unconditional probability density
function of distance X, for uniformly random WLAN source locations in an disk
area around TR with radius Rpax. Similarly, fy|x(z,y) denotes the density of
the distance Y from the RR node, given X =z, and fxy(z,y) = fx(z)fy|x(z,v)
denotes the unconditional joint distance density. These functions depend on the
distance r between the two sensors and can be derived through basic geometry.
The distribution of distance X, conditioned on the reported observable load values
ﬁgc A and pgc A can be expressed as:

Pax (‘T) =
/\T A
Poca / Vaee,r T < Reca, (14)
Fx(@) - Prix@Roca)wlos—pbes) | Fyix(@Reca)(=pca)
YRoca “VYReoa 1=vrooa

, otherwise,

where v, Upgo, denote the ratio of the observable areas AL, and Afg,, re-

CCA ) )
spectively, over the total WLAN AP area with radius Rpa,. Similarly, the condi-
tional distance density pa,. (z,y), can be expressed as:
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Pay x (@, y) = fyx(z,y)
Poca | Vigor & < Reca )
(pEca — Dbca) / (VRccA - VRCCA) , > Reea,y < Roca

(1—=pEcs) / (1 —vRee,), otherwise.
Finauy’ we have PAxy (‘T, y) = fX (’JZ) 'pAY\X (l‘, y) and DAy (y) - fX PAxy (:L‘, y)d‘r

6.2.2 Bayesian inference of channel status

We derive now the posterior distribution of channel status, (S(),S®)), given
the observed TR idle measurements, applying Bayesian formulation. To calculate
P{ (S(l), 5(2)) |f(T1), 1}2)} we use the following decomposition:

P{(S5D, @) IV 1P} =
= P{SW|Iy) I} - P{S@|S™, i) 1P} = (16)
= P{SOI{V} . p{s@|sM) [P},

Conditioned on the first idle measurement the channel status is either idle or active
with the following probabilities:

PUIDIYY = (1= pra)ps {/X pup (W)p o (u)du + (1 — pFA)pI} - (17)

P{A§)|f;1)} — pMD(:L’)pAg)(z) {/X pMD(u)pAg;)(u)du +(1 pFA)pl] ) ,  (18)

—1
P{A IS = pmp(2)p ) (7, Y) {// Py ()P ) (U,v)dUdUJr(lPFA)pI]
(19)
where p ) () = pa - pay(z) is the probability that a WLAN source is active at
X
a distance = from the TR at the time of the first measurement, and p ,o) (v,y) =
XY

DA - DAxy (T, y) is the probability that it is active at distances z,y from TR and RR
respectively.

To derive the second term of (16), we first express the status transition proba-
bilities, P{S®|SM}, following Fig. 3. For I") (Fig. 3(a),(c)):

P{I(2)|I(1)} = FRI (tgap>7 (20)
PLARIIM Y} = (1= PUPIDY) pagy (@,y). (21)

In the above, Fg,(t) denotes the distribution function of the remaining idle time,
Tr,, As the time of the first measurement is uniformly distributed within the WLAN



109

idle period: Fg, (t) =/ (1—L)f;(z)dz. Similarly, for S1) = A%){, Vx,y we obtain
(Fig. 3(b)):

PUPNAR Y =[5 Filtean — 2)fra(2)dz, (22)
with fr,(t) = [, too L f4(2)dz denoting the density of the remaining active WLAN

period. For 5@ = A(Q) ¢ (x,y) we need to distinguish between the cases of a con-
tinuous active period, w1th the same WLAN source being active, or that of a short
idle period between the measurements (Fig. 3(d)):

P{A Y|AXY<$1,?J1)} =
= Fra (tgap)0(21,51) + [1 = Fr, (tgap) — PP AL Y pasy (2,9)-
Finally, we define the channel status probabilities conditioned on the second idle

measurement and based on the a-priori status transition probabilities calculated in
(20)-(23):

(23)

@)701) 7y _ (1—ppa) P{I® 1M}
PARPNT 1373 = G PO 101+ oy poan @ PLATTO Yuas” 24
2 (2 (2
PLAQID, 1P} = (1= PUDID, TP pagy (@.0), (25)
@) 40) 72y _ (1—pra) PUIPD 1A }
PP Ay 177} Ao PUPTAL, 4] [y poan ) PLAG, (AT, yauaw®  (26)
PLADIAD (24, y1), IP} = pun (2) PARY [AGY (21.91)} o7
XY I XY 1, Y1), T (17pFA)P{I(2)|A(1) }+[’ [Xy pMD(u)P{A(Q) |A(1) }dud'u. ( )

6.2.3 Conditional remaining interference-free time

We define Tg,., T(ZR BR) 25 the total interference-free time remaining at the RR
sensor and at both the TR and RR sensors, respectively, after the sensing process
at the nodes, and derive the densities fp,s1) g (t) and f TP‘{SI?IF){)S(Z) (t), given the
channel status at the time of the TR measurements. Tg, includes the interval
between the end of the second sensing measurement and the start of the following
active WLAN period, and a geometric number of successive WLAN cycles, i.e.
pairs of successive active and idle WLAN periods with density fo(t) = fr(t) =
fa(t), representing consecutive WLAN transmissions outside the interference area.
The distribution of T, can be numerically calculated with the help of Laplace
transform, similar to (8) and for all S, S ¢ S:

pINf;gf|S(1)7s(2)(S) }
)

=0 o) )L ) (28)

frpsm s@(t) = L7} {
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For additionally undisturbed TR, we obtain the density:

(TR,RR) ;4
FORERR) () po Pzn fRf\s<1>,s(z>(5)

Rp|SM) 52 TR,RR)\ rx % ’
! 1— (1= R £ (5) f1(s)

where pzar, the probability that an activated WLAN source interferes with the RR,
reception is:

DI = { Pca (Rz(r)/Roca)?, if Rz(r) < Rcea
pEoa + (1 —pEca) (R3(r) — REcp) / (REax — REcy) » otherwise,

and the probability that the source lies, additionally, inside the TR interference
area is given as:

(29)

(30)

(TR.RR) _

pZN - fySRI(T) fmSRI(r) pAXY (x) y)dxdy (31)
The interval between the end of the second sensing measurement, and the start
of the first active WLAN period is denoted by Tr,, and its density depends on
the channel status. In the derivations we approximate the sensing period as Ty =

2ts + tgap ~ tgap, Since tgap > ts.
For (I(l), I(2)) (Fig. 3(a)) we safely classify the idle period as white space, and
consequently: frpjr0 12 (8) = fr (t+ tgap)/FRr, (tgap)- 32)
In the case (Agg\){, I?) (Fig. 3(b)), a transition from active to idle status occurs

sometime z < tgp, after the first TR measurement, and the idle period may also be
a back-off, which gives:

= tgap f1(tttgap—2)
Fryag a0 = Foyo™* fra () TG 2 de (33)

For S@ = AQ) (Fig. 3(c)) the channel is active at the second measurement,
and the remaining time, Tr,, is given by the remaining active and the following
idle period:

_ 1 tga fo(tt+tgap—2)
10,2 O = Tty o I (o) S, 3

Finally under (Agg,,Ag?%,) (Fig. 3(d)), the active period may be continuous
between the two measurements, or interrupted by a short idle time. In the case of
continuous active period:

_ 1 S
fRf‘Ag%/(Q/'l,yl),Ag?%/(xl,yl)(t) = Fr, (tgap) ftgap fRA (Z)fl(t + tgap - Z)dz, (35)

while in the case of a short idle period between the measurements, (x1,y1) #
(x2,y2):

Try1a@, a2, ()

tgap —21
1 tgap [o5% P 7Y £r(22)  feyele(tttgap—21—22)
Fr, (tgap) fo fra(21) Fr(tgap—21) F A (tgap—21—22) 1622

(36)
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6.2.4 TR-RR handshake success

For a TR node aiming at communicating with an RR at distance r we calculate
the probability of successful handshake, conditioned on the idle TR measurements.
The event of handshake success, 7, requires, first, idle measurements at the re-
ceiver, fg),fg). Second, it requires that no WLAN transmission interferes with
the RTS/CTS handshake. Since the duration of the handshake is expected to be
significantly lower than the WLAN activity dynamics, we approximate the second
constraint as the requirement that all the active WLAN sources lie outside the in-
terference regions of both the TR and the RR for the entire handshake period #y4:

PATIS®, s®} ~ PR, 115D, SOV i s (tns)- (37)
If the channel status is indeed idle during both of the TR measurements, i.e.,
(SM,82)) = (1M 1)) the handshake is successful if there is no false alarm at
the RR, and the remaining interference-free time at both the RR and TR is longer
than the total duration of the handshake t,5. That is:

—(TR,RR
PLTITD, I} = (1= pea)2F g 10 1o (). (38)

With a similar reasoning, the conditional handshake success probability for the
remaining channel status cases becomes:

—(TR,RR
PATIAL (2,9), 12} = (1= pea)un (0)F 1) o (tne)s 7€ Xy €V, (39)

TR,RR
P{T|I(1),Ag?%f($7y)} = (1 _pFA)pMD(y)FE% \I<1))A<z> (tns), =,y > Rr(r), (40)

P{TIAR (21,51), A (22,172)} =
—(TR.RR) (41)
= pup (y1)pn (92)F 5 o) @ (ths), 22,42 2> Ri(r).

The probability of handshake success is then calculated by averaging over all possible
cases (Eq. (42)).

P{TIIP, 1P} = P{TIIO, 1@} PO, 1D [P+
+ [ ooy PATIAR (2, 9), IOYPLAY (2, ), IO, 1D }dady
t Loy PATHD, AR (0, )y P, AR, (@, ) 1), 1P Ydwdy  (42)
+ ooy S o oy PATIASS (21, 11), AR (2, 92) )
P{AR (1,51), AR (2, y2)| I I Ydery dyy dixadly.

Finally, we calculate the conditional probability P{7p|T} needed in (11) applying
Bayesian inference:
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P{Tp|T} & P{RR attempting HS|HS failed} =
=1 — P{RR not attempt. HS|HS failed} = (43)
= 1- P{RR not attempt. HS}/ |1—P{T|[", IV}

where P{RR not attempt. HS} =1 — P{fg),fg)ﬁ(;), IA:(,?)}. To calculate the last
factor, we compute P{fg),fg)\S(l),S@)}, V(SM, @) from (38)-(41) by substi-
tuting tps = 0, and average over all possible cases as in (42).

6.2.5 Successful packet transmission

Finally, let us express the probability of successful packet transmission, now condi-
tioned on the success of the handshake. We update all (S $(2))  through Bayesian
inference:

1) a2 1) a2 ~(1) (2 P{T|5W, 5@}y p{sW 5@ i {2y
PASW, 8@ T} = P{SW, ST, B0, 12} = sy
where P{T|I{", 9} is defined in (42), the terms P{T]S™", S®} are derived in
the previous section and P{S™), 5(2)|f(T1),I}2)} is derived from (16).
Similarly, we update the total remaining interference-free time, T, , with re-
spect to the total length of the handshake time, including the synchronization delay,
tL = ths + tsyne, as it is measured by the TR node:

Frpism sen (1) = P{Trp > t + | Tor ™ > 41y =

= P{Tp, > t+tf, Th ™ > ¢, }/P{T<TR T > T ~ (45)

hs»
(TR,RR)
~ Fppjsm se)(t+ ths)/FRF\(S(l) sy ()

where the respective density functions are given in (28) and (29), and the approx-
imation is valid due to the relatively short WSN handshake time with respect to
the average WLAN cycle duration. Finally, from (42) and (45) we express the
probability that a packet of transmission duration ¢ will be successfully transmitted
as:

P{transmission success|T} = 3> F g, st s@)7(t) P{SY, SP|T, I 2y, (46)

where the summation is over all possible channel status S, §(2)

7 Numerical Performance Evaluation

We evaluate the performance of COG-MAC, based on the analytic model in Section
6, by comparing it to non-cognitive WSN MAC schemes that — similar to COG-
MAC — are controlled by duty-cycling. In particular, we consider an ALOHA-type
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Table 1: Parameter setup for the performance evaluation

Channel Model

Path-Loss Exponent (n) 3.0

Ref. Distance attenuation (Pp,) Isotropic (A\/(47)))?
Noise Power (0%;) -174 dB/Hz
WLAN Properties & Modeling

Bandwidth (Bwran) 22MHz (802.11x Channel)
Tx-Power 18dBm (22MHz Channel)
Tx-Power inside WSN band (Pwr,AN) 12dB

Max. back-off period (apxk) 700usec
Active period interval (aon, BoN) (0.8msec, 1.5msec)
White space Pareto scale (§) 0.3095

WSN & CC2420 Properties

Bandwidth (Bwsn) 5MHz Zigbee Channel
Tx-Power (PwsN) 1dBm
Tx-Rate (RwsN) 250kbps
Header Length [Packet overhead] (Lg) 13 bytes
RTS/CTS Length 6 bytes
Minimum SINR ({sir) 5dB
Receiver Sensitivity (v) -100 dBm

RSSI Dynamic Range 100dB

Tx/Rx Power Consumption (Pye™N) 55mW
Handshake Duration (tps) 768usec
Channel Sensing Model

Sampling Frequency (f;) 5MHz
Sensing Time (¢5) 16usec

False Alarm Constraint (ppa) 1072

Random Access MAC (RAND), where sensors transmit without any channel sensing
before transmission, and a standard 802.15.4-compliant carrier-sense (CSMA) MAC
scheme, where WSN nodes perform the standard channel sensing and RTS/CTS
handshake. The analytic models for CSMA and RAND are similar to that of COG-
MAC and are not presented here due to space limitation. Interested readers can
find them in [33], in Sections VII-A, VII-B, respectively. In addition, we evaluate
the effect of the channel model on the protocols’ performance, by considering log-
normal shadowing. Shadowing affects both channel sensing and interference and,
therefore, the resulting energy cost. We present the analytic model extensions for
COG-MAC and CSMA under log-normal shadowing in Sections VI-C and VII-A of
[33], respectively. Finally, to evaluate the importance of the handshake process, we
compare COG-MAC performance with and without RTS/CTS mechanism, derived
from the model in [28]. For all schemes we consider the normalized energy cost
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Figure 4: (a) Comparison of Cognitive and CSMA-based MAC over p and o, and
(b) normalized energy cost with respect to p for fixed WLAN Load (p = 16% and
60%)

metric under optimized transmission distance and packet size as defined by (13).
The default parameters of our reference evaluation scenario are listed in Table 1.

7.1 Comparison with RAND & CSMA schemes

Fig. 4(a) compares the normalized energy cost of COG-MAC and CSMA with re-
spect to the parameter p, the percentage of short WLAN back-off intervals, and
E[IW9] = 1%, the average length of white spaces, controlled by the shape pa-
rameter o of the generalized Pareto distribution. We set the observable load at
the receiving sensor at pfi, = 0.5. To consider random transmitter location we
randomize ﬁgc A» following a normalized binomial distribution, in [0, pg‘c Al In gen-
eral, increasing p or decreasing E [I (WS)} increases the load and consequently the
normalized energy consumption for both protocols. Fig. 4(a), however, shows that
COG-MAC significantly outperforms CSMA. In Fig. 4(b) we keep the load constant
at p = 16% and 60%, and increase the percentage of the back-off periods p. Even
in this case COG-MAC shows better normalized energy consumption compared to
both CSMA and RAND. The energy cost of COG-MAC is only marginally affected
by the growing percentage of back-off periods. In contrast, RAND and CSMA,
due to the fact that they have to optimize transmission parameters for the mixture
idle time distribution, cannot provide energy efficient communication for a large
range of p. Under high percentage of back-off idle periods RAND exhibits a perfor-
mance drop due to the absence of the RT'S/CTS mechanism, as failed transmission
attempts result in a high energy cost at the receiving nodes. On the contrary,
handshake-enabled protocols are more energy efficient due to a lower rate of packet
transmission failures.
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Figure 5: (a) COG-MAC - CSMA comparison with respect to the normalized energy
cost under log-normal shadowing and (b) fixed packet lengths.

7.1.1 Impact of channel shadowing

Fig. 5(a) compares COG-MAC to CSMA under log-normal shadowing channel
model and for various shadowing standard deviation (ogn) values. Shadowing on
the wireless channel degrades the WSN communication energy efficiency as it adds
uncertainty in both the WLAN spatio-temporal model estimation and the interfer-
ence calculation, and the degradation is significant for COG-MAC at high WLAN
load. Still, the large performance gap between the two solutions remains.

7.1.2 Impact of the RTS/CTS handshake mechanism

Fig. 5(b) compares the efficiency of COG-MAC with and without RTS/CTS ex-
change under increasing WLAN channel load — decreasing average white-spaces
duration — and for fixed and optimized WSN packet lengths. We observe that
RTS/CTS is always beneficial under optimized packet lengths. As discussed in Sec-
tion 7.1 the absence of the handshake mechanism degrades the energy efficiency
under high channel load. For fixed packet sizes the effect of RTS/CTS handshake
depends on the WLAN load. Under high load values, that is, under short expected
white-space durations, the increased performance due to efficient white-space dis-

covery is limited, thus, it does not compensate for the additional overhead of the
RTS/CTS mechanism.

7.1.3 Impact of the receiver observable load

Let us now investigate the effect of the observable load pf, on energy efficiency.
Fig. 6 compares the CSMA and COG-MAC normalized energy cost as a function
of p&., and for different p and E [I(WS)] values. For the CSMA scheme (Fig.
6(a)) the energy cost increases monotonically with the observable load, since the
interference-free time decreases. We can see similar trends for COG-MAC for low
p values in Fig. 6(b). On the contrary, at high p value the COG-MAC energy cost
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Figure 7: Normalized energy cost with respect to the absolute of error in p-
estimation, [p — p|. F [I(WS)] = 36msec (o = 0.025).

decreases at high pfi,, because in these scenarios COG-MAC can efficiently filter
the short back-off periods. As a result, COG-MAC can provide energy efficient
communication despite the limited sensing range, and can decrease the energy cost
with up to 66% compared to CSMA.

7.1.4 Sensitivity to the model parameters

COG-MAC may not be able to use optimal packet size and transmission distance
due to imperfect WLAN Local View parameter estimation and due to the limited
number of options that can be stored in the look-up table in the sensor memory.
Here we study the effect of estimation errors on the energy efficiency. We evaluate
the energy cost under a given WLAN activity model realization, while COG-MAC
variables are optimized in (13) considering erroneous p and o values. (The results for
the other model parameters are similar.) We present comparative results for CSMA
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and RAND. Fig. 7 shows the effect of the imperfect estimation of p, for low and
high p values. We see that COG-MAC is not sensitive to estimation error, unless
p is heavily overestimated, since the dual sensing filters out the back-off periods.
CSMA and RAND, however, need to take the short back-off periods into account
for the optimization, and therefore the imperfect estimation of p deteriorates their
performance.

Fig. 8 depicts the sensitivity of the performance on the estimation of o, the
shape parameter of the white space distribution. For the considered scenario CSMA
and RAND are not sensitive to estimation errors due to the high p value that
makes the estimation of the actual WLAN white spaces less important. COG-
MAC, however, transmits, primarily, in the white spaces, and therefore the over- and
underestimation of o leads to increased energy consumption. Still up to 50% error
in estimating o does not have significant effect on the energy cost. Based on [34],
this level of accuracy can be achieved by considering 100-1000 idle period samples.
This in turn leads to an estimation time in the order of 1-10 seconds, depending
on the average lengths of the idle periods. The low sensitivity to estimation errors
allows even the use of look-up tables with low granularity. These confirm that the
proposed approach with local channel estimation and parameter optimization based
cognitive access is a viable solution for sensor networks.

7.2 The effect of loose synchronization

In Fig. 9 we evaluate the energy cost of COG-MAC considering the case of imper-
fect synchronization of the TR and RR duty-cycles, based on the model in [33],
Section VI-B. We consider synchronization gaps uniformly distributed in (0, tgii%),
Eltsync] = tgyme /2. We show the effect of Eftsync] on the normalized COG-MAC
energy cost as a function of the WLAN load, for low and high p values. Since the
shifted double sensing procedures require more time, synchronization gaps decrease

the probability of successful handshake and reduce the interference-free time for
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Figure 9: Normalized communication energy cost with respect to increasing WLAN
load (decreasing expected white-space duration), for different average synchroniza-
tion offsets. F [[(WS)] = 60msec.

packet transmission, and therefore can increase the energy cost, as demonstrated
in Fig. 9(a). Fig. 9(b), however, shows that for high p values and low network load
synchronization gaps may slightly improve protocol performance. The time-shift of
the TR and RR sensing times increases the chance of detecting a WLAN transmis-
sion after undetected active period and back-off time, and consequently increases
the probability that the transmission happens in WLAN white space. All in all,
synchronization offsets in the order of 100usec have only a slight impact on the
protocol performance.

8 A Simulation Study of COG-MAC

The model-based evaluation in Section 7 is subject to the two assumptions, i) the
WLAN sources are uniformly distributed around the TR, and 4i) the consecutive
handshake and packet transmission attempts in COG-MAC observe independent
WLAN channel status. In addition, to simplify the derived analytical expressions,
we made three approximations in the model, in (10), (37) and (45). We present,
here, a simulation study of COG-MAC, where the above assumptions and approxi-
mations are removed to see their effect on the protocol performance. Moreover, we
evaluate COG-MAC in a multihop WSN.

8.1 Implementation and simulation scenario

We simulate the coexisting networks in the NS-Miracle framework [36]. The 802.11b-
compliant NS-Miracle module is used for the WLAN nodes. For the WSN COG-
MAC module we implemented model estimation, sensing, access control and packet
reception model, as described in Sections 3,5. WSN packet losses trigger retrans-
missions, occurring at consecutive duty-cycles of 50msec length. We consider a
single WLAN AP area with a limited set of wireless terminals (WT), operating in
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Figure 10: (a), (b) Comparison between numerical and simulation results for COG-
MAC under various p, o parametrization sets and (c) average handshake and trans-
mission attempts with respect to increasing percentage of back-off periods, param-
eterized by the WSN duty-cycle duration.

the high SNR regime. We inject WLAN traffic by generating a packet stream that
creates a sequence of idle and active periods that follow the proposed parameterized
Global View model, and assign the packets to the WTs and the AP independently
at random. To simulate a practical case we allocate 50% of the injected packets to
the AP, assigning the rest, uniformly, at the WTs. We consider saturated buffer at
the WSN TRs to minimize simulation time.

8.2 Model validation

We perform controlled experiments for a set of WLAN traffic parameter pairs
(p, E[IW9)]) as follows. For each experiment we first place a single RR sensor
uniformly at random at a distance lower than Rcca from the AP and deploy 10
WTs uniformly at random outside the A& ,. Thus the RR observes 50% of the
WLAN traffic (ngA = 0.5). We determine the optimal distance r* and the packet
size for possible ﬁgCA values by the optimal solution of (13), and place the TR
randomly on circle with radius r* around the RR. Clearly, this topology leads to
non-uniform WLAN source distribution around TR. To achieve statistically mean-
ingful averages we randomize the location of the RR and the 10 deployed WTs for
100 simulation runs within each experiment. Each simulation run terminates when
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the TR sensor completes the transmission of 500 packets, or, alternatively, when the
simulation time exceeds 1000 seconds. The energy cost is calculated based on the
number of the handshake and transmission attempts that each packet experiences.

Fig. 10 compares the simulation and analytic results for the normalized energy
cost with respect to p (Fig. 10(a)) and with respect to increasing WLAN load p, by
decreasing the expected white space durations (Fig. 10(b)). Despite a slight overes-
timation of the communication energy cost by the analytic model, we can conclude
that the model sufficiently captures the performance of COG-MAC. The analytically
evaluated performance of CSMA is also plotted for the sake of comparison.

Fig. 10(c) shows the effect of the duration of the WSN duty-cycle on COG-MAC
performance, and thus evaluates the modeling assumption of independent WLAN
channel status at the consecutive dual sensing events. We consider the average per
packet handshake and transmission attempts for duty-cycle periods from 15ms to
100ms. The WLAN load increases with p, while E[I"®] = 36msec. As the duty-
cycle duration increases above 50msec, the simulated performance matches closely
the analytic one, and for 100ms the performance difference is negligible, that is,
the time between successive handshake or transmission attempts is long enough for
COG-MAC to experience uncorrelated channel conditions. As the practical WSN
duty-cycles are usually much longer than the ones we consider, we conclude that
the assumption of independent WLAN status during consecutive COG-MAC cycles
is practical.

8.3 Multihop COG-MAC performance analysis

Finally, we study the impact of COG-MAC on the energy efficiency of multihop
WSN communication under WLAN interference. COG-MAC with energy optimized
shortest path (SP) routing is compared to a benchmark solution with CSMA /CA
and the widely accepted Collection Tree Protocol (CTP) [37], that finds the shortest
path with the expected number of required transmissions per packet as the link
weight. In COG-MAC the optimal packet sizes may differ for the links along a
shortest path. To avoid the need for packet fragmentation, the packet size is chosen
at the source node as the minimum of all optimal packet lengths along the path.
Packet size is selected similarly for the benchmark system.

As shown in Fig. 11, we consider a square WSN grid with 5m inter-node distance,
and a source and a destination node in the opposite corners. We place the WLAN
AP in the center of the grid, and many of the WTs close to the AP, to generate
a heterogeneous spectrum occupancy, with higher load around the center. We
compare the performance of the two solutions for a constant I(WS) and increasing
p value, i.e., increasing WLAN load. Fig. 11(a) shows the transmission paths for
two case studies with p = 0.2 and p = 0.8, respectively. For low p value, that is, low
WLAN load the shortest paths are identical and traverse along the line connecting
the source and destination node. For high load, however, the CSMA based solution
needs to avoid the area around the AP, and redirects the transmission path to the
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borders, where the WLAN interference is lower. At the same time COG-MAC can
safely transmit along the diagonal. Fig. 11(b) gives the normalized energy and
delivery delay per transmitted bit over the source-destination transmission path.
The COG-MAC based solution outperforms the benchmark system, particularly
when the back-off period percentage increases but the WLAN load is still moderate.
We can conclude that COG-MAC leads to significant energy savings and lower
delays in multihop WSNs, and, additionally, to optimal routes that are insensitive
to WLAN load changes.
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Figure 11: (a) Topology and transmission paths for COG-MAC and CSMA-based
cross-layer schemes under different percentage of WLAN back-off periods, p. (b)
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9 Conclusion

In this paper we proposed COG-MAC, a cognitive MAC scheme for energy efficient
WSN operation under WLAN coexistence. The proposed scheme is based on con-
trolling the interference from the coexisting WLAN by predicting its behavior with a
smart channel sensing mechanism that takes into consideration the WLAN channel
usage model. Energy cost minimization is achieved by optimizing the WSN single-
hop transmission distance and packet length, based on the estimated parameters of
the WLAN channel usage model. To solve the optimization problem we derived an
analytic model for the successful single-hop WSN packet communication. Through
numerical evaluation we showed that COG-MAC significantly outperforms other
MAC protocols, especially in case of severe WLAN interference. The evaluation
also revealed that both COG-MAC optimization of packet size and transmission
distance and smart channel sensing are key mechanisms for increasing energy ef-
ficiency. We also presented simulation results to demonstrate the accuracy of the
analytic model and to show that COG-MAC achieves significant gains even in mul-
tihop environment. Consequently, COG-MAC provides a distributed solution, that
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exploits existing functionalities available in current commercial sensor hardware,
and archives energy-efficient communications in the presence of coexisting WLAN
networks.
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Discrete Stochastic Optimization Based Parameter
Estimation for Modeling Partially Observed
WLAN Spectrum Activity

Ioannis Glaropoulos and Viktoria Fodor *

Abstract

Modeling and parameter estimation of spectrum usage in the ISM band
would allow the competing networking technologies to adjust their medium
access control accordingly, leading to the more efficient use of the shared
spectrum. In this paper we address the problem of WLAN spectrum activity
model parameter estimation. We propose a solution based on discrete stochas-
tic optimization, that allows accurate spectrum activity modeling and can be
implemented even in wireless sensor nodes with limited computational and
energy resources.

Index terms— cognitive networks, WLAN spectrum activity, discrete stochas-
tic optimization

1 Introduction

Emerging wireless technologies for local and personal area communication all use the
open Industrial, Scientific and Medical (ISM) band. While the variety of introduced
solutions increases, the protocol stacks are usually optimized for a given application
area, and at the same time assume the exclusive use of the spectrum space. However,
most of the time the different technologies coexist, and communication efficiency
and performance guarantees can only be achieved, if the networks have cognitive
capabilities [1], that is, they are aware of each other and optimize their transmission
parameters and communication protocols accordingly.

Key technologies operating in the ISM band are the IEEE 802.11 wireless local
area networks (WLANs). As WLAN carrier sensing is designed to detect WLAN
signals, it is blind towards the low power, narrow band WSN transmissions. Conse-
quently, if the WSN does not adjust itself to the WLAN operation, it will experience

*I Glaropoulos and V. Fodor is with the Access Linnaeus Center, School of Electrical Engineer-
ing, KTH Royal Institute of Technology, Sweden. Email: {ioannisg,vfodor}@kth.se.
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harmful interference from the WLAN, while the WLAN itself is not affected signif-
icantly by the narrow band low power WSN interferers.

Previous work in the area of cognitive WSNs includes proposals for novel carrier
sensing and medium access control, and the characterization of the channel usage
in WLAN cells. In [2] the interfering technology is identified based on spectral
signature. In the case of WLAN interferers, the sensors force the WLAN to back
off by sending short, high power jamming signals. The POMDP framework [3]
introduces the concept of partial channel knowledge and proposes optimal sensing
and channel access strategies considering a Markovian channel occupancy model. A
Markovian model, however, may lead to suboptimal WSN operation, and therefore
several works deal with a more accurate channel characterization, considering sub-
geometric [4], hyper-exponential [5] and Pareto [6] idle time distributions.

In [7][8] it is recognized, that the characterization of the idle time can lead to
more efficient cognitive access control, if it captures the two basic sources of WLAN
inactivity, the short, almost uniformly distributed contention windows and the long,
heavy-tailed white space periods, when the WLAN users are inactive. We follow
this approach in our previous work, where we propose cognitive medium access
control and next hop selection for the WSN [9], given the known WLAN channel
idle time distribution. In [10] we define the Local View model of WLAN channel
activity that extends the solution of [7] and takes into account the limited detection
range of the WSN nodes, and propose computationally efficient ways to estimate
the model parameters based on time limited continuous sensing at the sensors.

In this paper we provide a deep analysis of the Local View parameter estimation
based on discrete stochastic optimization. We follow the approach presented in [11],
show that the algorithm converges almost surely to the optimal parameter set, and
evaluate how the size of the state space, the size of the sample set and the number
of iterations affect the estimation accuracy.

The rest of the paper is organized as follows. Section 2 defines the considered
networking scenario along with the WLAN channel activity models and formulates
the parameter estimation as an optimization problem. In Section 3 we give an
overview of the discrete stochastic optimization algorithm proposed in [11]. In Sec-
tion 4 we show that the algorithm converges in the case of the considered parameter
estimation problem and in 5 we evaluate the performance of the algorithm under
practical constraints. We conclude the paper in Section 6.

2 WLAN Idle Time Modeling

We consider an IEEE 802.15.4 compliant WSN operating in the transmission area of
an [EEE 802.11 WLAN. The transmission power of the WLAN terminals is orders
of magnitude higher than that of the coexisting WSN, and the WLAN terminals are
blind towards the WSN transmissions. The protocol stack of the energy constrained
WSN is enhanced by cognitive functionality to optimize the WSN operation. To
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fa(®)

Figure 1: The Global View model with all channel states and the reduced two-state
semi-Markovian model.

perform cognitive control, the WSN needs to know the WLAN channel occupancy
distribution. For this, the sensors perform continuous sensing and collect samples
of busy and idle WLAN period lengths. The sensing is based on the usual Clear
Channel Assessment (CCA) process with energy detection, resulting in a limited
sensing range.

According to [7][8], the Global View of WLAN channel occupancy can be mod-
eled by a semi-Markovian system of Active and Idle periods. Figure 1 depicts all
the states of the WLAN channel and their merging into a two-state semi-Markovian
chain. The states of Data, SIFS and ACK transmission are grouped together into a
single Active state, while the states that represent the WLAN Contention Window
period (CW) and the WLAN White Space (WS) due to user inactivity are merged
into a single Idle state. The sojourn times in the Active state can be modeled by the
uniform distribution fa(t) within [aon, Son]. The idle period distribution, f7(¢), is
a mizture distribution with a weight p, that is f1(t) £ p- fEV () + (1 —p)- FV5(¢).
fEW(t) is the distribution of the CW periods, and can be modeled with a uni-
form distribution within [0, agk]. The WS periods, however, exhibit a heavy-tailed
behavior, and their distribution fIWS (t) is well approximated by a zero-location
generalized Pareto distribution with parameters (&, o).

Thus, the distribution of the sojourn time in the Idle state, f;(t), is given as:

—_1_q
p.1+(1_p).1<1+£t)( ) ) t < apk
fI (t) A ABK g S (2
1 t (_ £ 1)
(1—p)<1+£> t > apk
o o

This Global View, however, is not fully observable at the individual sensors, that
can detect WLAN transmissions only within a given detection range. Therefore, in
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Figure 2: The 3-state semi-Markovian chain and its 2-state equivalent for the Local
View channel activity modeling.

[10] we define the Local View, that describes the WLAN channel occupancy as seen
by an individual sensor. Assuming that consecutive WLAN transmissions are not
correlated, we introduce a 3-state semi-Markovian system (Figure 2), distinguishing
between detected, and un-detected WLAN activity, that occurs with probabilities
pcea and (1 — peca), respectively. To model the observable sojourn time distri-
butions f;(t) and f;(t) we define the 2-state Local View model by merging the
states at which the sensor detects an idle channel. It holds that f;(t) = fa(t), but
fi(t) # f1(t), Vpcca < 1.

Our objective is to estimate the parameters of f4(¢) and f7(t) and the observable
load, pcca, from a set of samples of f;(t) and f;(t) obtained through channel
sensing.

As the active period distribution, f;(¢), is uniform, its parameters aon and
Bon are estimated by the lowest and the largest measured active period according
to Maximum Likelihood Estimation (MLE) and the maximum back-off time, apk,
is given by the WLAN specification. The estimation of the rest of the parameters is
more difficult. An idle channel period observed by an arbitrary sensor consists of a
random number of WLAN “cycles”, that is, consecutive idle and un-detected active
periods, followed by an additional idle period. The locally observable idle period
distribution, f;(t), is, therefore, a function of the idle and active time distributions
f1(t) and fa(t), and of the observable load, pcca, and can not be expressed in a
closed form, even if f4(¢) and f&% (¢) are known.

As we show in [10], closed form expression exists in the Laplace domain and,
therefore, we propose to estimate the parameters of f7(¢) in the Laplace domain.
Since according to the semi-Markovian Local View model the number of consecutive
WLAN cycles is geometrically distributed, the Laplace Transform (LT) of f(t)
obtains the following form:

I Pcca
Fr(s) =11 ( )1—(1_pCCA)f}F(5)fZ(S)7 (1)

where f7(s), fi(s) denote the LT of f;(t), fa(t), respectively.
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3 An Algorithm for Discrete Stochastic Optimiza-
tion for Parameter Estimation

In this Section we review the algorithm for stochastic optimization introduced in
[11], that we use to estimate the parameters of the Local View model. First we define
the necessary notation and then we give the stochastic optimization algorithm, along
with the constraint on convergence.

Let us define by IC = {K1, K, ..., K } the discrete space of the different alterna-
tives. The number of discrete states, K = |K|, is finite. The optimization problem
we aim at solving is of the following form:

Y= i =FE|X . 2
" = arg iy {c(n) = E[Xc, ]} 2)
That is, the function ¢(n) can not be evaluated analytically and needs to be esti-
mated through a sequence of random samples {Xx, }. We denote by:

L={Ly,..Lr}CK (3)
the set of global minimizers of the function ¢, that is:

VL, € LK, e K\ L, ¢(L;) < c(K,,) and (4)
Vi,j=1,2,...,L, ¢(L;) = ¢c(L;).

In the following we give the original stochastic optimization algorithm as it is
proposed in [11] (Algorithm 1). The search process starts from an arbitrary state,
K;. In each iteration step, m, it selects a new state K; uniformly at random and
obtains the observation of a random variable Zlei K o compare the two states.
The value of this random variable can depend on the two states and on [,,, which
is a function of the iteration step m. The algorithm moves to the new state if
AN}

"Let denote K, the state after iteration m and @,,,(K,,) the “popularity” of state
K, € KK, i.e. the number of times the algorithm has visited state C,, until iteration
m. The output of the algorithm, ¥, is chosen as the most visited state.

It is shown in [11] that the algorithm converges almost surely to a minimizer,
i.e. a member of L, after sufficiently large number of iterations, if the following
conditions hold:

Condition 1. For each K;,K; € K and | € N, there exists a random variable
Zl(lciﬁ]cj) such that the limit lim;_ o P{Zl(’ci%’cj) > 0} exists for all K;,K; € K
and for all IC; € L, K; ¢ L, K, # K, Kj, and I € N,

lim P{z& %) S 0y > lim P{z™ 7R S oy, (5)
—00 —0o0

lim P{z"*7*) > 0} > lim P{z"" ") > 0}, (6)
=00 l—o0
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Algorithm 1 A global search for discrete stochastic optimization [11].
Step 0:
Select a starting point ICy € IC.
Qo(Ko) + 1 and Qo(K,,) « 0,VK, € K,K,, # K.
m < 0 and K, + Ky. Go to Step 1.
Step 1:
Generate a uniform random variable 7, such that for all IC,, € IC,K,, # K,
Im + K,, with probability ﬁ Go to Step 2.
Step 2:
Generate an observation R,, of Zl’fn m=TIm
if R,, > 0 then
ICm+1 — jm
else
’Cm+1 — K-
end if Go to Step 3.
Step 3:
m < m+ 1, Qm(’cm) — Qm—l(lcm) + 1 and Qm(lcn) A Qm—l(lcn) for all
Kn # K.
if Qm(Kim) > Qm(Kr,_,) then
Ky — K.
else
Kr o+ K

m—1

end if Go to Step 1.




135

(Kj—=Kn

hm P{Z(’C i=kn) < 0} > hm P{Z, ) < 0}. (7)

Condition 2. {I,,} is a sequence of positive integers such that l,, — 0o as m — oo.

Condition 3. The Markov matrix P defined in the following equations is irre-
ducible.

P(Ki, Kj) = 7 limy o0 P{Z5 %) > 0}
v’cialcj € ’CvK:i 7& ICJa
: Ki—K;
P(Ki, Ki) = g 2ok, er\ (i} Moo P{Zz( ) < 0}
VK; € K.

4 Local View Parameter Estimation

4.1 The Estimation Process

We apply Algorithm 1 to estimate the parameters of f7(t). We discretize the model
parameters £, 0 and p within the reasonable intervals, and define the state KC,, as
the set of model parameters:

Kn £ (f?ugnypn) .

The fourth model parameter, pcca, is uniquely determined through Moment Eval-
uation (ME) by the sample mean of the observable idle periods (&) and the rest of
the parameters, i.e.

POéBK + - Pg) + OZON‘Q'FBON
i+ (XON;‘BON

pcca =

We would like to determine the optimal state, * € IC, that is the optimal
model parameter set K* £ (¢£*,0*, p*), that minimizes the Mean Square Error
(MSE) between the Laplace transform of the idle distribution, f7(s), and the LT
given by the system state, f}‘(s;lCn)7 over § = {s1,89,...55}, the finite discrete
subset of the s-domain, that is,

S
(€0, ") = arg min_ ¢ S (f7(s0) — fi (w3 ). (8)
nek §

As f IT (s) is not known, it needs to be evaluated through the idle period samples
obtained by channel sensing.

To ensure fast parameter estimation, we propose to run the estimation process,
that is, Algorithm 1 parallel to the channel sensing. That is, in each iteration step,
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m, N, new idle period samples are integrated in the empirical LT. The total number
of samples integrated up to iteration m is Ny, = >°7" ) 1. We define the empirical
LT, f7 (s;Nm), of the observable idle time distribution directly from a set of Ny,
measured idle period samples, (t1,...,tn,,) as

£3.(s; N Z st (9)

Comparing the general expression in (2) and the Mean Square Error minimiza-
tion problem in (8) we have:

S
Xy, = MSE(Y) = Z [fe(sis N) = £7 (353 Kn)], VK, (10)
;.;:

where MSE;N ) denotes the MSE calculated with the N samples, and, consequently,

e(n) = B | & T_ol(f7(5: N) = fi(s:Ka))?]] =

(11)
S * *
= % > ko El(fre(si N) — f7(s; Kn))?)-
Accordingly, for Algorithm 1 we select [,,, = N,;, and define:
zM 7 2 Xy — X, = MSE{™) — MSE{™), VK, K € K. (12)

That is, in our algorithm, the process moves to the new state K; if the MSE is
decreased this way.

4.2 On the Convergence of the Estimation Process

To prove that the proposed parameter estimation algorithm solves the optimization
problem in (8), we proceed as follows. The proof that Condition 2 holds is trivial;
since {l,,} defines the number of samples that are integrated in the empirical LT
calculation until step m, it is a sequence of integers that tends to co as m — oo.
With Lemma 1 we prove that f}‘e(s;N) is an unbiased estimator of f7 (s), and
converges to f}" (s) as N — oo. Based on Lemma 1, we prove with Corollary 1
that the minimization of ¢(n) solves the original problem in (8). Lemma 2 proves

that the particular selection of the random variable Z, (Ki=K) ,VK;, K; € K satisfies
Condition 1. Lemma 3 shows that in our problem Algorlthm 1 converges to the
optimal state, bypassing the requirement for Condition 3 to hold.

Lemma 1. The empirical Laplace Transform as a function of N i.i.d. samples
{t1,....,tn} can be approximated as

N
er 53 N Z Stl'
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and is an unbiased estimator of f*(s), converging to f*(s) as N — oo.

Proof. We, first, generate the empirical distribution function, F,(t; N') based on the
N collected time period samples, T = {t1,...,tn },

#samples in T < ¢

It is known that F.(¢; N) converges almost surely to the actual CDF, F(¢), as
N — oo, based on the strong law of large numbers. In addition, F.(t; N) is an
unbiased estimator of F(t), i.e. E[F.(t; N)] = F(t). Fe(t;) — Fe(t;—1) is, then, an
unbiased estimator for P{t € (t;_1,¢)} = F(t;)) — F(ti—1), 1 =1,2,...,N. We
define the empirical density function, f.(¢; N) being non-zero only on the set T, as
follows:

Z c(tiyN) — Fe(ti—1; N)]6(t — 1),

=1

where §(t) is the Dirac function and by convention tg = 0, F.(t9) = 0. Clearly,

lim chtl, Fo(ti—1;N) = f(t;)dt

N—oo,t;—t;_1—
and so

th%ooZz 1[ c(tyN) = Fe(ti-i; N)o(t — ) =
= [, fQ)o(t — t)dty = f(¢),

consequently f.(t; N) converges to the actual pdf. The empirical Laplace Transform
is defined as

FA(s;N) & | fo(t; N)e *dt.
/

Since F,(t;) — Fe(t;—1) = 1/N, the above becomes
FrsN) = [0 Lot — t)estdt =
=20l & Joo 8t — et = 33T e

The convergence of f*(s; N) is ensured due to the convergence of f.(¢; N). Finally,
1
=3 N Ele M = Ble™ = 1 (s), (13)
1=1

so f*(s; N) is an unbiased estimator of the LT transform. O

Corollary 1. The minimization of ¢(n) in (11) solves the original problem in (8).
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Proof. We have:
) = T B | (£, o053 - f(s058) | =
— 30 B | (M) = 287, N (K +
+ (f}f(sk;ICn))Q _
LB | ()| - 200 (s )+
+ (f;(sk;icn))Q.

For N — oo it holds from Lemma 1 that Var [ ff (sg; N )} = 0, and consequently,
2 2
E {(f;‘e(sk;N)) ] =F {f}‘e(sk;N)} , 50 ¢(n) converges to & Zk ol f7(sk)—f7 (sk;Kn))2.
O
Let us now prove, that Condition 1 is satisfied.

IC%IC)

Lemma 2. Let us select a random variable Z; as follows:

z %) = MSEE) — MSEE™.

The variable foiﬁlcj) satisfies Condition 1.
Proof. We start with showing that (5) is satisfied. Let KC; € £, IC; ¢ L, so that

S

S
& D U0~ T K < g D (7 ()~ F7 (s3:.K))? (14)
k:

k=0

We show, first, by direct computation that the mean of Z (Ki=Ks) , defined in (12)
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is negative.

E[Zl(jfi—ﬂcj)] _
= E[MSE(“") — MSE{™)] =

B[ Zk o (Fro(skilm) — f1 (k1 Ki))? —

_§ Zk:o (fTe(sk5lm) — fT (Ska’Cj))2]
= LB (F1(silm) — F1(sk3 K0)? —

— (o (skilm) = 7 (s81KC))%)
:lE[Zk 0(2ffe(sk7 ) fI(Ska’C) f}k(sk;’Cj))'

(fi(sws Kg) = Fi (515 Ka)]
= L3 (i (s Ky) — fi(sis Ka)) -

E2f7.(sk;3lm) — 1 (515 Ki) — f1 (sk3 )]
D LS8 (i (su: k) — 17 (1K)

(2f1(5k) fI(SkaKi)_f}k(sk§’Cj))
= L300 (Fr(sk) = Fi (sks Ka))* = (FF (si) = F (s K)))

(14)
< 0.

. Ki—Kj) . . . .
We now show that lim; Zl( ki) i symmetric around its mean. We write:

ZKi=K5) _

Im,

=53 Zk o (fle(skilm) — f7 (13 Ks ))2 -
_E Zk:o (fle(sks lm) — ST (sk,le))Q
= L3000 (ff (swibm) = fi (sk: K) = f (sx:K))) -

(fz*(sk;]C ) = S (s Ki))

=53 Zk 0 2f7e (83 tm) (f7 (313 K5) — f7 (sw3 Ki)) —

— L3 (Fr (sks ) + fi (sw5 Ka)) -

(7 (s ) = f7 (sw3 Ki)) -

The second term is deterministic and, thus, excluded from the calculations. We
concentrate on the first term.

m,

()c —K;) SZQer Skilm) (7 (585 KC5) — f1 (885 KC2)) (15)

m —spt]
i . e
lm

As shown above the empirical LT is generated as f7.(sg;lm) = We
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rewrite (15) as

(K:i —>)Cj )

lrn

S Zk 0 2f7e (s lm) (fT (883 KC5) — f1 (583 K5))
=3 lm Zk 0 szl 2e K1 (f7 (515 K5) — f7 (585 K4))
=yt [ S 2 (f (ki K) — F (s K))]

Since the variables ¢; are i.i.d. so are the variables
5.9
Z§ e (f (15 K5) — f1(s15K4)) - (16)
k=0

As a result, the variable % 2521 glj ‘ approaches a Gaussian distribution, due to

the Central Limit Theorem, and becomes, thus, symmetric around its mean value.
Consequently, the limit lim;, oo Wl(:f"_”c")

does lim;,, o Zl(}C i~k . Since, additionally, E [Zl(fiﬂlcj)} < 0, it follows that

is symmetric around its mean, and so

P{Z <0} > Pz s oy, (17)

Z(KimK)) (K;—Ks)
m

From the last equation, along with P{Z,
Eq. (5).

We proceed with showing that (6) is satisfied. For that, we need to show, first

that the variance of Zl(:"ﬁlcj )

Var [Zl(f"ﬁ’cj)}
= Var [MSE{") - MSE(™|

= Var[L S5 (1563 lm) — F1 (513 Kn))”
— (fio(skilm) = £1 (513 K5))%]
= Var[L 0o (2fF (st lm) — F1 (513 KCn) — f1 (03 K5)) - (FF (s KC5) — F7 (335 K)))]

(}C,LH’C )

<0} = P{Z ) > 0}, follows

is finite. By direct computation we obtain:

We neglect the deterministic term in Z; , resulting in the expression

Var{ Zk 0 2f7. (55 bm) (ff (583 1C5) — f}k(sk;’Cn))}
= Var [ 125 X0 S e (f7 (515 K5) = 7 (505 K))
= () var i),
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where g/ is given as in (16). For the time distribution that we consider in [10],

Var(t;] is finite, as a result Var[e=*¥"] is finite. Consequently, the variance of g;" is

finite as as summation over non-independent variables indexed by sg:

G (s1) = e (i K) — F7 (s5K)

where
Var {gl"j(sk)} =
= 57 (7 (k5 K5) = f7 (5w K))” Varle™11] < oo,
Var [glm} = Z Z Cov [gl"] (sk). 9" (50)] < 0.
s =0s,=0
Since Var[g," 7] < 00, and the g,” areiid., it is clear that
Consequently,

lim Var 2] < 0.

Ly —>00

For i,n € L it, then, holds

lim P{z" %) >0} > Jim P{z7%) > 0y =,

L —>00
since
B[z )] <.
Forn ¢ L
lim P{Z" 7 >0y =1> lim P{z 7% > 0},
L —00 L L —00
since

E[z7*01 > 0.

m

(18)

(19)

This proves statement (6). Finally, the proof of (7) follows from the proof of (6)

and from
p{z ) <0y =
= P{MSE} — MSEr }P{Z 7" > 0},
Vi, n e K.

(20)
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Lemma 3. Algorithm 1 converges almost surely to a minimizer state.

Proof. Consider, first, the case when Condition 3 holds. Since Conditions 1,2 hold
as well, the requirements for convergence, according to Theorem 3.1 in [11] are
satisfied and Algorithm 1 leads to mean square error minimization. Consider, now,
the case when Condition 3 does not hold. Assume IC,, ¢ L. If K,, is transient, then
with probability one the sequence {I,,} of visited states will not converge to K,, as
m — 0o. Assume now that IC,, is positive recurrent. By (19) in Lemma 2 we have
that lim;, o0 P{Zl(f"_”ci) >0} > 0,VK; € L. Consequently, {I,,} and all states
of £ belong to the same communicating class, denoted by KI, as well as all the
other positive recurrent KC; ¢ L states. The system is thus reduced to a set of states

KI. Clearly, Condition 1 holds for all states in /C?, and a result, the requirements
for Theorem 3.1 in [11] are fulfilled. O

5 Performance evaluation

The performance of the discrete stochastic optimization based parameter estimation
depends on the granularity of the state space, IC, and on the number an the location
of the s-domain points, on which the empirical and the analytic LTs are compared,
for the MSE calculation. These parameters affect the accuracy of the parameter
estimation, even if the optimal parameter vector is determined by exhaustive search.

In addition, we consider a limited idle period sample size, and terminate the
algorithm when all idle period samples are integrated. This on one hand minimizes
the time spent for parameter estimation, but on the other hand, does not ensure
that the algorithm finds the optimal parameter vector. To evaluate the achievable
estimation performance, we perform parameter estimation with exhaustive search
and with early termination, considering a large set of model compliant traffic traces.
We select 10* (£, 0,p, pcca) parameter vectors, generate a sequence of idle and
active periods for each vector, and run the estimation algorithms. The parameters
are randomized according to Table 1, to cover a wide range of traffic patterns. For
the evaluations presented here we fix S = 10,5, € (10°,10°),1 < k < S, and
integrate one new idle period sample in each iteration step.

As stated in Section 2 it is assumed that the f4(t) parameters can be estimated
correctly and apk is known. We measure the estimation accuracy by calculating
the mean absolute error (MAE) of the p and pcca and the mean percentage error
(MPE) of the £ and o estimation.

As the number of idle period samples affects the time needed for continuous
sensing and in our case even gives the number of iterations of the optimization
algorithm, it is one of the main design parameters to be considered. Therefore we
evaluate the parameter estimation performance for 10% and 10* idle period samples
and iteration steps. In addition, to evaluate the effect of the size of the state
space of the discrete optimization we change the granularity of the state parameters
{&;,04,p;} from 107! to 1072,
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Table 1: Model Parameters

Parameter Distribution Min Max Mean StdDev

£ Truncated Gaussian 0.1 0.4 0.3095 0.1
o Truncated Gaussian le-4 0.1 0.02 0.2
P Uniform 0.1 1.0

pcca Uniform 0.1 1.0

QAON Uniform 0.0008  0.001

BoN Uniform QoN 0.0015

QBK Deterministic 0.0007

Figure 3 compares the estimation accuracy of {£, o, p, pcca} under exhaustive
search and with stochastic optimization with early termination. Considering the
number of integrated samples, we can see that the increased number of samples
improves the estimation accuracy under exhaustive search. At the same time, an
increased state space does not necessarily lead to better estimation accuracy. The
estimation accuracy may increase with increased state space for a while, in this
interval the minimizer is found, and the increased granularity means lower MSE.
However, as the state space is further increased, the minimizer can not anymore
be discovered in the limited number of iterations, and therefore the estimation
accuracy drops. Therefore, the state space size has to be selected carefully, taking
the expected number of samples into account.

The results show that the performance of the proposed algorithm is comparable
to the one of the exhaustive search. A number of samples in the range of 10* and
parameter granularity of 1072 — 10~ gives an estimation accuracy that is sufficient
for the cognitive control as it was shown in [9], while it allows acceptable sensing
times, and a state space size that is implementable on sensor devices with limited
memory.

6 Discussion

In the heterogeneous networking environment of the the open ISM band the pre-
diction of the availability of the wireless resources is a key enabler for the design of
energy efficient wireless networks. In this paper we considered the issue of WLAN
and WSN coexistence. In this case WSN transmissions suffer from WLAN inter-
ference, because the WLAN carrier sensing does not detect the low power, narrow
band WSN transmissions. The sensor network can avoid this interference, if it can
characterize the channel occupancy, and tune its transmission parameters accord-
ingly.

We described a semi-Markovian model of the WLAN channel occupancy, as
observed by the individual sensor nodes and proposed a discrete stochastic opti-
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Figure 3: The accuracy of the LT-based estimation with respect to the number
of iterations, and the granularity of the state space. Exhaustive search results are
shown for comparison.

mization based algorithm to estimate the parameters of the idle time distribution
in the Laplace domain. We showed that the proposed solution can achieve the
required estimation accuracy by sequentially integrating the measured idle period
samples and by simultaneously searching for the optimal parameter vector. We can
conclude that the required idle time sample size allows limited sensing times and
the parameter granularity can be low enough for the algorithm to be implemented
in resource limited sensor nodes. Therefore the proposed algorithm can support the
development of cognitive medium access control and routing in WSNs.
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Closing the gap between traffic workload and
channel occupancy models for 802.11 networks

loannis Glaropoulos, Alexandre Vizcaino Luna, Viktoria Fodor,
and Maria Papadopouli*

Abstract

The modeling of wireless network traffic is necessary to evaluate the pos-
sible gains of spectrum sharing and to support the design of new cognitive
protocols that can use spectrum efficiently in network environments where
diverse technologies coexist. In this paper we focus on IEEE 802.11 wireless
local area networks and close the gap between two popular levels of modeling,
macroscopic traffic workload modeling and microscopic channel occupancy
modeling. We consider traffic streams generated by established traffic work-
load models and characterize the networking scenarios where a simple, semi-
Markovian channel occupancy model accurately predicts the wireless channel
usage. Our results demonstrate that the proposed channel occupancy model
can capture the channel idle time distribution in most of the scenarios, while
the Markovian assumption can not be validated in all cases.

Index terms— 802.11 networks; traffic models; channel occupancy models;
statistical validation.

1 Introduction

Spectrum sharing among diverse network technologies has been introduced as a
promising solution to increase the efficiency of spectrum utilization in wireless en-
vironments, and thus ease the problem of spectrum scarcity. One of the key com-
ponents of efficient spectrum sharing is cognitive medium access control, building
on the knowledge of the channel usage patterns of the coexisting networks [1].
Therefore, traffic workload and channel occupancy models, either considered to be
known [2] or derived on-line [3], are necessary for protocol design and channel access
optimization. The issue of network coexistence in the open ISM band is particu-
larly relevant due to the proliferation of diverse low-power wireless technologies,
all sharing the ISM spectrum with the high-power Wireless Local Area Networks

*1. Glaropoulos, A. Vizcaino Luna, and V. Fodor are with the KTH, Royal Institute of Tech-
nology, Sweden. M. Papadopouli is with the University of Crete, Greece.
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(WLANSs). Accurate WLAN modeling enables these low-power technologies to al-
leviate harmfull WLAN interference [4] and to ensure an effective use of the shared
open spectrum [5][6].

WLAN modeling can be classified in two main categories, based on the consid-
ered time scale, traffic workload modeling and channel occupancy modeling. Traffic
workload studies involve stochastic analysis and modeling of high-layer traffic statis-
tics, such as user arrival and departure process [7][8][9] and client-generated flow
statistics [10][11][12], the characterization of user traffic [8][13] or the user mobility
[14][15]. In these studies WLAN measurement data is collected via active probing
or passive network monitoring, followed by the statistical processing of the collected
data, when analytic probability distributions are fitted to the empirical traces. Traf-
fic workload models are often specific to a given networking scenario, for example,
[16] considers a campus-wide WLAN and provides detailed multi-level, campus-
wide WLAN traffic modeling where both session and flow statistics are collected
and fitted to analytic distributions. Although sufficiently realistic, these approaches
capture the behavior of WLANSs only at a macroscopic level.

Contrary to traffic workload modeling, channel occupancy studies aim at mod-
eling directly the short term temporal behavior of the channel status in WLAN
networks. They characterize the periods when the channel is either active due to a
WLAN packet transmission, or idle. Clearly, the distribution of the active times is
determined by the packet sizes used by the applications, while the distribution of
the idle periods depends on both the process of packet generation and the medium
access control. We can distinguish between analytic and measurement-based stud-
ies, depending on whether the spectrum occupancy model is developed based on
analytic modeling of user behavior and network protocols, or it is extracted from
channel occupancy measurements. The seminal work in [17] gives an analytic model
for the impact of the IEEE 802.11 MAC protocol on channel occupancy, and derives
the network throughput of a single Access Point (AP) WLAN assuming saturated
user traffic, i.e. users always have packets to transmit. The case of a non-saturated
single WLAN AP is studied in [18], modeling the packet arrivals at the users as
a Bernoulli process. In [19] WLAN output buffers are modeled as M/G/1 queues,
resulting in sub-geometric idle period distribution. The generality of these analytic
channel occupancy models, is, however, limited, since they are based on specific,
simple traffic workload models.

As far as measurement-based approaches are concerned, in [20] a hyper expon-
ential distribution is fitted to the empirical idle period distribution derived by traf-
fic traces from an area with heterogeneous wireless devices. In [21] a Markovian
channel occupancy model is developed based on channel measurements extracted
from controlled laboratory environments in the 2.4GHz ISM band. In [22][23] the
heavy-tailed behavior of the idle channel periods is demonstrated and a mixture
distribution is proposed to capture the two basic sources of channel inactivity, the
short, almost uniformly distributed contention windows and the long, heavy-tailed
white space periods, when the WLAN users are inactive. The simplicity of the re-
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sulting semi-Markovian model makes it attractive for analytic performance studies
and cognitive protocol design [5][23][24]. This model considers an idle period length
distribution with a high number of degrees of freedom and, potentially, good fitting
quality, therefore we select it as the candidate channel occupancy model. In [22][23]
it has been validated for a limited set of scenarios, under perfect channel conditions
and considering constant UDP payload traffic with exponential packet inter-arrival
times. In this paper we evaluate it for a wide range of traffic patterns and network
scenarios and define the key factors that affect its accuracy. As traffic traces can not
provide the diversity we are looking for, we build our evaluation on synthetic traces
based on validated traffic workload models. To investigate the generality of the
model, we select three scenarios with significantly different traffic workload charac-
teristics, namely, university campus, conference-hall, and industrial-plant WLANS.

Specifically, we validate the proposed heavy-tail idle period distribution and
the Markovian assumption, that is, the assumption that consecutive idle periods
have independent durations. We focus on the idle periods, as the active period
distribution is not significantly affected by the medium access control, instead, it is
directly determined by the packet sizes in the application mix. The model validation
is completed with an evaluation of its accuracy considering a restricted dataset of
real WLAN traces.

The main contributions of the paper are summarized as follows.

1. Traffic workload and channel occupancy modeling. We define detailed traffic
workload models for the three networking scenarios, and parameterize the
related semi-Markovian channel occupancy model using extensive simulations
of an IEEE 802.11 AP.

2. FEvaluation of the idle period distribution. We evaluate the fitting quality of
the channel occupancy model, specifically considering the distribution of the
idle times. Our results indicate that the mixture distribution proposed in
[22]]23] is valid in a wide range of networking scnearios.

3. Fwvaluation of the Markovian assumption. We evaluate the validity of the
Markovian assumption considering the correlation of the consecutive idle time
period lengths. We conclude that the idle period lengths may be correlated at
low or very high load and when the traffic is highly heterogeneous. Therefore
the Markovian assumption has to be applied with care.

4. Model validation with real WLAN traces. We evaluate the fitting accuracy of
the semi-Markovian model as well as the validity of the Markovian assump-
tion, considering a set of real 802.11 channel occupancy traces captured in
diverse WLAN environments. The results are similar to the ones with the
synthetic traces, however, they show as well that real occupancy traces can
reflect unexpected traffic characteristics.

The remainder of the paper is structured as follows. In Section 2 we review
the considered traffic workload and channel occupancy models. In Section 3 we
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introduce the networking scenarios under study, along with a detailed description
of the multi-layer traffic models. The simulation setup, as well as the employed
statistical validation tools are presented in Section 4. Section 5 presents the results
of the channel occupancy model validation using synthetic WLAN channel occu-
pancy traces, while Section 6 includes the validation over the real WLAN traceset.
Section 7 concludes the paper.

2 Traffic Workload and Channel Occupancy Mod-

Session 1 ) : ] Packet inter-arrival
S ——— S i Flow 1 ; time
. s 1 @ i
Session 2 2 [ —
g Flow 2
B Pkt 1 Pkt 2 Pkt n
,,,,,,,,,,,,,,,,,,,, &
Session n 1 Flow n
. . 4“ . : Flow inter-arrival Flow sizes Packet sizes
Session inter-arrival times ' times
(a) (b) (c)

Figure 1: The structure of the multi-layer traffic workload model, comprising of (a)
session-, (b) flow- and (c) in-flow processes.

In this section we define the structure of the multi-layer WLAN traffic workload
model and the analytic model for WLAN channel occupancy that is considered in
the paper.

2.1 Multi-layer WLAN Traffic Workload Model

Fig. 1 depicts the structure of the multi-layer traffic workload model. As suggested
by [16], the sessions (Fig. 1(a)) on the top of the model hierarchy represent the
users of the WLAN. Sessions arrive at the network following a stochastic process
that is, in general, time-variant. A session is characterized by the number of traffic
flows it generates (Fig. 1(b)), and by the inter-arrival times between these flows.
The length of the sessions is not part of the model. A session is considered to be
terminated, when its last flow ends.

A flow is defined as the unidirectional end-to-end packet sequence from a specific
transport-layer source-destination connection or a media stream. Each flow is char-
acterized by its size in bytes (Fig. 1(b)), and the in-flow characteristics given by
the sizes, and the inter-arrival times of the packets (Fig. 1(c)). The in-flow charac-
teristics depend on the particular network application that generates the flow [13].
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Figure 2: The semi-Markovian channel occupancy model and its two-state repre-
sentation.

Note that the effect of the medium access control is not considered in the traffic
workload model.

2.2 Semi-Markovian Channel Occupancy Models

Fig. 2 depicts the IEEE 802.11 WLAN channel occupancy model, originally pro-
posed in [22][23]. The states of the semi-Markovian system correspond to the differ-
ent phases of the WLAN transmission cycle. The channel is Active when there is a
packet, either Data or ACK, under transmission. Neglecting the short Inter-frame
Space (SIFS) period between a Data and an ACK packet, due to its considerably
short duration, Data, SIFS and ACK states can be merged together into a single
Active state. In the absence of packet transmission the WLAN channel is Idle,
and we distinguish between the short back-off idle periods (BK) introduced by the
IEEE 802.11 contention resolution mechanism, and the significantly longer idle pe-
riods due to user inactivity, denoted as WLAN white spaces (WS). Merging the
states BK and WS into a single Idle state, the model is reduced into a two-state,
semi-Markovian model with holding times fa(t), f1(t), respectively. As proposed
in [22] active periods are sufficiently modeled as uniform, while f7(¢) needs to be
described by a mizture distribution, which aims at capturing both of the sources of

channel inactivity, that is, the back-off periods with holding times f I(BK)(t) and the

white space periods with f}ws)(t). Consequently, fr(t) obtains the form:

Frt) =P + 1 -p) V), >0, (1)
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with the mizture parameter p € [0, 1] defining the probability that an idle period is
a short back-off.

Measurement results in [22] suggest that the back-off period durations can be
modeled with uniform distribution:

I(BK) (t) =1/agk, apk = 0.07msec, (2)

independently from the network load. Note that apk is not the maximum possible
back-off period in IEEE 802.11 WLANSs, however, higher values appeared rarely in
the measurement set [22]. The white space periods are suggested to be modeled by
a zero-location, generalized Pareto distribution:
_1_q
1 t ¢

fep(t) = = (1 +§J> ) (3)
with ¢ and &, being the scale and shape parameters, that depend on the actual
network traffic. To capture the effect of access-point beaconing, in this paper we
consider a truncated version of (3). As white spaces are limited by the beacon
period, Tg:

1

(WS) 1\ t —i
() = 70ng(TB) (1+50> , t€(0,TB), (4)

-1/¢
where Fyp(T) £ PriTp < t] = [1 — (1 + gt)} . The average white space

duration is: -
B

TV — / Y (tydt ~ 22—

0 1-¢

Note, that this channel occupancy model considers good channel conditions without
the eventual loss of Data or ACK packets. Under packet losses, the Active and Idle
period length distributions are slightly different. Specifically, first, the Active period
may not include the ACK packets, and therefore, the Active time distribution is
affected by the packet loss probability. Note, however, that the estimation is still
straightforward, since the distribution depends only on the Data packet sizes in the
original traffic mix and on the packet loss probability. Still, the length of the ACK
packets is very short compared to the size of the majority of the Data packets.
Second, in the case of Data packet loss ACKs are not transmitted, and the idle
period starts with a short idle time determined by the Net Allocation Vector (NAV)
timer, typically set as the SIFS+ACK duration, in the order of tens of microseconds,
followed by the minimum back-off period. Consequently the maximum of the back-
off period (apk) is not affected. The loss affects p, the ratio of back-off periods,
but this is a parameter to be estimated. Third, if the ACK is transmitted, but not
received correctly, only p is affected due to the packet retransmission. Consequently,
the proposed model fits well also for modeling the idle-time distribution in scenarios
with transmission errors.

s if FgP(TB) ~ 1. (5)
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2.3 Validation of the Channel Occupancy Model

We assess the ability of the aforementioned semi-Markovian channel occupancy
model to capture the statistical behavior of a practical WLAN channel usage, fo-
cusing on the idle time distribution, f;(¢). This assessment involves the following
steps:

1. We generate synthetic traffic streams based on the traffic workload model in
Section 2.1, simulate the stream transmissions on a IEEE 802.11-compliant
WLAN, and extract the resulting idle time periods sequence.

2. Then, using the collected idle period samples, we determine Tz as the maxi-
mum idle period sample, and estimate the parameters of fr(t), that is £ and
o, the shape and scale parameters of the generalized Pareto distribution, and
the mixture p [25].

3. We preform a detailed statistical analysis over the simulated and analytic idle
period traces to evaluate the accuracy of the channel occupancy model.

3 Networking Scenarios

In this paper we focus on three common WLAN networking scenarios, where the
traffic workload is expected to be different:

1. campus WLAN,
2. conference-hall WLAN]
3. industrial-plant WLAN.

3.1 Campus WLAN

To model the traffic demand in the campus WLAN, we follow the session arrival and
flow models of [16]. Table 1 summarizes the proposed distributions and their pa-
rameters. As [16] shows the session arrival intensity varies during the day. However,
it does not change significantly within the time frame at which traffic modeling is
useful for protocol design and evaluation. Therefore the session arrivals are modeled
by a stationary Poisson process with parameter value drawn from a truncated geo-
metric distribution to model arrival intensities reported in [16]. Flow inter-arrival
times are Log-normal, while the number of flows per session and the flow sizes are
modeled by heavy-tailed BiPareto distributions.

As [16] does not discuss in-flow characteristics, we categorize the flows according
to [13] as DNS, Web, FTP, P2P, VoIP, and Video, which gives a highly heteroge-
neous traffic mix, and give the probability that a flow belongs to a given category.
We model the DNS flow as the transmission of a single, uniform-sized packet, since
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Traffic object Distribution Parameters
Session
Session arrival Stationary 1 (min), 928 (max),
[hour] Poisson process (\) 11(median)
trunc. Geometric
Flow
Flow inter-arrival Log-normal n=—1.6355,0=2.6286
times [sec
Flow numbers BiPareto a=0.07, f=1.75,
per session ¢=295.38, k=1
Flow sizes [bytes] BiPareto a=0.00, 5=1.02,
¢=15.56, k=111
Application Web/FTP/P2P Pwep=0.25, Perp=0.12,
VoIP+Video/Other | Ppop=0.33, Pyv=0.21,
Pun=0.09

Table 1: Campus WLAN. Traffic workload model parameters.

Application Packet Size (bytes) Inter-arrival Times (sec)

DNS Deterministic (512) Single Packet

Web Uniform (512, 1536) Exponential (A = 10~T)

FTP Uniform (892, 1152) Deterministic (10~3)

P2P Exponential (A = 512) Weibull (0.53,0.13532)

VoIP Uniform (128, 384) MMDP (A, u, T)
A=01,p=0.1,7 =003

Video Uniform (384, 768) MMUP (A, i, @, B)

A=0.1,p=0.1,a = 0.03,8 = 0.05

Table 2: Packet size and inter-arrival time distributions for the various network
applications.

DNS requests and replies typically have short payload. We characterize the Web
flows with uniform packet sizes and exponential packet inter-arrival times, account-
ing for persistent HT'TP connections. FTP flows consist of almost deterministic-size
packets, transmitted back-to-back. To characterize P2P flows, we follow the sug-
gestions in [26] assuming BitTorrent traffic. Finally, we model the VoIP and Video
stream flows considering that they represent Skype traffic and follow the sugges-
tions in [27] on Skype video and voice traffic flow characteristics. The parameters
are summarized in Table 2.

3.2 Conference-hall WLAN

While several conference-hall traffic workload models have been proposed, they do
not follow the structure proposed in [16]. Therefore, we consider the conference-hall
WLAN model proposed in [7], and convert it to the structure proposed in [16]. The
conference-hall model suggests that the session arrival process follows the confer-
ence time schedule, and proposes statistical distributions for the characterization
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Traffic object Distribution Parameters
Session
Session arrival [sec™!] ON/OFF Aon=38"1
MMPP [AoN, A\oFF)] Aorr =0
Session duration [min] Pareto £=0.78, 0 = 30.76
Session Workload
Data rate [kbps] Umform
light (pr, = 0. 25&, =15, max;=60
medzum pyr = 0.65), Um€(15 — 80),
heavy (pg = 1) max, (60 — 175),
maxy =175, pu, =80
Application ‘Web @rrpaTTPS,SSH) / P&/ebzo.GQ, PS 520.31
DNS (ICP,ICMP,DNS) . 3%: Y
Pyl =068, PEale=0.11
PYal=0.21

Table 3: Conference-hall WLAN. Traffic workload model parameters.

of the session arrival process, the session durations, and the data rate of a session.
It also categorizes the flows according to applications, and gives the probability
distribution of the application miz. Table 3 summarizes the modeling of the traffic
workload. Session arrivals are modeled by an ON/OFF Markov-Modulated Pois-
son Process (MMPP), where the ON state represents the beginning of a conference
event. The session durations are Pareto distributed, while the session data rates are
randomly selected within three different rate intervals, representing light, medium
and heavy traffic, with probabilities pr,pas, and pg, respectively. Once the rate
interval is chosen, the data rate is uniformly selected inside the given interval. The
application mix is characterized by the probability that a flow belongs to a given
application category and additionally by the portion of the traffic an application
category generates.

While this model includes the notion of a traffic flow through the definition of
the application mix, it does not give models for the number of flows per session, for
the flow size and for the flow arrival process. We, therefore, convert the model to
the multi-layer traffic workload model by characterizing the missing model elements
as in [16] and by parameterizing their statistical distributions in order to fit with
the given session, transmission rate and application mix characterization. For each
session we, first, draw the session duration and the data rate according to the model
parameters proposed in [7], and calculate the traffic volume (in number of bits) of
the session. Given the traffic volume and the predefined application mix, we first
determine the number of DNS flows, based on our DNS model in Table 2. Then,
from the number of DNS flows we estimate the number of Web and other flows
and the respective flow sizes, to fit the application mix parameters. Finally we
parameterize the flow inter-arrival time distribution to match the known session
duration.
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Traffic object Distribution Parameters

Session

Session Number Fixed N € (5,20)

Flow

Flow inter-arrival

time [sec]

- Monitoring Uniform («, 8) a=508=90

- Alarm occurrence | gPareto(§,0) £ €(0.25,0.5),
& actuation € (5,10),

Flow size [bytes] Uniform (o, 8) | o =512,5 = 1536

Packet Statistics

Packet size [bytes] | Uniform (o, 3) | a =512, = 1024

Packet inter-arrival | Uniform («, 8 a=1,68=10

time [msec]

Table 4: Industrial-plant WLAN. Traffic workload model parameters.

3.3 Industrial-plant WLAN

To construct the traffic workload model for the industrial-plant scenario, we consider
an 802.11 network with a single access point, serving as a backbone for a sensor
network deployed for monitoring and actuation purposes. The WLAN terminals are
fixed and forward sensor data towards a data-management center, that is, towards
the WLAN AP, and control data to sensors and actuators. To define the traffic
workload, we follow the use case of [28]. WLAN terminals cover similar areas in the
industrial plant. During normal conditions they receive periodic messages from the
sensors. These messages are first merged into larger packets at the WLAN terminals
and then forwarded to the WLAN AP. Bursty messages arrive from or transmitted
to the AP during alarms.

Consequently, we construct the multi-layer traffic workload model as follows. A
fixed number of sessions is used for modeling the stationary WLAN terminals. We
define two kinds of flows for each session. Flows representing the periodic monitoring
traffic to the WLAN AP exhibit uniform flow inter-arrival times with small support,
to reflect the random delay in the sensor packet aggregation process. The bursty
traffic of alarms is represented by flow inter-arrival times according to heavy-tailed
Generalized Pareto distribution. For both of the flow types we consider uniformly
distributed flow size, representing the slightly different amount of information for-
warded to or received from the data-management center. Similarly, we consider
uniform distribution with small support for the packet sizes and packet inter-arrival
times within the flows. Table 4 summarizes the traffic workload parameters for the
industrial-plant WLAN.
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4 Simulations and Validation Tools

In this Section we describe the simulator framework as well as the analytic tools
that we employ for the validation of the semi-Markovian channel occupancy model.

4.1 Simulation Framework

The considered networking scenarios are simulated on the NSmiracle [29] platform.
In all cases an IEEE 802.11b-compliant network is built, employing existing NSmir-
acle Channel, PHY, MAC and higher layer modules.

We consider a single access point area with a radius of 100m, inside which 802.11
terminals are uniformly distributed. The channel propagation model depends on
the considered networking scenario. For the campus WLAN scenario we assume a
path-loss-based channel model with a moderate exponent value, § = 2.5. The model
is enhanced by log-normal shadowing with standard deviation og,q = 10dB. For the
in-door scenarios of conference-hall and industrial-plant the channel attenuation is
modeled considering a site-general Indoor ITU model [30] with power decay N = 38,
and zero floor-penetration attenuation. Unless otherwise noted, we use a simplified
PHY layer, where the user terminal transmits with a fixed data-rate of 11Mbps for
the industrial-plant scenario, while for the campus and conference-hall WLAN cases
the rate is inversely proportional to the distance from the AP, in the 1Mbps-11Mbps
interval, to reflect adaptive rate control. In all cases the MAC follows the IEEE
802.11 standard with an IPv4 network layer on the top. Flows are transmitted
with TCP or UDP according to their traffic type. The Session module of the
simulator implements the multi-layer traffic workload model introduced in Section
3. The directions of the flows are selected randomly, for all cases, apart from the
monitoring traffic flows in the industrial-plant scenario, which are always directed
from the terminals to the AP.

Furthermore, we implemented a simple protocol stack for a sensing device. This
device is responsible for continuously measuring the spectrum activity, for collect-
ing a sequence of M samples of idle channel durations, and for building the em-
pirical distribution function, Fj.(t; M). It also estimates the parameters of the
semi-Markovian channel occupancy model (p, &, o) based on the collected idle pe-
riod sequences, applying the MLE estimation algorithm in [25]. The outcome of
the estimation is the analytic distribution function Fy(¢;€,0,p) of the idle time
duration.

4.2 Analytic Validation Tools

Our goal is to validate the semi-Markovian channel occupancy model described in
section 2.2, using the statistics of the idle channel durations collected from the
simulations with the multi-layer traffic workload model.
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We assess the goodness-of-fit by evaluating the D-value of the Kolmogorof-
Smirnoff test, defined as the maximum absolute difference between the analytic
and empirical idle period distribution functions:

D:Su,173_|FI(T;£aO-7p)_Fle(T;M)|v (6)
TE

where T is the set of collected idle periods. A low D-value indicates the good fitting
performance of the analytic model. We underline that the D-value is a worst-case
metric, as it considers the supremum of the point-wise difference between the two
functions, instead of the average.

The goodness-of-fit is, additionally, evaluated by performing two-sample Kol-
mogorov-Smirnoff (K-S) tests [31], where the collected sequences of idle periods,
T, are tested against synthesized idle period sequences, ’7', that are generated ran-
domly from the estimated analytic distribution, Fr(¢; €, 0,p). The K-S test assesses
the validity of the null hypothesis, that is, both idle period series can originate from
the same distribution. The test is conducted considering n randomly selected sam-
ples of sequences T, T denoted as T,, 7;,, respectively. The evaluation is done by
deriving the following two-sample K-S test statistic:

K, = 5 sup |Fre(m3n) — Frs(7;n,€,0,p)], (7)
TETn,T€Tn

where F Is(f; n, &, 0,p) denotes the empirical distribution of the synthesized random
sequence. We assess the null hypothesis by calculating the p- Value (pkgs) of this test,
that is the probability of obtaining a test statistic, K,,, at least as extreme as the
one we observe. We reject the null hypothesis at a significance level of a € (0, 1), if
K, > K,, where K, is the critical value [31] defined as K, = k : Pr{K, > k} < a.

For a deeper understanding of the results of the goodness-of-fit tests we show
typical examples of empirical and fitted analytic distributions as well as quantile-
quantile (Q-Q) plots.

In addition to the goodness-of-fit study, we evaluate the hypothesis that the
lengths of the consecutive idle time periods are uncorrelated, an assumption that
is required for the semi-Markovian channel occupancy model. We perform a test of
independence, by comparing the lag-k autocorrelation values of the obtained sample
sequence against a sample sequence that approximates well a white noise series with
low auto-correlation. We generate the white noise reference by sampling the original
idle period sequence with large time gap separations. We repeat the autocorrelation
test using different sub-sequences of the original sample series. For each test we
record the sign of the difference of the lag-k autocorrelation value of the empirical
sample sequence and that of the white noise reference. If the samples of the empirical
idle-period sequence are correlated, a large portion of these sign outcomes will be
positive. If the samples of the tested time series are indeed independent variables,
the autocorrelation values of the empirical sample sequence and the white noise
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Distribution Parameters

Packet sizes [bytes|

Uniform (a,/j& (64,192), (256,768), (768,1280)
Exponential (A) 128 512 1024
Deterministic 128 512 1024
Inter-arrival time [sec]

Uniform (cv, B) (0.005,0.015) (0.05,0.15) (0.5,1.5)
Exponential (1/X) 1072 1071 1
Deterministic (u) 1072 107t 1

Table 5: In-flow stochastic models.

reference bare similar statistical behavior and thus, the sign of their difference gives
a Bernoulli (1/2) trial. Therefore, to decide on the validity of the null hypothesis
we compute the difference between the positive and negative sign outcomes for all
tests. We define the p-value of our test as the probability that a Bernoulli(1/2)
sequence gives the same or larger difference as the obtained one. That is, the p-
value reflects the probability that the observed correlation metric can occur in a
sequence of independent samples. We reject the null hypothesis of independence at
a significance level a.

5 Numerical Evaluation

5.1 The Impact of In-flow Characteristics on Fitting Accu-
racy

Multi-layer workload models in general and also [7][16] characterize the higher-level
traffic workload in WLANSs, while the modeling of in-flow traffic is not considered.
Therefore, in the first part of this Section we evaluate the influence of the in-flow
traffic characteristics on the fitting performance of the proposed mixed uniform-
Pareto idle period distribution. This evaluation will help us conclude whether the
selection of a particular application mix with application-specific packet size and
packet inter-arrival time distribution can have a significant effect on the fitting
performance.

We consider a single high-level workload configuration, that is, we generate ses-
sions (session arrival times) and flows (number of flows per session, flow arrival
times and flow sizes) considering the campus WLAN model (see Table 1). We use
the same workload configuration for all the experiments. For each experiment we
select a packet size and inter-arrival time distribution pair according to Table 5, and
perform 50 simulation runs (for all but the deterministic packet size, deterministic
inter-arrival time case) collecting M = 10* idle period samples within each run.
Table 6 gives the average D-value for each experiment. The D-values are very low
for all cases with both random packet sizes and random inter-arrival times, and do
not seem to depend on the actual parameter value of the distributions. The mixed
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Pareto distribution, however, does not fit well the empirical data under short, de-
terministic inter-arrival times, especially when combined with deterministic packet
size. We evaluate the reason of the large D-value with the help of Fig. 3, showing
the empirical and analytic idle-period distribution functions for two in-flow config-
urations.

1 1
0.9 4 0.9
0.8 4 0.8
0.7 Bl 0.7
0.6 Bl 0.6
TR '8
Qo5 Qo5
(8} (8}
04 q 0.4
03 1 0.3
0.2 — - 1 0.2 — - 1
o1 = analytic idle period cdf || o1 = analytic idle period cdf ||
' == empirical idle period cdf ’ = empirical idle period cdf
00 0.005 0.01 0.015 0.02 00 0.01 0.02 0.03 0.04 0.05
Time [sec] Time [sec]

(a) (b)

Figure 3: Examples of fitting performance for different in-flow characteristics: (a):
D-Value = 0.005, Exponential(A\~! = 512b) packets-size, Uniform(yu = 1072,0% =
1075s) packet inter-arrival time. (b): D-Value = 0.055, Deterministic(1024b)
packet-size, Deterministic(10~2s) packet inter-arrival time.

Fig. 3(a) shows results with Exponential (A~! = 512B) packet size and Uniform
(u = 1072,0% = 107 %s) packet inter-arrival time, exhibiting a D-value = 0.005,
while Fig. 3(b) with Deterministic (1024B) packet size and Deterministic (10~2s)
packet inter-arrival time, with D-value = 0.055. Under deterministic packet size and
packet inter-arrival time the empirical function, Fj.(t; M) is dominated by either
802.11 back-off periods, or idle periods with a duration around 10~2s, generated
between successive packets inside flows. Apparently, the random mixing of the
deterministic packet streams does not lead to generalized Pareto distributed idle
times in this case.

Based on the results in Table 6 we conclude that the in-flow traffic character-
istics may have an impact on the fitting accuracy, and therefore, the validation of
the channel occupancy model under real WLAN scenarios must take into account
realistic, application-dependent in-flow models.

5.2 The Impact of the Networking Scenario on the Fitting
Accuracy

Let us now evaluate the accuracy of the idle time distribution model for the three
scenarios introduced in Section 3, that is, the campus, the conference-hall and the
industrial-pant WLAN, with the multi-layer traffic workload model parameters sum-
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Packet size Uniform Exponential Deterministic
[bytes] 10-2]10°1 1 [1072 1071 1 102 10! 1
128 |.0122 [.0151 |.0171 |.0205 |.0165 |.0169 |.0945 |.0220 |.0344
U | 512 |.0093 |.0115 |.0177 |.0180 |.0136 |.0176 |.0943 |.0508 |.0291
1024 |.0248 |.0144 |.0181 |.0101 |.0144 |.0171 |.0899 |.0196 |.0356
128 |[.0169 |.0218 |.0166 |.0170 |.0229 |.0163 |.0706 |.0287 |.0303
E | 512 |.0243 |.0217 |.0168 |.0294 |.0221 |.0167 |.0574 |.0418 |.0280
1024 |.0251 |.0409 |.0163 |.0454 |.0416 |.0157 |.0912 |.0476 |.0314
128 |.0140 |.0097 |.0183 |.0114 |.0094 |.0179 |.0676 |.0665 |.0461
D | 512 |.0110 |.0105 |.0185 |.0085 |.0092 |.0181 |.1486 |.0817 |.0455
1024 |.0199 |.0113 |.0178 |.0079 |.0111 |.0178 |.1733 |.0362 |.0448
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Table 6: Expected D-value for the various in-flow configurations.
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Figure 4: The resulting parameter space for the idle spectrum period distribution
for the three networking scenarios.

marized in Tables 1, 3, and 4, and the in-flow parameters in Table 2. We simulate
the different scenarios with randomized traffic workload parameters and estimate
the parameters of the idle time distribution based on an input sequence of M = 10*
idle period samples, allowing for a 103-samples warm-up period. Depending on the
length of the active and idle time periods this corresponds to different simulation
time durations in the order of 102 — 10% seconds. We perform 103 simulation runs
for each of the scenarios.

Fig. 4 shows the parameter space of the idle time distribution of the semi-
Markovian model obtained from the simulations, considering p, the percentage of

back-off periods, and the average estimated white space duration Y(WS) defined
in (5). The figures show that the three scenarios present significantly different
parameter spaces. Comparing the three scenarios we can identify the significant
factors that affect the accuracy of the channel occupancy model and determine the
model limitations.
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Figure 6: Campus WLAN. (a) Average D-value with respect to WLAN channel
load, (b) empirical density function of the channel load.

5.2.1 Campus WLAN

Fig. 5(a) shows the empirical cumulative distribution function of the D-value over
10 simulation runs. The distribution exhibits a low mean, D = 0.0199, and mod-
erate variance with 95% of the cases being lower than 0.04, revealing an excellent
fitting quality. Fig. 5(b) depicts the quantile-quantile plot for the collected and
the synthesized idle series, averaged over all simulation runs. We observe that
the quantile-quantile curve follows closely the x = y axis, which indicates that
the series of the collected and synthesized idle period samples do come from the
same distribution. This is verified as well by the low failing rate of the conducted
Kolmogorov-Smirnoff test, shown in Table 7. The average p-value of the test is
pks = 0.5714, with a coeflicient of variation of Cp,, = 0.0923, while its failing rate
is 7.01%, for the standard significance level, o = 5%.
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D-value | pxs Coxs | P{pxs < 5%}
Campus 0.0199 | 0.5714 | 0.0923 0.0701
Conference-hall | 0.0088 | 0.5335 | 0.0214 0.0467
Industrial-plant | 0.0334 | 0.4029 | 0.2103 0.0934

Table 7: Summary of goodness-of-fit evaluation for the considered networking sce-
narios.

Even though the average fitting quality is satisfactory, we would like to identify
the scenarios when the mixed uniform-Pareto distribution fails to adequately model
the idle periods. Therefore, we first classify the simulation results according to the
experienced WLAN channel load, defined as the percentage of the time the channel
is in active state. Fig. 6(a) demonstrates that the channel load affects the D-value.
The fitting accuracy is low in light-loaded cases, and the fitting is rather weak even
at high load values. This indicates that the idle period distribution model is more
suitable for capturing the channel occupancy statistics for moderate load cases. The
empirical density function of WLAN channel load is shown in Fig. 6(b). We observe
that the cases of extreme channel load, which result in poor model fitting quality,
are relatively rare, and therefore we can conclude that the proposed analytic model
is, in general, sufficient for channel occupancy modeling in campus WLANSs.

Fig. 7 shows the fitting quality of the semi-Markovian model, when the WLAN
terminals have higher transmission rate capabilities, considering the same traffic as
for Fig. 6. We consider fixed, distance-dependent transmission rate in the 1-54Mbps
range in Figs 7(a),(b), and per packet dynamic rate adaptation in the same range
in Figs 7(c),(d). In both cases the fitting quality follows a similar D-value - WLAN
load trend, as in Fig. 6, indicating that the transmission rates of the terminals do
not significantly affect the characterization of the idle channel period durations.
The fitting quality improves slightly under per packet rate adaptation due to the
additional randomization of active and, consequently, of the idle period lengths.
Due to the high transmission rates we observe a few simulation runs where the
WLAN channel load is relatively low, (1-10%); in these cases the fitting quality is
again relatively weak.

In Fig. 8 we depict the relation between the D-value and the number of active
sessions, that is, all the sessions that arrive and transmit during the simulation
run. Fig. 8(a) suggests that the number of sessions affects the fitting quality of the
model, with low number of sessions leading to low fitting quality. As low number
of sessions usually means low load, we evaluate whether the load or the number of
sessions has dominant effect. In Fig. 8(b) we plot the D-value with respect to the
number of sessions, restricting the study for the cases of low or heavy channel load.
As simulation runs with very low and very heavy load are rare, we select load regions
< 25% and > 45% to include a reasonable number of runs. We observe that under
similar channel load, the number of the active WLAN sessions has little impact on
the fitting quality, unless both the network load and the number of sessions are very
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Figure 7: Campus WLAN. (a), (c) Average D-value with respect to WLAN channel
load, (b),(d) empirical density function of the channel load for the case of 802.11 ter-
minals with (a)(b) higher transmission rates and (c)(d) the case of 802.11 terminals
with dynamic rate adaptation.

low. We evaluate the reason of the high D-value in this region by comparing the
empirical and analytic idle period CDF's for a simulation run in Fig. 9(a). As we see,
the empirical CDF first increases rapidly, but then shows heavy-tail characteristics.
Due to the low number of active sessions, each with low load, flows rarely overlap in
time, and the idle period distribution is determined by the in-flow characteristics,
that can not be captured by the generalized Pareto distribution. Fig. 9(a) shows,
additionally, that in low-load cases the percentage of entirely idle beacon intervals
may be significant, therfore, modeling the white-spaces with the truncated density
in (4) is essential for achieving high accuracy.

Fig. 10 shows the relation between the D-value and the level of traffic dispersion
among the active sessions. We define the normalized traffic dispersion, n, as:

N 1
i=1
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Figure 8: Campus WLAN. (a) Average D-value with respect to the number of
sessions considering (a) all cases and (b) cases with load below 25%, and above
45%.

where N is the number of active sessions in the measurement window, and /; indi-
cates the ratio of total active duration due to session 1, Zf\;l l; = 1. Thus, n is zero
under completely balanced traffic, low when the network traffic is roughly evenly
distributed among the sessions, while high 7 values indicate unbalanced traffic load.
Fig. 10(a) suggests that unless it is very high, the traffic dispersion does not have an
impact on the fitting quality. However, as it is shown in 10(b), dispersion has dif-
ferent effects in low and in high load regions. For low or moderate channel load the
fitting accuracy degrades with increasing traffic dispersion. As at high dispersion
the large part of the load is generated by a subset of the sessions, the reason of the
low fitting quality is the same as for the low load — low session number case, that
is, the idle time distribution is determined directly by the in-flow characteristics.
Under high channel load the fitting quality is generally good, apart from the case
of very balanced load. We investigate the reason of the high D-value in this case
in Fig. 9(b). According to the figure, the empirical and analytic CDF's do not fit
at the back-off period interval. High channel load together with balanced traffic
means that many sessions access the wireless channel concurrently. This leads to
high level of contention and thus to the exponential increase of the user back-off
window. The assumption of uniformly distributed back-off period length can not
hold in this case, which degrades the performance of the fitting.

Finally, we investigate the impact of transmission errors on the fitting quality.
Fig. 10(c) depicts the relation between the D-value and the MAC error rate, that is
the percentage of packet transmissions, for which an error has occurred, including
a CCA failure, that is, terminated transmission attempt after maximum back-off,
collision due to hidden terminals, or error in decoding data or ACK packet due
to bad channel conditions. Clearly, the fitting quality degrades at high error rate.
To determine the reasons behind the fitting performance degradation, we plot in
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Figure 9: Campus WLAN. Comparison between the empirical and the analytic
CDF of the idle channel period durations for a single simulation run, considering
(a) low WLAN load (5.17%), and (b) high WLAN load (50.56%) with low dispersion
(n =69.5%).

Fig. 10(d) the relation between the MAC error rate and the fitting quality for
different WLAN load regions. Under low or moderate channel load, the increased
MAC error rate, mainly, due to bad channel conditions, does not have an effect
on the fitting quality. This is because the packet retransmission scheme of 802.11
does not affect the distribution of the back-off periods and it does not significantly
shrink the channel white spaces. As the channel occupancy becomes high, the MAC
error rate increases mainly because of CCA failures and collisions due to hidden-
terminals, and the increasing D-value reflects that the fitting quality is low due
to the non-uniform distribution of the back-off periods, as a consequence of the
high-load itself.

We can conclude, that in the scenario of a campus WLAN, the mixture distri-
bution, proposed to characterize the idle period lengths, is accurate for the typical
cases with moderate channel load. We have observed that the fitting quality is
worse at low load and at low number of sessions or at high level of traffic dispersion
among the sessions, because in this case very few packet streams are aggregated
and the the in-session flow characteristics determines the idle period distribution.
The fitting quality can be low even at very high, well balanced load, and under high
MAC error rate, as in these cases the back-off period model is not accurate enough.

5.2.2 Conference-hall WLAN

As Fig. 4(b) shows, the conference-hall WLAN exhibits a set of differences compared
to the campus WLAN scenario, with significantly lower variation of the average idle
period length and of the percentage of back-offs across the simulation runs. From
Fig. 11(a) we can see, that D-values, in general, are lower than in the campus
WLAN case. As given in Table 7, their average is D = 0.0088 and this is reflected



169

0.04 0.04
Il \WLAN Load < 25%

0.035 1 0.035| [l WLAN Load > 45%
) 0.03 ) 0.03
= =
I§ 0.025 I§ 0.025
o o
© 0.02 © 0.02
g g
E 0.015 5 0.015
& E

0.01 0.01

0.005 0.005

0 75 80 85 90 95 100 105 110 115 120 125 0 75 80 85 90 95 100 105 110 115 120 IE
Normalized Traffic Dispersion [%] Normalized Traffic Dispersion [%]
(a) (b)
0.06 0.07
Il \WLAN Load < 25%

0.05 0.06 | [ WLAN Load O (25%, 45%)
° © 005 [ JWLAN Load O (45%, 55%)
2 oos = 7 I WLAN Load > 55%
Z Z 0.04
o 0.03 o
g ? 0.03
Q 0.02 o
z Z 002

0.01 0.01

0O 2 4 6 8 10 12 00 2 4 6 8 10 12
WLAN MAC Error Rate [%] WLAN MAC Error Rate [%]
(c) (d)

Figure 10: Campus WLAN. Average D-value with respect to the normalized traffic
dispersion among the WLAN users considering (a) all cases and (b) cases with load
below 25%, and above 45%. and with respect to the MAC error rate, considering
(c) all cases and (d) cases with different WLAN load regions.

in the respective Kolmogorov-Smirnoff test where the average p-value is 0.5335, but
with a low coefficient of variation of 0.0214, and, therefore, a low null hypothesis
rejection rate equal to 4.67%. Fig. 11(b) with the Q-Q plot of the collected and
synthesized idle period series shows the same good accuracy, with a good fit up to
very high time values.

As for the campus scenario, let us evaluate how the load, the number of sessions,
the traffic dispersion and the MAC error rate affect the fitting accuracy. Fig. 12(a)
depicts the relation between the network load and the resulting D-value. Similarly
to the campus WLAN scenario, the fitting accuracy is weaker at very low network
load, but after that the D-value becomes low and independent of the load. Moreover,
as shown in Fig. 12(b), the WLAN load ranges, mostly, between 15% and 35%, with
the majority of the simulation runs showing an average load of 20% — 25%, a range
that is significantly shorter than that of the campus WLAN case. The fitting quality
is very good under the typical load levels, showing that the analytic idle time model
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Figure 11: Conference-hall. (a) Empirical distribution function of the D-value. (b):
Q-Q plot for the empirical and synthesized idle period series over all simulation
runs.
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Figure 12: Conference-hall. (a) Average D-value with respect to WLAN channel
load, and (b) Empirical density function of the channel load.

is adequate in the conference-hall scenario. As Fig. 13 shows, the fitting accuracy
in the conference-hall case is not affected by the number of sessions or by the load
dispersion. Higher MAC error rates lead to a slightly decreased fitting quality.
However, contrary to the campus WLAN scenario, both the D-value and the error
rates are relatively low. FError rates are low because packet errors and hidden
terminals are not as frequent due to better channel conditions — as described in 4.1
— while CCA failures are not present as the load does not reach very high values.
Consequently, the low error rates do not significantly affect the fitting accuracy, as
discussed earlier in Fig. 10(d).

Comparing the conference-hall results to the campus WLAN ones, we can see
that the D-values are lower under similar channel load values, and are less affected
by the level of traffic dispersion. This good behavior follows from the in-flow charac-
teristics in the conference-hall scenario. As we can see in Table 3, the traffic is rather
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Figure 14: Industrial-plant WLAN. (a) Empirical distribution function of the D-
value. (b): Q-Q plot for the empirical and synthesized idle period series over all
simulation runs.

homogeneous, dominated by Web flows, each of them with relatively long, exponen-
tially distributed packet inter-arrival times. The mixed uniform-Pareto distribution
seems to fit very well the idle-time distribution resulting from the aggregation of a
high number of such flows.

We can conclude that the proposed channel occupancy model is accurate for the
conference-hall WLAN scenario.

5.2.3 Industrial-plant WLAN

As illustrated in Fig. 4(c) the channel occupancy in the case of the industrial-plant
WLAN resembles the conference-hall case, with short idle period durations and
low variations in the percentage of back-off idle periods. As shown in Table 7,
the average D-value is 0.0321, higher, compared to the campus and conference-
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Figure 15: Industrial-plant WLAN. (a) Average D-value with respect to WLAN
channel load, and (b) Empirical density function of the channel load.

hall cases. The average p-value of the K-S goodness-of-fit test is, consequently, the
lowest among all cases (0.4029), which, together with a relatively high coefficient
of variation (0.2103) results in the highest null hypothesis rejection rate, 9.34%.
However, the CDF of the D-value, shown in Fig. 14(a) and the Q-Q plot in Fig. 14(b)
still show a good fitting accuracy.

Repeating the evaluation process, we investigate whether the channel load, the
number of sessions, the traffic dispersion, or the MAC error rate affect the fitting
quality. As shown in Fig. 15(a), contrary to the conference-hall case, the fitting ac-
curacy decreases significantly in cases of high channel load (Fig. 15(a)), moreover,
these cases are rather frequent, as shown in Fig. 15(b). We compare the idle period
distribution for moderate and high load cases in Fig. 16. Moderate channel load
leads to good fitting quality (Fig. 16(a)), even though, due to the periodic moni-
toring traffic, the idle distribution, fr.(¢; M) is upper bounded, that is, clearly, non
heavy-tailed. Fig. 16(b) evaluates the reason for the high D-value under high load.
The empirical CDF diverges from the analytic one at very low idle period values,
showing that, due to the high contention level, the back-off periods are again non-
uniform, as for the Campus case on Fig 9(b). We show the empirical distribution
of the idle back-off period sequence in Fig. 16(c). Under high contention, back-off
periods extend above the maximum value, apx = 0.7msec, considered in our model
estimation process, which results in fitting error above apx. However, the larger
gap is at the lower time values, where the back-off period distribution is clearly
non-uniform. To keep the estimation process feasible, we propose to fit the back-
off period distribution with an exponential-like function, which can resemble the
linear combination of increasing back-off period length, but requires the estimation
of a single parameter. Fig. 16(c) compares the fitting performance of a left-right
truncated exponential distribution with the standard uniform density, indicating,
clearly, that the former is more capable of capturing the real behavior of the 802.11
back-off periods. We have to notice, however, that the estimator algorithm must
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Figure 16: Industrial-plant WLAN. Comparison between the empirical and the
analytic CDF of the idle channel period durations for a single simulation run, con-
sidering (a) moderate WLAN load (34%) and (b) high WLAN load (54.39%). (c)
compares the exponential-based fitting of the back-off WLAN periods, as opposed
to the employed uniform distribution.

be performed after the estimation of the mixture parameter p, which decreases the
achievable accuracy. Still, the empirical CDF diverges from the analytic one even
for low white-space period values. We believe that consecutive contention periods
under the rather bursty traffic of the industrial plant delay the transmission of con-
secutive packets for several time-slots, causing the short white-spaces to disappear.

As shown in Fig. 17(a), the fitting accuracy degrades as well with the number of
WLAN sessions. However, as in this case the number of sessions and the network
load are strongly correlated, the reason for the high D-value is the same as at
the high-load case above. The normalized traffic dispersion is low (n € (20 —
50%)), as the monitoring application generates similar traffic on all WLAN sessions
(Fig. 17(b)), and has little effect on the model accuracy. According to Fig. 17(c),
the MAC error rates can be high, compared to the campus and conference-hall
cases, due to the higher transmission rate (11Mbps), that increases the bit error
rate probability at larger terminal-AP distances. The fitting accuracy degrades with
increasing error rate, as we have seen in the previous scenarios.

To conclude, in the industrial-plant scenario the channel occupancy model is
accurate in many cases, but the fitting quality depends heavily on the channel load
and the MAC error rate. The mixed uniform-Pareto idle period distribution can be
applied with high confidence for networks with up to moderate load and less than
10% MAC error probability.

5.3 Evaluation of the Markovian Assumption

Finally, we investigate whether the durations of the successive WLAN channel idle
periods are independently distributed random variables, which is a fundamental
assumption for the semi-Markovian occupancy model. For the considered three
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Figure 17: Industrial-plant WLAN. Average D-value with respect to (a) the number
of sessions, (b) the normalized traffic dispersion among the WLAN users, and (c)
the MAC error rate.

scenarios we evaluate the effect of the channel load, the number of sessions and the
traffic dispersion, by applying the test for independence, described in Section 4.2.
We consider lag-1 autocorrelation, unless otherwise noted.

For each scenario we conduct 500 simulation runs with randomized traffic work-
load parameters, thus resulting in different channel load, number of sessions and
traffic dispersion values. For each simulation run we collect a sequence of 4-10* idle
period samples. The long sequence is divided to 100 intervals of 400-samples length.
We construct the white noise reference sequence by selecting one sample from each
interval. In each interval we select randomly one of the first 100 samples, so as to
guarantee both randomness and a minimum time separation of 300 samples. Then
we perform the lag-1 test of independence within each of the 400-sample intervals,
considering the sub-sequence of the first 100 idle period samples. We finally calcu-
late the p-value of the test over the 100 intervals. Recall, the p-value reflects the
probability that the observed correlation metric can occur in a sequence of inde-
pendent samples. We reject the null hypothesis of independence at a significance
level of o = 5%. We repeat the process 100 times by randomizing the starting point
of the sub-sequences within the corresponding 400-sample intervals, and calculate
the average p-value and the probability that the null hypothesis of independence is
rejected, that is, P(p-value < 5%).

Fig. 18 shows the average p-value of the independence test for the campus WLAN
scenario, along with the percentage of tests with p-value below the 5% significance
level. Fig.18(a) shows the p-value with respect to the channel load. Under low or
moderate load the test shows a high failure rate, suggesting that the successive idle
period durations can not be considered as uncorrelated. The correlation diminishes
at high load values. We observe similar trends in Fig. 18(c), where the failure rate is
high when the number of sessions is low. Under light load and few sessions only a few
flows are intermixed in the AP area. As flows can have very different characteristics
in the campus WLAN case, the idle period distribution can change significantly
in the event of a flow arrival or departure; this results in correlated successive idle
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Figure 18: Campus WLAN. Test for lag-1 independence for the idle period process.
Average p-value and the percentage of p-values below the 5% significance level,
with respect to (a) the WLAN channel load, (c) the number of WLAN sessions,
and (d) the normalized traffic dispersion among the sessions. (b) Lag-50 and lag-
100 independence tests.

period lengths in parts of the measurement period. At high load, or, as more sessions
are active, more flows are transmitted in parallel, and the correlation decreases.
Fig. 18(d) shows the results of the independence test as a function of the traffic
dispersion. Low level of dispersion typically means several sessions transmitting at
an arbitrary point of time, and we experience good independence properties which
deteriorate, as the traffic becomes less balanced and a few sessions dominate the
traffic.

Since the lag-1 correlation is high in many of the considered cases, it is worth to
evaluate how the correlation changes at increased temporal separation. Fig. 18(b)
presents the results of the independence test when the autocorrelation is calculated
for lag-50 and lag-100. We observe that the correlation remains significant even
between temporal separation of 50 samples (lag-50), and it only degrades drasti-
cally for lag-100, when the set of active flows is usually changed. This suggests
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Figure 19: Conference-hall. Test for independence for the idle period process.
Average p-value and the percentage of p-values below the 5% significance level,
with respect to (a) the WLAN channel load, (b) the number of WLAN sessions,
and (c) the normalized traffic dispersion among the sessions.

that idle periods need to have a high temporal distance to be safely considered as
independent.

Fig. 19 depicts the p-value of the independence test for the conference-hall
scenario. As shown in Fig. 19(a),(b), we observe relatively high p-values, that
are only marginally affected by the channel load or the number of sessions. The
effect of dispersion, as shown in Fig. 19(c), is similar to the one in the campus
WLAN scenario (Fig. 18(d)), that is, higher traffic dispersion decreases the p-value
which, however, remains at a rather high level. According to our simulations,
the probability of experiencing high dispersion is low, (P(n > 110) < 0.05), and
consequently there are very few test results in the high dispersion range. This allows
both the p-value and the hypothesis rejection probability to be around 0.5 in this
range.

In general, the hypothesis on the independence of the consecutive idle periods
may hold in the conference-hall scenario. Contrary to the campus WLAN case, the
majority of the traffic is from Web flows with identical packet inter-arrival processes.
Additionally, flow arrival intensities are higher, leading to a high number of con-
current flows intermixed in the AP area; the above reasons result in an aggregated
idle period sequence with low autocorrelation.

Fig. 20 presents the results of the industrial-plant scenario. Here the resulting p-
values are high, particularly at low and moderate load cases (which also implies low
number of sessions in this scenario), as a result of the constant number of sessions
and flows with very similar characteristics (Fig. 20(a),(b)). The p-value drops at
higher load, when increased contention introduces consecutive back-off idle periods
whose statistical properties differ significantly from those of the packet inter-arrival
process. The p-value increases again at very high load, when most of the idle-periods
are back-offs. Finally, Fig. 20(c) indicates that the idle sequence autocorrelation
is almost indifferent to the level of traffic dispersion, which is expected, since the
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Figure 20: Industrial-plant WLAN. Test for independence for the idle period pro-
cess. Average p-value and the percentage of p-values below the 5% significance level,
with respect to (a) the WLAN channel load, (b) the number of WLAN sessions,
and (c) the normalized traffic dispersion among the sessions.

D-value | pxs Cpis | P{pxs < 5%}
CAFETERIA | 0.0322 | 0.4932 | 0.0903 0.0783
LIBRARY 0.0356 | 0.5332 | 0.1032 0.0888
PSU_CS 0.0414 | 0.3903 | 0.1895 0.1439
PIONEER 0.0399 | 0.4598 | 0.1421 0.0912
POWELLS 0.0674 | 0.0694 | 0.0637 0.5532
UG 0.0388 | 0.3802 | 0.1453 0.0941

Table 8: Summary of goodness-of-fit evaluation for the considered real trace-based
evaluations

traffic dispersion range is very short.

To summarise, the Markovian assumption holds with high probability in the
conference-hall scenario and in the industrial-plant WLAN, unless the channel load,
and thus the probability of contention are high. In the campus-WLAN scenario,
however, the Markovian assumption is only justified under high channel load, when
a high number of traffic flows are intermixed. The idle sequence autocorrelation
decreases drastically only for a temporal separation in the order of 100 samples.
Nevertheless, based on (1) and the experimental results in Fig. 4(a), the correspond-
ing time distance lies below 1 second. This means that the Markovian assumption
can be applied for relevant protocol design, e.g. in the case of the coexistence of
WLANSs and wireless sensor networks with long duty-cycle medium access schemes.

6 Model Validation over Real WLAN Traces

This Section investigates the ability of the proposed 802.11 channel occupancy
model to capture the statistical behavior of a set of real WLAN channel usage data.
We experiment with a set of real, high time-resolution 802.11 traces, captured with
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Figure 21: Aggregate results for fitting accuracy for the considered real WLAN
traces

a commercial sniffer device in diverse WLAN environments [32]. The considered
data set includes traces from campus wireless networks, namely a campus coffee
spot (CAFETERIA), a university library building (LIBRARY) and a university office
building (PSU_CS), allowing direct comparison with the results with the synthetic
Campus WLAN traffic. The dataset includes, additionally, traces from a public
hot-spot (PIONEER) and two coffee places (POWELLS, URBAN GRIND (UG)).

The considered traces provide a high (nano-second) resolution timing informa-
tion on packet arrivals and frame-in-the-air durations as well as MAC control infor-
mation including beaconing, and 802.11 control packet transmissions. Thus their
level of detail is appropriate for generating channel occupancy statistics, and, con-
sequently, for our objective of WLAN channel usage characterization. For all traces
there exists an unfiltered version containing all frames correctly deciphered by the
radio capturing device as well as a filtered-by-BSSID (“pcap”) version limiting the
captured trace to the traffic associated with the considered WLAN hot-spot. Note,
however, that the higher-layer traffic characteristics are not known.

As the traces provide idle period sequences that are in the order of 10° samples,
we partition them into shorter sub-sequences of 4 - 10* samples each. We perform
the model parameterization and fitting validation for all sub-sequences and extract
aggregate statistical results, evaluating both the accuracy of the idle-period fitting,
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Figure 22: Examples of empirical distribution fitting for the LIBRARY and the
POWELLS traces.

p-value | P(p-value < 5%)
CAFETERIA | 0.6592 0.0842
LIBRARY 0.8931 0.0702
PSU_CS 0.3931 0.1977
PIONEER 0.5312 0.0951
POWELLS 0.2921 0.3982
UG 0.1932 0.2830

Table 9: Summary of the test for independence for the idle period process in the
considered real trace-based evaluations

as well as the validity of the Markovian assumption.

Fig. 21 depicts the fitting accuracy of the trace set with respect to the average
channel load. In the majority of the cases the trends are similar to the ones with
the synthetic traces.

Table 8 summarizes the fitting accuracy results for the considered traceset. With
the exception of the POWELLS case the proposed modeling of the idle period duration
can effectively capture the statistical behavior of the idle period traces. This is
verified by both the low D-value (Fig. 21) of the cdf-fitting process, as well as the
low fail rate (P(p-value < 5%)) of the related K-S test. The resulting P(p-value <
5%) for the LIBRARY and CAFETERIA complies with the fail-rate evaluated for the
Campus WLAN scenario (Tab. 7), while for the PSU_CS case it is higher, due to the
significantly lower WLAN load.

Fig. 22 illustrates a comparative fitting example for sub-sequences taken from
the LIBRARY and POWELLS traces. As shown in Fig. 22(b), the POWELLS trace reflects
a rather unexpected, significant nearly-periodic WLAN activity, resulting in a high
number of WLAN idle periods around 20msec, which does not allow for an accurate
fitting with the generalized Pareto-based white-space distribution.
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Finally Table 9 summarizes the results of the evaluation of the Markovian as-
sumption. For most of the traces the resulting fail rates of the test for independence
and the related p-value are comparable to the ones of the synthetic networking sce-
narios. As for the fitting accuracy test, the POWELLS case with its periodic traffic
exhibits a high fail. The fail rate is rather high even for the UG rate, showing again
that the Markovian assumption has to be handled with care.

7 Conclusions

The modeling of the radio channel occupancy becomes a key issue for the design
of future wireless networks sharing common spectrum bands. In this paper we
considered the special case of IEEE 802.11 WLANSs channel occupancy, since these
networks are wide-spread and emerging networks have to adapt their access strate-
gies to WLAN presence.

We addressed the question whether semi-Markovian channel occupancy models
already proposed in the literature, but validated only for very limited use cases, can
be applied in realistic networking environments. As controlled experiments with
large parameter sets are hard to conduct in real testbeds, we performed our study
via simulations. For the simulations we selected three networking scenarios, with
significantly different traffic workload, the university campus, the conference-hall,
and the industrial-plant. We performed detailed study to evaluate whether the
proposed WLAN channel occupancy model with heavy-tail idle time distribution
and the Markovian assumption on the independence of the consecutive idle times
are valid.

Considering the proposed idle time distribution, we can conclude that the accu-
racy is affected by the traffic mix and the network load. The white space distribu-
tion is satisfactory in most of the cases, however, it is not very accurate when the
traffic is very heterogeneous and the load is low, or under heavy, nearly periodic
traffic. The assumption on uniformly distributed back-off periods necessarily fails
under high contention level, for example in cases where the high MAC error rate
and consequent retransmissions moves the network to the high load regime. The
Markovian assumption holds for many of the considered scenarios, but fails again
when the traffic is very heterogeneous and the load is low.

Clearly, both the traffic mix and the networking technology change with time,
therefore, it is necessary to discuss the generality of our results. New services in-
troduce flows with new in-flow characteristics, and the weight of the different flow
types changes with time. Based on our results we can predict with confidence, that
the proposed channel occupancy model will hold in future networking scenarios as
well, apart from the cases when the load is low, with some dominant flows. In those
cases the in-flow characteristics of the dominant flows determines the idle-time dis-
tribution. New networking technologies are expected to increase the transmission
rate in general and to use efficient physical layer techniques that will increase spec-
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trum efficiency. As our results show, these changes do not affect the accuracy of the
proposed channel occupancy model. Power saving options with duty cycling may
introduce periodicity in the channel access of some terminals with low traffic. This
will not affect the channel occupancy characteristics if the aggregate load of the AP
is not very low.
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Abstract

The Future Internet of Things (IoT) will connect billions of battery-powered
radio-enabled devices. Some of them may need to communicate with each
other and with Internet gateways (border routers) over multi-hop links. While
most IoT scenarios assume that for this purpose devices use energy-efficient
IEEE 802.15.4 radios, there are use cases where IEEE 802.11 is preferred de-
spite its potentially higher energy consumption. We extend the IEEE 802.11
Power Saving Mode (PSM), which allows WLAN devices to enter a low-power
doze state to save energy, with a traffic announcement scheme that facili-
tates multi-hop communication. The scheme propagates traffic announce-
ments along multi-hop paths to ensure that all intermediate nodes remain
awake to receive and forward the pending data frames with minimum latency.
Our simulation results show that the proposed Multi-Hop PSM (MH-PSM)
improves both end-to-end delay and doze time compared to the standard PSM;
therefore, it may optimize WLAN to meet the networking requirements of IoT
devices. MH-PSM is practical and software-implementable since it does not
require changes to the parts of the IEEE 802.11 medium access control that
are typically implemented on-chip. We implemented MH-PSM as a part of
a WLAN driver for Contiki OS, which is an operating system for resource-
constrained IoT devices, and we demonstrated its efficiency experimentally.

Index terms— Internet of Things; IEEE 802.11; power saving; ad hoc net-
works; multi-hop networks

1 Introduction

Nowadays almost every desktop computer, laptop, tablet, and smartphone is con-
nected to the Internet. The emergence of the Internet of Things (IoT) will provide
global IP connectivity to a broader variety of devices, such as entertainment elec-
tronics, wearable sport gadgets, home appliances, and industrial sensors. Some
of these devices are portable, battery-powered, and need to connect wirelessly to
surrounding devices and Internet gateways. The wireless communication may sig-
nificantly contribute to their overall battery consumption, especially in the case of
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constrained embedded devices. Therefore, minimizing the energy consumption of
wireless interfaces and networking protocols is one of the prerequisites for the IoT.

Figure 1: Application scenario in which smart radio-enabled toys communicate with
decorative lightning ((©) Disney).

Different wireless standards have been proposed for IoT. Zigbee, which is based
on the IEEE 802.15.4 standard [1], is often referred to as a wireless technology of
choice for home and building automation, smart metering, and IoT in general be-
cause of its simplicity and energy-efficiency. Z-Wave [2] is another technology that
targets similar applications and environments with emphasis on home automation.
Both Zigbee and Z-Wave provide meshing capabilities, which are required by many
IoT applications. Although it does not support meshing, Bluetooth Low Energy
(BLE) is also a candidate technology for IoT. The advantages of BLE are the low
energy consumption and the common presence in smartphone radio stacks. These
technologies, however, do not cover the entire spectrum of IoT devices and applica-
tions. Wi-Fi, which is based on IEEE 802.11 standard [3], dominates the consumer
electronics segment: Any IoT device that needs to connect to smartphones, tablets,
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TVs, set-top boxes, game consoles, and toys would benefit from Wi-Fi connectiv-
ity. Also, some sensors that operate at high sampling rates, such as those used in
seismic monitoring and imaging, may generate large amounts of data that cannot
be transmitted using ZigBee due to its limited throughput, but can easily be trans-
mitted by Wi-Fi. The economy of scale and the possibility of reuse of the existing
Wi-Fi infrastructure offer key cost savings and facilitate faster deployment with
Wi-Fi than with competing technologies. Furtheremore, Wi-Fi has the advantage
of native compatibility with IP, which is the key enabler for IoT: IP eliminates the
need for expensive gateway solutions to connect IoT devices to the Internet. The
feasibility of connecting battery powered sensors to the IoT using commercially
available Wi-Fi chips has been demonstrated in [4]. In [5], the authors share their
experiences of using off-shelf Wi-Fi modules to connect things to the Web of Things.

One of the key challenges for the use of Wi-Fi in IoT objects is its energy con-
sumption, which is relatively high compared to ZigBee. An always-on Wi-Fi inter-
face may quickly drain the battery of a device. Long battery recharge/replacement
cycles are preferred for cost and convenience reasons. For example, a survey has
shown that 51% of electronic toy consumers are concerned about the battery re-
placement costs [6]. There have been some notable improvements in hardware and
many low-power Wi-Fi chips with energy-efficient radio transceivers have appeared
on the market. The 802.11 MAC protocol, however, is inherently energy-hungry.
One of the major sources of unnecessary energy consumption in 802.11 MAC is idle
listening, which consumes energy even when there is no traffic in the network — the
radio must perform idle listening continuously in order to detect arriving packets.
The energy consumption of idle listening in 802.11 is comparable to that of packet
transmission and reception [7]. To alleviate the problem, the 802.11 standard [3]
specifies a Power-Saving Mode (PSM) that allows an idle 802.11 station to tran-
sition to a low-power doze state by switching off its radio transceiver. The role
of 802.11 PSM is similar to that of Radio Duty Cycling (RDC) in 802.15.4. There
are some notable differences: RDC typically operates below MAC, directly on top
of the 802.15.4 PHY layer. It may include information from the MAC layer, in
which case MAC and RDC are cross-optimized as in [8], but it can also be isolated
from MAC. With RDC, a radio can be switched on and then rapidly switched off
after a few milliseconds if no activity is detected on the channel. The 802.11 PSM
is part of the MAC layer management entity. The intervals in which PSM alter-
nates between doze and awake states are typically measured in tens and hundreds
of milliseconds: All 802.11 stations wake up synchronously at the beginning of a
beacon interval, listen for traffic announcements from other stations that have data
packets destined to them, and announce their own data packets (if any) destined to
other stations. If a station does not receive any traffic announcements and it does
not have any buffered packets that need to be transmitted in the current beacon
interval, it returns to the doze state.

The IEEE 802.11 standard specifies the details of PSM for the infrastructure/BSS
mode (Basic Service Set with an access point) and the ad hoc/IBSS mode (Inde-
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pendent Basic Service Set without an access point). Since it has been originally
designed for single-hop communication in the infrastructure mode (from the access
point to a station and vice versa), the PSM performs poorly in the ad hoc mode,
especially in multi-hop networks [9, 10, 11]. When a data frame is forwarded over
multiple hops, the PSM may significantly increase the delivery delay because only
the next-hop station is notified about the pending frame via traffic announcements,
while the stations on subsequent hops may remain in the doze state. Therefore, in
each beacon interval the frame is forwarded over a single hop and has to be buffered
before being forwarded further. Depending on the number of hops, the end-to-end
delay may be long enough to affect time-sensitive applications. Another problem
of PSM is that a station is occasionally forced to stay awake even though it has
no frames to transmit or receive. The reason to stay awake is to respond to probe
requests of devices that are actively scanning the medium when attempting to dis-
cover and join networks. For example, if there are two stations in an 802.11 ad
hoc network, at least one of them would have to remain awake at any time, which
limits the sleep time to at most 50%. Hence, the 802.11 PSM is not suitable for
low-energy low-latency multi-hop communication, which is a common requirement
for the IoT.

In this paper, we address the problem of increased frame delays due to PSM in
multi-hop ad hoc networks. We propose a mechanism that wakes up downstream
stations so that data frames can be forwarded over multiple hops in a single beacon
interval. This is achieved by instructing each station along the path to forward the
traffic announcement to its downstream neighbor. The proposed mechanism signifi-
cantly reduces the end-to-end delay, especially for bursty traffic where intermediate
stations may move to the doze state between two consecutive traffic bursts. We also
question the 802.11 standard requirement for a station to stay awake to respond to
probe requests. We describe a mechanism that enables actively scanning stations
to discover an ad hoc network in which no station is required to stay awake for
the entire duration of the beacon interval. The proposed mechanisms enhances the
standard PSM to what we call Multi-Hop PSM (MH-PSM). MH-PSM does not pre-
vents stations to inter-operate with those that employ standard PSM since it does
not alter the state machine, the frame formats, and other important protocol mech-
anisms. MH-PSM is also software-implementable: It does not require modifications
to the parts of the 802.11 MAC protocol that are usually implemented on-chip,
such as the Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)
medium access protocol. We implemented MH-PSM as a part of our WLAN driver
for the Contiki operating system [12]. The paper provides a practical demonstration
that, with few simple modifications, WLAN ad hoc mode may become a compelling
technology for some IoT applications. A concise version of this paper was published
in [13].

The rest of the paper is organized as follows: Section 2 provides an overview of
the standard 802.11 PSM. In Section 3, we describe MH-PSM and discuss deploy-
ment and standard compatibility issues. The performance of MH-PSM is evaluated
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Figure 2: From [13]. The 802.11 PSM divides time into beacon intervals.

in Section 4 using simulations, and in Section 5, we describe our testbed implemen-
tation of MH-PSM and experimental results. Section 6 gives a brief overview of
related work. Finally, Section 7 concludes the paper.

2 Power-saving mode for 802.11 ad hoc networks

In the standard 802.11 PSM for ad hoc/IBSS networks, time is divided into periods
called beacon intervals. Each station wakes up at the beginning of a beacon interval
and starts a back-off procedure in an attempt to transmit a beacon. If a station
receives a beacon from another station before its back-off timer expires, it cancels
the pending beacon transmission. The Timing Synchronization Function (TSF) uses
the time-stamped beacons to synchronize clocks among stations, to ensure that all
stations wake up at the same time. Following the beacon exchange, each station
stays awake for an ATIM window interval as shown in Fig. 2. During the ATIM
window, stations announce pending data frames to their neighbors using unicast
Announcement Traffic Indication Messages (ATIMs). ATIMs are sent using the
802.11 Distributed Coordination Function (DCF) that operates with a CSMA/CA
channel access procedure. A station that receives an ATIM should respond with
an ACK. Successful exchange of ATIM-ACK packets between two stations implies
that they can now exchange any pending data frames and thus both should stay
awake until the next beacon interval. Stations that neither send nor receive any
ATIM frame during the ATIM window will move to the doze state for the rest of
the beacon interval. After the end of an ATIM window, all stations that remain
awake will follow the normal DCF procedure to transmit and receive data frames.

The described PSM protocol has many drawbacks: It uses DCF, which may
waste scarce battery resources and bandwidth due to frame collisions and increase
the frame delay due to back-offs. A station that has pending data frames must
estimate if the receiving station is using PSM. ATIMs should be sent only to stations
that are using PSM. Stations that are not in PSM will not respond with an ACK,
which will trigger undesirable re-transmissions. The standard however does not
specify how to estimate if a station is using PSM or not. When a station successfully
transmits or receives an ATIM frame during an ATIM window, it must stay awake
during the entire rest of the beacon interval. At low loads, this approach results
in a higher energy consumption than necessary. Another shortcoming is that all
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Figure 3: From [13]. Multi-hop forwarding in standard 802.11 PSM may cause a
delay of several beacon intervals.

stations in an IBSS must use the same fixed ATIM window size, which is set at
the time when the IBSS is created, as well as identical beacon intervals. Since
the ATIM window size critically affects the throughput and energy consumption,
the fixed ATIM window does not perform well in all situations, as shown in [14].
Some of these drawbacks have been addressed in previous work, which are discussed
in Section 6. This paper, however, addresses the problem of end-to-end delay on
multi-hop paths, as described in the following.

Consider a typical multi-hop scenario where station A needs to send a single-
frame message to station D using intermediate stations B and C as relays (Fig. 3).
In the first beacon interval, station A announces the data frame to station B using
an ATTM. Station B acknowledges the ATIM an remains awake so that it can receive
the data in the period that follows the ATIM window. Assume that station C has
not received any traffic announcements and, therefore, it enters the doze state.
Since station B is not able to forward the frame to station C in the current beacon
interval, it has to wait for the start of the next beacon interval to send an ATIM
to station C. Following a successful ATIM-ACK exchange, the frame is forwarded
to C. Station D will receive the frame in the third beacon interval. The resulting
increased end-to-end delay may considerably affect applications with strict latency
constraints, which is undesirable. Therefore, enabling PSM in multi-hop ad hoc
networks must be combined with effective mechanisms for mitigating its effect on
the resulting packet delays.

3 Enhanced 802.11 PSM for Multi-Hop Commu-
nication

In the scenario described above, the data frame sent by A must be buffered at B
before it is relayed to C in the following beacon interval. This could be avoided if
there was a way for B to, upon receiving the ATIM from A, send an early ATIM
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to C and D to inform them about the pending data frame at A. This is what our
low-latency multi-hop PSM (MH-PSM) aims to achieve.

Before introducing MH-PSM, we describe the format of ATIM frames. An ATIM
frame contains a MAC header, whose structure is common to all management frames
as shown in Fig. 4. The frame body of an ATIM is empty. The header includes
three address fields: Address 1 contains the MAC address of the ATIM receiver.
Address 2 contains the MAC address of the ATIM sender. Address 3 may contain
different information depending on the type of the management frame and network
mode (BSS, IBSS, or mesh). The Address 3 field of ATIM frames contains the
BSSID (BSS identifier) of the IBSS. In case of group-addressed (i.e., broadcast)
ATIMs, the BSSID is used to verify that the frame originated from a station in the
IBSS of which the receiving station is a member. In case of individually addressed
(i.e., unicast) ATIMs, the BSSID is not used at the receiver [3].

3.1 Proposed Extension: Multi-Hop PSM (MH-PSM)

We propose that, in order to inform all stations along the path to D about the
pending data frame, the station A writes the MAC address of D into the Address 3
field of the ATIM frame sent to B. Methods to resolve the MAC address of D from its
IP address are discussed later in this section. Upon receiving the ATIM, B inspects
the Address 3 field to derive the final destination of the data frame announced by
that ATIM. It retrieves the MAC address of D from the Address 3 field, resolves it
to the IP address of D, and consults the routing table to find out that C is the next
hop on the path to D. Then B creates an ATIM frame for C with the MAC address
of D inside the Address 3 field. When C receives the ATIM from B, it uses the same
procedure to create an ATIM for D. In this way, a chain of ATIM transmissions
is created along the multi-hop path to wake up all relays and the destination of
the data frame. Following the end of the ATIM window, the data frame can be
forwarded end-to-end in the current beacon interval since all stations on the path
are in the awake state. The procedure is illustrated in Fig. 5. The ATIM chain may
not reach the end destination: It may terminate at the end of the ATIM window or
upon reaching a station that cannot resolve the MAC address of the destination. In
that case, the data frame will be forwarded as far as the furthest station that has

Frame Duration [Address 1|Address 2 |Address 3 Sequence

Control Control FCS

Figure 4: From [13]. Structure of the ATIM frame. The Address 3 field can be used
for the MAC address of the end destination.
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Figure 5: From [13]. The proposed multi-hop forwarding mechanism allows data
frames to be forwarded end-to-end in a single beacon interval.

received the ATIM. Nevertheless, MH-PSM may significantly decrease the end-to-
end delay in lightly-loaded multi-hop networks because, unlike with the standard
PSM, data frames are forwarded over multiple hops in a single beacon interval.

3.2 Address 3 Resolution

The sending station A needs to write the MAC address of the destination D into
the Address 3 field of the ATIM sent to B. Therefore, A needs to resolve the MAC
address of D from its IP address. Since the paper targets Internet of Things (IoT)
and smart toy communication scenarios, we assume that IPv6 is used. The IPv6
protocol suite includes the Neighbor Discovery (ND) protocol [15], which provides
address resolution, next-hop determination, and duplicate address detection. Ad-
dress resolution enables stations to determine MAC addresses of their neighbors
given only their IP addresses. The neighbor solicitation messages, which are used
for address resolution, are sent via multicast. The ND protocol is not designed with
multi-hop ad hoc networks in mind. A node in such network is able to broadcast to
other nodes within its radio range, but the communication is non-transitive. There-
fore, a wireless ad hoc network is a Non-Broadcast Multi-Access (NBMA) structure
with generally no network-wide multicast capabilities. The network solicitation
messages are not forwarded in an IBSS. Hence, station A is only able to resolve
MAC addresses of its immediate neighbors, but not of D, which is multiple hops
away. There are several proposals to extend the capabilities of the ND protocol to
multi-hop ad hoc networks [16] and 6LoWPAN (IPv6 over Low power Wireless Per-
sonal Area Networks [17]) in particular [18]. These proposals include mechanisms
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for multi-hop Duplicate Address Detection (DAD), which allows a station to check
the uniqueness of an IP address in an n-hop neighborhood. The multi-hop DAD
can also be used for multi-hop address resolution: Station A may initiate multi-hop
DAD for the IP address of D. Upon receiving a DAD request, D will respond with
a DAD confirmation message that contains its MAC address. It this way, A can
resolve the MAC address of D based on its IP address. Each station maintains
a cache of resolved addresses, which limits the need for network-wide multi-hop
address resolution.

3.3 Backward-Compatibility

Backward-compatibility with the standard PSM for IBSS is ensured since MH-PSM
does not violate neither the frame formats nor the protocol operations. Stations
that implement standard PSM will not check the Address 3 field of received ATIMs
and, therefore, the chain of ATIMs will terminate at such stations. This dimin-
ishes some of the delay improvements, but otherwise does not prevent or impair
communication.

To better understand how standard PSM and MH-PSM may coexist, consider
a scenario where station A sends data to station E using B, C, and D as interme-
diate relays. Assume that all the stations except station B use MH-PSM. When B
receives an ATIM from A (with E’s MAC address in the Address 3 field), it will
not immediately create an ATIM for C: Instead, it will wait for the data packet
to arrive and then, at the beginning of the next beacon interval, it will create an
ATIM for C. This ATIM will not contain E’s address in its Address 3 field because
B runs standard PSM. Once it receives the ATIM, the MH-PSM-enabled station C
(and all subsequent downstream stations) will fall back to the standard PSM.

3.4 Support for Network-Wide Broadcasts

As pointed out earlier in this section, in case of broadcast ATIMs, the Address 3
field must contain the BSSID, which is used by the receiver to verify that the
frame originated from a station in the IBSS of which the receiver is a member.
Therefore, it cannot be used to store the MAC address of the final destination.
Broadcast ATIMs are mostly used to announce link-local broadcasts (e.g., Node
Solicitation messages of the Node Discovery protocol). Hence, they do not need to
be forwarded over multiple hops since the announced broadcast is aimed at stations
that are one hop away from the sender. However, when network-wide broadcasts
(e.g., Route Request messages of the AODV routing protocol) are announced, the
broadcast ATIMs should be forwarded over multiple hops to ensure that all stations
in the network remain awake following the end of the ATIM window. To support
such broadcasts in MH-PSM, there should be a field in the ATIM header (other
than Address 3 field) that a sender could use to declare if the broadcast ATIM is
announcing a link-local or a network-wide broadcast. A possible solution would
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be to amend the 802.11 standard to include a new management frame subtype
Multihop ATIM (analogous to Multihop Action frames [3]), which would contain
an additional field in the header for this purpose.

3.5 Sleep On Beacon Transmission (SoBT)

We propose an additional mechanism to increase the doze time of idle stations. The
802.11 standard mandates that a station that wins the back-off at the beginning
of a beacon interval and subsequently transmits a beacon, should remain awake
until the end of the beacon interval. This is considered necessary to ensure that the
IBSS to which that station belongs can be discovered by the devices that employ
active scanning. Most portable battery-powered devices, such as smartphones and
tablets, use active instead of passive scanning to conserve energy. Unlike with
passive scanning, when the scanning device spends substantial time listening for
incoming beacons, with active scanning the device may wake up for a short period
of time, transmit Probe Requests on different channels, and return to the doze state.
At least one station in the IBSS must reply with a Probe Response containing the
SSID of the IBSS, which can then be added to the list of known SSIDs. If all
stations in an IBSS move to the doze state, there is no one to reply to the Probe
Requests and, therefore, the IBSS might be invisible to the devices that employ
active scanning. The probability that a station transmits a beacon increases as
the number of neighbors decreases. Hence, in a small and/or sparse IBSS network,
a station might win beacon back-offs in many consecutive beacon intervals and is
forced to stay awake even though there is no traffic in the network. In the following,
we discuss how this requirement of the 802.11 standard can be relaxed in practice.

A device that employs active scanning should repeat the following procedure for
each channel to be scanned (see [3] for a full description):

(a) Wait until the ProbeDelay time has expired or a PHYRxStart.indication has
been received.

(b) Perform the basic DCF access procedure and send Probe Request to the broad-
cast destination address.

(c) Clear and start a ProbeTimer.

(d) If PHY-CCA.indication (busy) has not been detected before the ProbeTimer
reaches MinChannelTime, then scan the next channel, else when ProbeTimer
reaches MaxChannelTime, process all received Probe Responses.

Hence, ProbeDelay is the delay prior to transmitting a Probe Request on a new
channel, MinChannelTime and MaxChannelTime are, respectively, the minimum
and the maximum amount of time spent on that channel after the Probe Request
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transmission. Assuming that PHYRxStart.indication has not been received in a),
the device spends at least the time interval

Tinin = ProbeDelay + trx (Probe Request) + MinChannelTime

on each channel. If the device receives a beacon during the interval T,;,,, the SSID
advertised in the beacon will be added to the list of discovered SSIDs. Since Wi-Fi
channels in the 2.4 GHz band are overlapping (which is not the case in the 5 GHz
band), the minimum time that the scanning device spends listening on a channel
may be even longer: While being tuned to channel 7, a Wi-Fi device is able to
receive transmissions on channels [i — k, i + k], where typically k = 2 or k = 3
in the 2.4 GHz band. Therefore, assuming that neighboring channels are scanned
consecutively, the minimum total time during which the scanning device is able to
receive transmissions on channel 7 is T, = T,,;, X (2k+1) for k+1 < i < 13—k. For
channels that are at the edges of the 2.4 GHz band (e.g., i = 1 and i = 13), T =
Tnin % (k+1). In case of non-overlapping channels in the 5 GHz band, Tf,ffn = Thin-
Instead of staying awake for the entire beacon interval to respond to Probe Requests,
an idle station in PSM mode could wake up periodically and transmit what we
call intra-beacons. As long as the intra-beacon interval Typ is shorter than T
the scanning device will be able to receive an intra-beacon and discover the IBSS.
Hence, unlike regular beacons that are sent at the beginning of each beacon interval
(if the station wins the back-off), intra-beacons are transmitted during the beacon
interval. The station generates intra-beacons only in beacon intervals in which it
i) wins the beacon back-off and subsequently transmits a regular beacon and ii)
does not receive or send any ATIM frames during the ATIM window. If the beacon
interval is shorter than 7% there is no need to transmit intra-beacons because
regular beacons are frequent enough to be received by the scanning device. We
call this intra-beaconing mechanism SoBT (Sleep On Beacon Transmission). SoBT
increases the doze time at the expense of additional (intra-)beacon transmissions.
We define the SoBT overhead as the average number of intra-beacons transmitted
per beacon interval. It is calculated as [Tpr/Trs — 1] X Psepr, where Ty is the
beacon interval, Ty is the intra-beacon interval, and Pg,pr is the probability that
intra-beacons are transmitted in a beacon interval (i.e., i) and ii) are fullfilled).
We investigated the feasibility of the proposed SoBT mechanism for cases where
scanning devices run Android and Apple iOS, which today cover more than 90%
of the current smartphone market, according to [19]. An Android phone may
either perform soft-scanning or hard-scanning depending on whether its Wi-Fi
driver implements active scanning or not. If active scanning is not supported by
the driver, the phone performs so-called soft-scanning, which is implemented in
/net/mac80211/scan.c of the Android kernel. Otherwise, the hard-scanning is per-
formed. With soft-scanning, an Android phone always waits for ProbeDelay before
it sends a Probe Request on a new channel regardless if PHYRxStart.indication has
been received or not. This is a departure from the step a) of the standard scanning

procedure.
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The ProbeDelay and MinChannelTime are 30 ms each. Therefore, an Android
phone spends T},;, = 60ms on each channel, assuming that the time to trans-
mit a Probe Request t7x (ProbeRequest) is negligible. The described soft-scanning
procedure is however rarely used because Wi-Fi drivers of most Android phones
implement hard-scanning. We examined the hard-scanning procedure of a Sam-
sung Galaxy S3 phone, which is equipped with a Broadcom BCM4334 Wi-Fi chip.
The Broadcom’s bemdhd driver for Android does not wait for ProbeDelay before
sending a Probe Request on a new channel (step a) of the standard scanning
procedure). When the phone is not connected to any Wi-Fi network, the driver
scans for new networks by sending two consecutive Probe Requests and waiting
MinChannelTime = 40 ms for Probe Responses on each channel. Therefore, the
Samsung Galaxy S3 phone (and any other Android phone whose hard-scanning
is performed by the bemdhd driver) spends Tpn;,, = 40ms on each channel, as-
suming that the time to transmit two consecutive Probe Request is negligible.
Apple’s iPhone 5 is equipped with the same Broadcom BCM4334 Wi-Fi chip as
Samsung Galaxy S3, but the details of the active scanning procedure are not read-
ily available since the driver source code is not available. We performed a set of
measurements, which indicate that, when iPhoneb is not connected to any Wi-
Fi network, it scans for new networks by sending one Probe Request and wait-
ing MinChannelTime = 20ms for Probe Responses on each channel. Therefore,
Tonin = 20 ms, assuming that t7x (ProbeRequest) is negligible.

Our tests with both Samsung Galaxy S3 and iPhone 5 have shown that, during
active scanning on channel i of the 2.4 GHz band, the phones are able to receive
beacons on channels [i — 2, i + 2]. Therefore, in an IBSS that uses channel i =
1, it is sufficient to transmit intra-beacons every Tip < 3Ty.n. Hence Trp <
120ms and T7p < 60ms for Samsung Galaxy S3 and iPhoneb5, respectively. In
an IBSS that uses channel 3 < i < 11, it is sufficient to transmit intra-beacons
every Trp < 5T,in. Hence Trp < 200ms and T7p < 100ms for Samsung Galaxy
S3 and iPhoneb, respectively. We implemented the SoBT scheme in MH-PSM
as described in Section 5. To test the scheme, we created an IBSS containing a
single dozing station whose inter-beaconing period 175 was set according to the
determined values. Our tests confirmed that a single scanning round is sufficient
to receive an intra-beacon and, therefore, discover the IBSS without forcing the
station to stay awake and continuously listen for Probe Requests .

4 Simulation Results

We extensively evaluated MH-PSM and compared its performance to standard PSM
using simulation. The performance is measured in terms of end-to-end delay, doze

n case of iPhone 5, the reception of an intra-beacon caused the SSID of the IBSS to be added
to the list of known SSIDs. In case of Samsung Galaxy S3, we were able to confirm the reception
of an intra-beacon, but the SSID was not added to the list because Android’s Wi-Fi Manager (as
of version 4.2.2) does not support IBSS mode.
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Table 1: Default simulation parameters.
Parameter ‘ Value

Channel model | unit disk
IEEE 802.11 PHY mode | 6 Mb/s (802.11b)
MAC bulffer size | 100 frames
Beacon interval Tg; | 200 ms
Intra-Beacon interval T7p | 100 ms (with SoBT)
ATIM window | 20 ms
Data frame payload size | 500 Bytes
Traffic model | Poisson()), A=2.5, 5, 10 frames/s

time ratio, ATIM overhead, and packet delivery ratio, as defined below. The simu-
lation setup and the results are described in the following.

End-to-End Delay is the average time required to forward a data frame from
a source to its destination over multiple hops. It is averaged over all successfully
delivered data frames.

Doze Time Ratio is the percentage of beacon intervals in which a station
enters the doze state and it is closely related with the energy consumption. It is
averaged over all stations that participate in traffic forwarding.

ATIM Overhead is the average number of ATIM frames sent per one success-
fully delivered data frame. The relative ATIM overhead of MH-PSM is the ratio of
ATIM overheads obtained with MH-PSM and standard PSM.

Packet Delivery Ratio is the percentage of data frames that are successfully
delivered to the end destination. A station may drop a data frame if it exceeds the
maximum number of retransmissions.

4.1 Simulation Setup

We implemented and evaluated MH-PSM in Jemula802 [20], which is a Java-based
802.11 protocol simulator. We consider a network of static regularly spaced 802.11
stations that are 50 m apart from each other. We assume a simple unit disk radio
propagation model. We varied the radio range from 50m to 150m to influence
the number of hops between source-destination pairs. The beacon interval and
ATIM window size are 200ms and 20ms, respectively, unless stated otherwise.
When SoBT is used, intra-beacons are transmitted every 100 ms. The data traffic is
Poisson (exponentially distributed frame interarrival times) with fixed frame sizes
of 500 B. The number of traffic flows and mean frame interarrival time are varied to
control the load in the network. We ensured that the duration of each simulation
run is sufficient to make the variations in time-moving averages insignificant. The
main simulation parameters are summarized in Table 1.
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4.2 Performance Results

Consider first the simple single-flow scenario shown in Fig. 6, where the station on
the far left is sending data frames to the station on the far right over multiple hops.
The radio transmission range is set to 50 m, 100 m, and 150 m in different simulation
runs to create paths with two, three, and six hops, respectively. On average, the
sender is generating one frame every 200ms (A = 5 frames/s).

The results for the average end-to-end frame delay are shown in Fig. 7 (top).
As expected, the delay increases with the number of hops. For the standard PSM
it takes almost N beacon intervals to forward a frame over N hops. It may happen
that a frame is forwarded over multiple hops in a single beacon interval: if its next-
hop neighbor is awake, a station may immediately forward the frame to it, without
waiting for the next beacon interval to send a traffic announcement. In a lightly
loaded network, however, it is likely that the next-hop station is in the doze state,
and therefore, the data frame has to be buffered. The results show that the delay is
significantly shorter for MH-PSM. Although it slightly increases with the number
of hops (due to processing in intermediate stations and increasing probability of
collisions/retransmissions caused by hidden stations) the average delay is well below
200 ms, which is the duration of the beacon interval. As the number of hops increases
from two to six, the percentage of frames that are forwarded end-to-end within a
single beacon interval marginally deceases from 100% to 99%, whereas for standard
PSM drops from 92% down to zero.

The average doze time ratio is shown in Fig. 7 (middle). Even without SoBT,
MH-PSM significantly increases the energy efficiency by allowing the stations to
move to the doze state more often than standard PSM. The reason for this is that
MH-PSM prevents excessive buffering of frames in intermediate stations (the num-
ber of frames in the station’s queue is lower), which effectively decreases the traffic
load and the probability of collisions/retransmissions. This shows that MH-PSM
provides both shorter delay and lower energy consumption, which is a major im-
provement over standard PSM whose parametric adjustments/optimizations may
only trade shorter delay for higher energy consumption and vice versa. When com-
bined with SoBT, the doze time of MH-PSM surges to 60%. Hence, allowing stations

Figure 6: Simulated network topology with a single flow. The transmission range
is set to 50m, 100 m, and 150 m in different simulation runs to produce paths with
two, three, and six hops, respectively.
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Figure 7: End-to-end delay, doze time ratio, and ATIM overhead for different num-
ber of hops.

to sleep after beacon transmissions is very effective in reducing idle listening.? Stan-
dard PSM forces a station to stay awake after beacon transmission, which can be a
major source of energy waste, especially in sparse and in networks with many hid-
den terminals. Consider our two-hop scenario (A—B—C): If all the stations could
hear each others transmissions, the probability that an arbitrary station transmits
a beacon would be 1/3. However, since A and C are hidden from each other, they
may both transmit beacons if their backoff timers expire before the backoff timer of
B. Moreover, if beacon transmissions from A and C overlap in time, they will collide
at B and, therefore, B will also transmit a beacon. Hence, without SoBT, there
is a high probability that a station has to remain awake because it transmitted a
beacon. The SoBT overhead (defined in Section 3.5) is [Tsr/Tis — 1| X Psonr,
where [Ts;/Trs — 1] = 1 and the percentage of beacon intervals in which SoBT is
invoked Ps,pr is given by the difference between doze time ratios with and without
SoBT. Hence, for 2, 3, and 6 hops the SoBT overheads are, respectively, 0.39, 0.34,
and 0.33 intra-beacons per beacon interval.

In Fig. 7 (bottom), we show the ATIM overhead for both PSM schemes. While
the overhead for MH-PSM is comparable to that of standard PSM for the path with
two hops, it is almost 30% lower in the six-hop case. To understand the reasons for
this, consider a five-hop path from station A to station E via B, C, and D, as shown
in Fig. 8. Assume that one frame is buffered at station A and one at station C. In the
best-case scenario, it will take four beacon intervals and six ATIMs to deliver both
frames to the destination under standard PSM. With MH-PSM however, it will only
one beacon interval and four ATIMs to achieve the same because it creates a wave of
ATIMs that flushes all buffered frames to the destination, as shown in Fig. 9. There
are however scenarios where the ATIM overhead of MH-PSM is higher than that
of the standard PSM even for paths with many hops. In standard PSM, a station
sends a single ATIM to its neighbor to announce all data frames that it intends
to forward to this neighbor, regardless of their end destinations. In MH-PSM, the

2Note however, that during SoBT intervals, stations may need to wake up and transmit intra-
beacons, which diminishes some of the energy saving gain.
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Figure 8: From [13]. Standard PSM requires four Beacon Intervals (Bls) and six
ATIMs to deliver the frames buffered at A and C.
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Figure 9: From [13]. MH-PSM requires only one Beacon Interval (BI) and five
ATIMsS to deliver the frames buffered at A and C.

station may send multiple ATIMs with different Address 3 fields to the neighbor
if the pending data frames have different end destinations. For example, consider
two flows whose eight-hop paths contain a common subset or relays, as shown in
Fig. 10. In MH-PSM, the common relays may need to forward two ATIMs with
different Address 3 fields to their next-hop neighbors in the same ATIM window.
This is not the case in standard PSM, where only one ATIM is sent. The results
in Fig. 11 show that the ATIM overhead of MH-PSM is 20% higher. MH-PSM
outperforms standard PSM in all other respects: The end-to-end delay is close to
tenfold shorter, the doze time ratio is slightly higher, and the packet delivery ratio
is significantly improved. Therefore, the relative ATIM overhead of MH-PSM had
no bearing to the key performance metrics.

We next investigate the impact of beacon interval on the performance of PSM
and MH-PSM. The results presented so far assume a beacon interval of 200 ms.
We changed the interval to 100 ms and 400 ms and repeated the simulations for the
basic scenario shown in Fig. 6 with the transmission range of 50m (i.e. six hops).
The average frame interarrival time is 200ms regardless of the beacon interval.
The results are summarized in Table 2. As expected, the frame delay for standard
PSM increases linearly with the beacon interval because the time that frames stay
buffered in the intermediate nodes is proportional to the beacon interval. The delay
for MH-PSM also increases, but remains much shorter than for standard PSM. The
increase is due to the fact that MH-PSM does not guarantee that all frames will
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Figure 10: An example of two flows whose paths partially overlap.
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Figure 11: Performance of standard PSM and MH-PSM for the scenario with two
flows whose paths partially overlap (Fig. 10).

be delivered end-to-end in a single beacon interval: Some frames may be buffered
along the path as in the case of standard PSM. The doze time decreases for both
schemes because the number of idle (with no data traffic) beacon intervals decreases
as they become longer. Another observation is that the packet delivery ratio of
standard PSM decreases significantly for the longer beacon interval (from close to
100% for 100 ms to 93% for 400 ms), while for MH-PSM it remains close to 100%:
For standard PSM, the number of buffered frames along the path increases with the
duration of the beacon interval, which effectively increases the traffic load in the
network and the probability of collisions. With MH-PSM, most frames are delivered
end-to-end without buffering in intermediate nodes.

In the last two simulation scenarios, we vary the average frame Interarrival
Time (IAT) and the number of flows in the network to evaluate the impact of traffic
load on the performance of MH-PSM. The beacon interval is 200 ms regardless of
the traffic load.

The results presented so far assume an average frame IAT of 200 ms. We changed
the average IAT to 10, 50, 100, and 400 ms and repeated the simulations for the
basic scenario shown in Fig. 6 with the transmission range of 50 m (i.e. six hops).
The results are summarized in Table 3. The frame delay decreases for higher load
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Table 2: Performance of standard PSM and MH-PSM for different beacon intervals.
Frame interarrival times is 200 ms. Frames are forwarded over six hops.

BI (ms) Delay (ms) Doze time (%) | ATIM overhead
PSM | MH-PSM | PSM | MH-PSM | PSM | MH-PSM
100 532 51 22 31+41 4.55 3.02
200 1047 99 13 26+33 3.42 2.45
400 2044 179 8 23430 2.35 1.45

up to a certain point ( IAT > 50ms). This is because the doze time decreases
with the traffic load, meaning that frames are more likely to be forwarded without
buffering. In case of MH-PSM, nearly 100% of frames are transmitted end-to-end
within a single beacon interval for IAT > 50 ms. The differences in frame delays for
different IATs are due to the initial hold-up at the sender: For the average IAT of
400ms (twice the beacon interval), it is more likely that the sender is in the doze
state when a frame is passed to the 802.11 MAC; therefore, the frame has to wait for
the next beacon interval to be transmitted. For average IAT of 100ms (two frames
per beacon interval), many frames are transmitted immediately since the sender
is likely to be awake due to earlier packer arrivals. For IAT = 10ms (20 frames
per beacon interval), congestion sets in, frames start colliding, and we observe an
increase in the delay due to retransmissions. The ATIM overhead decreases for
shorter IATs (higher loads) because it is unnecessary to send ATIMs for some of
the frames: Only one ATIM is sent per hop per beacon interval regardless of the
number of frames that need to be transmitted in that beacon interval.

We next consider the scenarios with multiple (i.e., 2, 4, and 8) intersecting flows
in a grid topology shown in Fig.12. The transmission range is 50 m; therefore, frames
are forwarded over six hops. The results in Table 4 show that the performance
deteriorates with the number of flows. Transmissions of intersecting nodes are
especially prone to collisions because they are surrounded by four active/forwarding
stations that do not hear each other’s transmissions (hidden stations). The impact of
collisions on the performances of standard PSM and MH-PSM is somewhat different:

Table 3: Performance of standard PSM and MH-PSM for different frame interarrival
times. Beacon interval is 200 ms. Frames are forwarded over six hops.

TAT (ms) Delay (ms) Doze time (%) | ATIM overhead
PSM | MH-PSM | PSM | MH-PSM | PSM | MH-PSM
10 999 117 7 11+17 0.32 0.25
50 997 78 9 19+4-27 1.44 0.81
100 1010 82 9 23430 2.36 1.49
200 1047 99 13 26+33 3.42 2.45
400 1094 102 22 31440 4.65 3.55
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Figure 12: Simulated network topology with 2, 4, and 8 symmetric flows.

While the frame delay for standard PSM remains unaffected by the number of flows,
the delay for MH-PSM increases considerably (yet still remains relatively low).
The reason is that collisions in intersecting nodes may disrupt the cut-through
forwarding of data frames in MH-PSM. In the single-flow scenario, 100% of frames
are forwarded end-to-end in a single beacon interval. For the eight-flow scenario,
this percentage drops to 63%. The additional hold-up in intersecting nodes does
not affect the frame delay in standard PSM so significantly because most frames
are anyway forwarded only one hop per beacon interval.

In addition to the regular grid topology, we considered (quasi-)random topologies
where 40 nodes are uniformly placed in an 300x 300 m area, as shown in Fig. 13. The
simulation setup is similar as in the previous scenario: we consider eight intersecting
six-hop flows. To control the number of hops, we repeatedly generated random
topologies and randomly selected eight source-destination pairs until paths between
all eight pairs were six hops long. We collected results from 10 simulation runs.
The mean value and the coefficient of variation CoV (standard deviation divided by
the mean) over different runs for the delay, doze time ratio, and PDR are shown in
Table 5. The results show longer delay and lower doze time ratio compared to the
regular grid topology (last row of Table 4) for both standard PSM and MH-PSM.
This is because regular grid scenario provides better spatial separation between the

Table 4: Performance of standard PSM and MH-PSM for different numbers of
flows. The transmission range is 50 m — frames are forwarded over six hops. Beacon
interval (BI) and frame interarrival time (IAT) are 200 ms.

Num. flows Delay (ms) Doze time (%) PDR (%)
' PSM | MH-PSM | PSM | MH-PSM | PSM | MH-PSM
1 1047 99 14 26433 99 100
2 1048 171 14 184-28 83 93
4 1055 253 14 15428 81 90
8 1063 285 12 14+4-20 7 86
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Figure 13: One of the simulated random network topologies with eight six-hop
flows.

flows and, therefore, lower number of collision. MH-PSM, however, still performs
significantly better than the standard PSM.

Table 5: Performance of standard PSM and MH-PSM for a random topology. The
transmission range is 50 m — frames are forwarded over six hops. Beacon interval
(BI) and frame interarrival time (TAT) are 200 ms.

Delay (ms) Doze time (%) PDR (%)
Mean | CoV | Mean CoV Mean | CoV
PSM 1250 | 0.062 9 0.074 7 0.039
MH-PSM 526 0.072 | 11418 | 0.173+0.048 85 0.050

Finally, we compare the performances of MH-PSM and Link-Indexed Statistical
traffic Predictor (LISP), another modification of the standard 802.11 PSM, on the
topology shown in Fig. 12 (eight symmetric flows). LISP [21] reduces the end-to-
end delay on multihop paths by enabling nodes to establish the correlation between
overheard acknowledgments to ATIM frames (ATIM_ACKSs) and incoming traffic.
The correlation is established when a node overhears an ATIM ACK packet ad-
dressed for some other node in a beacon interval (BI), and receives an ATIM in
the subsequent BI. Next time when it overhears an ATIM ACK packet again, it
takes that as an indication of incoming traffic and herein stays awake through the
BI. The node then transmits a pseudo-ATIM_ACK to notify the upstream node of
its willingness to stay awake in the current BI and to notify downstream nodes to
stay awake as well. On the other hand, if such a conjecture is incorrect and the
node receives no packets in the BI, then it erases the recent history and learns from
scratch. The basic mechanism may not operate correctly in the presence of multiple
connections, as connections may share nodes or links on their routes, and a node
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Table 6: Performance comparison of LISP and MH-PSM. The simulated topology is
shown in Fig. 12 (eight symmetric flows). The transmission range is 50 m — frames
are forwarded over six hops. Beacon interval (BI) and frame interarrival time (IAT)
are 200 ms.

N q Delay (ms) Doze time (%) PDR (%)
v HOWS 77 TMH-PSM | LISP | MA-PSM | LISP | MH-PSM
8 299 285 7419 | 14120 | 88 86

may receive/forward packets from different connections in an interleaving fashion.
As a result, the correlation between traffic indicators and arrivals of packets for one
connection has to be differentiated from those for other connections. A method by
which LISP accomplishes this task is described in [21].

The results shown in Table 6 show that there is no significant difference in the
end-to-end delays of MH-PSM and LISP. This is because the flows are stationary
(long-lived), so the nodes that are participating in frame relaying soon learn to
correlate ATIM_ACKs with incoming traffic. The doze time ratio is higher with
MH-PSM because correlation establishment /learning in LISP is not perfect: it may
happen that nodes stay awake for no reason. The ATIM overhead of LISP is lower
than that of MH-PSM because the relaying nodes stop sending ATIMs once they
establish the correlation: only the pseudo-ATIM_ACKSs are transmitted.

5 Experimental Results

MH-PSM is software-implementable: The parsing and generation of ATIM frames
are not time-critical operations that have to be implemented on-chip. This enables
the integration of MH-PSM into an 802.11 device driver without modifications of
the lower-level MAC operations. Our experimental MH-PSM implementation is
described in the following.

5.1 MH-PSM Implementation

We implemented the proposed MH-PSM as a part of our WLAN driver module for
Contiki [12], an open source operating system for the Internet of Things. The used
hardware platform consists of an Arduino Due board (Cortex-M3 MCU, 96 KB of
SRAM) connected via USB interface to an 802.11n transceiver based on Atheros
AR9001U-2NX chipset [22], as shown in Fig. 14. The AR9001U-2NX chipset con-
tains an AR9170 MAC/baseband and an AR9104 (dual-band 2x2) radio chip.
Atheros has released the firmware of AR9170 as open source, which enables us
to write the Contiki WLAN driver. The open source firmware provides a direct
access to the lower-MAC program that runs on the AR9170 chip, which greatly
simplifies driver debugging. The used Contiki driver is partially based on the
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Figure 14: HW/SW platform for MH-PSM evaluation consists of an Arduino Due
board and an Atheros 802.11n transceiver. We ported Contiki OS to the Arduino
Due and implemented WLAN and USB drivers for the Atheros transceiver.

otus driver [23], a depreciated Linux driver for Atheros devices (replaced by the
carl9170 driver as of kernel version 2.6). It is fully integrated with the Contiki’s
ulP protocol stack for TCP/IP and supports standard PSM and MH-PSM in ad
hoc mode. Our goal was not only to validate MH-PSM, but to build a flexible
open-source platform for experimentation with 802.11 MAC Layer Management
Entity (MLME) algorithms (power saving, beaconing, time synchronization, scan-
ning, association, authentication) for future IoT-ready WLAN-enabled embedded
devices.> While there is abundance of low-power WLAN modules for embedded
devices (e.g., Roving Networks RN-131C, Gainspan GS2100M, Texas Instruments
CC3000, Broadcom BCM4390, etc.) and WLAN enabled development boards for
IoT applications (WiSmart EC32Lxx, RTX41xx, Spark Core, Flyport WLAN; etc.)
they are not suitable for experimentation with 802.11 MAC layer management al-
gorithms: Typically, their proprietary network stack implementations are provided
as binary firmwares and only high-level communication and configuration APIs are
disclosed. Moreover, their stack implementations often do not support IBSS mode
and/or IPv6.

5.2 Experimental Setup

Our experimental setup consists of up to seven WLAN nodes lined up 10 m apart
from each other? in a quiet alley at the back of an office building compound, as

3Lower-MAC functions with strict timing constraints, such as DCF, are implemented on the
AR9170 chip.
4We could not place the nodes further apart due to space constraints.



209

Figure 15: Experimental setup: Seven WLAN nodes lined up 10m apart from
each other. The experiments were run overnight to minimize the interference from
surrounding access points. An LCD screen is connected to each node to monitor
the status.

shown in Fig. 15. The experiments were run overnight, when the interference from
the neighboring access points was negligible: WLAN spectrum monitors picked
up only control and management traffic from other networks at those hours. The
transmit power of the nodes was reduced to the minimum of 0 dBm, which resulted
in the transmission range of roughly 30 m. Therefore, nodes that were up to three
hops away could still observe and decode each others transmissions. Hence, there
were fewer hidden terminals in the experimental setup than in the simulation setup.
The goal was not to exactly replicate the simulation results, but to compare MH-
PSM and standard PSM in the described experimental setup.

1400, T 35
[ L= . PsM L=
1200} HEEIMH-PSM I MH-PSM 3| EEMH-PSM

[EEEMH-PSM+SoBT

800

End-to-end delay (ms)

Doze time ratio (%)
ATIM overhead

2

3
Number of hops

3 6 2 3
Number of hops Number of hops

Figure 16: End-to-end delay, doze time ratio, and ATIM overhead for different
number of hops.
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5.3 Performance Results

We first consider scenarios with two, three, and six hops that are created by plac-
ing, respectively, three, four, and seven nodes in a line. The beacon interval and
ATIM window size were set to 200 ms and 20 ms. We used the same Poisson traffic
generator with fixed packet sizes as in the simulations. The sender (rightmost node
in Fig. 15) generated on average one frame every 200ms (A = 5 frames per second).
For each scenario we performed multiple (typically three to five) runs with 300
packets each. The results were then averaged over those runs.

The average end-to-end delay, doze time ratio, and ATIM overhead are shown
in Fig. 16. The results follow the pattern seen in the simulation (Fig. 7). For the
standard PSM it takes almost IV beacon intervals to forward a frame over N hops,
while for the MH-PSM the delay is much shorter. The absolute delays are somewhat
higher then in the simulations because packet generation and processing/parsing
in intermediate nodes takes some time. Our hardware/software platform can be
further optimized for this task. The doze time ratio is still significantly higher
with MH-PSM than with standard PSM. The absolute values are higher than in
the simulations (Fig. 7) because nodes have more neighbors (e.g., node A is able
to hear not only B, but also C). This reduces the number of beacon intervals in
which a node wins the beacon transmission and, therefore, the number of beacon
intervals in which the node must stay awake. Hence, the doze time ratio is higher
in the experiments. For the same reason, the gain of SoBT is lower, but it is still
significant. The SoBT overheads for 2, 3, and 6 hops are, respectively, 0.14, 0.15,
and 0.15 intra-beacons per beacon interval. The ATIM overhead of MH-PSM is
comparable to that of standard PSM in the two-hop and almost 30% lower in the
six-hop case, as predicted by the simulations. The absolute values are lower than
in simulation because fewer ATIMs had to be retransmitted due to collisions (there
were fewer hidden terminals in the experiments than in the simulations).

We also measured the performance of PSM and MH-PSM for different beacon
intervals. The results presented so far assume the beacon interval of 200 ms. We
changed the interval to 100 ms and 400 ms and repeated the measurements for the
six-hop scenario. The average frame interarrival time is 200 ms regardless of the
beacon interval. The results are summarized in Table 7. All our observations
based on the simulation results (Table 7 apply to measurement results too: While
the frame delay increases linearly with the beacon interval for the standard PSM, it
increases moderately and remains comparably short for the MH-PSM. Even without
SoBT, MH-PSM outperforms standard PSM in terms of the doze time ratio. As
expected, the doze time decreases with the length of beacon intervals because fewer
intervals are idle. The improvement in terms of ATIM overhead is also significant.

Finally, we varied the average frame Interarrival Time (IAT) 1/ to evaluate the
impact of traffic load in the six-hop scenario. The beacon interval is 200 ms regard-
less of the TAT. The results are summarized in Table 8. With MH-PSM, close to
80% of frames are transmitted end-to-end within a single beacon interval regardless
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Table 7: Performance of standard PSM and MH-PSM for different beacon intervals.
Frame interarrival times is 200 ms. Frames are forwarded over six hops.

BI (ms) Delay (ms) Doze time (%) | ATIM overhead
PSM | MH-PSM | PSM | MH-PSM | PSM | MH-PSM
100 586 125 40 52+17 4.11 2.78
200 1249 173 25 42415 3.03 2.18
400 2234 281 19 41415 2.12 1.23

of the traffic load (0% with standard PSM). The slight increase in the delay for
longer IATSs is due to the initial hold-up at the sender, as discussed in Section 4.2.
As expected, the doze time increases when the traffic load decreases (i.e., for longer
IATSs). There is a mismatch between experimental and simulation results (in terms
of absolute values, due to different network setups), but trends, relative perfor-
mance, and conclusions are the same: MH-PSM significantly outperforms standard
PSM in all scenarios considered in this paper.

6 Related Work

The power saving mode (PSM) of 802.11 has been thoroughly investigated in the
past. However, vast majority of proposed improvements targets infrastructure
(BSS) networks, where data is transmitted over single hop between an AP and
a station [24, 25, 26, 27, 28, 29, 30]. The IEEE 802.11ah proposal [31] defines a
low power medium access method that optimizes standard 802.11 PSM for battery-
powered devices used in smart metering and machine-to-machine communication.
However, the optimization also focuses on infrastructure networks.

A number of solutions have also been proposed to optimize the PSM in IBSS
(ad-hoc) networks. Some of them focus on minimizing the duration of idle listening
by introducing mechanisms for early transition to the doze state [9, 10, 11, 32, 33].
For example, in [9, 10], ATIM announcements are modified to include the number
of pending frames to allow the receiving station to move to the doze state immedi-
ately after it receives the last announced frame without waiting for the end of the

Table 8: Performance of standard PSM and MH-PSM for different frame interarrival
times. Beacon interval is 200 ms. Frames are forwarded over six hops.

TAT (ms) Delay (ms) Doze time (%) | ATIM overhead
PSM | MH-PSM | PSM | MH-PSM | PSM | MH-PSM
100 1226 166 17 37414 1.89 1.32
200 1249 173 25 42415 3.03 2.18
400 1285 185 40 52+17 4.11 3.03
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beacon interval. In [10], the early transition to the doze state is combined with the
dynamic adjustment of the ATIM window duration based on the traffic conditions
in the IBSS in order to transit to sleep earlier in case of low network traffic. Con-
sidering a low-traffic scenario, [32] proposes a scheme where the absence of traffic is
declared by transmitting a delayed beacon, so that stations can skip idle listening
during the ATIM window. Similarly, [33] proposes a scheme where transmitting
stations announce their intention of sending ATIM frames in a short time period
at the beginning of the beacon interval. Stations that do not send or receive any
announcements do not have to stay awake for the entire ATIM window. The prob-
lem of long end-to-end latency on multi-hop paths is not addressed or evaluated in
these works. Entering the doze state as soon as all frames announced by the ATIM
are received may increase the latency for frames that arrive to the sender after the
ATIM transmission because they cannot be delivered in the current beacon interval.
Hence, the multi-hop end-to-end latency may be even worse than that of the stan-
dard 802.11 PSM. In [34, 35], the authors propose a topology-aware power-saving
algorithm based on the overhearing of the ATIM frames transmitted by the neigh-
bors. By extracting the source addresses from the received ATIM acknowledgments,
a station can defer from transmitting ATIMs to stations known to remain awake
after the expiration of the ATIM window. This scheme can efficiently decrease
the required ATIM window size in a fully-connected IEEE 802.11 mesh network,
but it is less effective in multi-hop IBSS network topologies. In [36], a modified
802.11 PSM is proposed, where beaconing nodes act as a centralized schedulers
that sends out explicit transmission ordering information to the neighbors. The
beacon transmission is moved to the end of the ATIM window. The transmission
schedule is computed upon receiving the ATIM announcements information in the
ATIM window. The schedule is then announced via beacon transmission at the
end of the ATIM window. The objective is to avoid channel contention and max-
imize the dozing time. In [37], the authors propose an improvement to standard
802.11 PSM, which addresses the problems of clock synchronization and neighbor
discovery. The objective is to ensure robust performance in the presence of clock
drift, and to provide up-to-date neighbor information to upper layer protocols (e.g.,
routing). The problem of long end-to-end latency on multi-hop paths is not ad-
dressed or evaluated. The schemes described in [36, 37] do not address the latency
problem on multi-hop links. In [38], an optimization of the standard 802.11 PSM
called SIMPA is proposed. SIMPA decouples power state transitions from beacon
intervals: Depending on the traffic, a station may transit to the doze state inside a
beacon interval or extent its active state beyond one beacon interval. Every station
maintains packet arrival history to decide if the active state should be prolonged.
In the case of a high traffic load, stations will stay awake, which expedites the
data delivery on multi-hop paths. Therefore, even though SIMPA is not design to
minimize latency, it may provide shorter latency than standard 802.11 if the traf-
fic intensity is high enough. MH-PSM does not maintain any traffic history and
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provides reduced end-to-end latency regardless of the traffic load, even for sporadic
data frames.

The problem of end-to-end latency latency in multi-hop 802.11 networks has
been explicitly addressed in several works. In [39], the authors propose an on-
demand power management algorithm, which is not specifically targeting 802.11
MAC, but it is applicable and demonstrated on an example of an 802.11 ad hoc
network. The scheme integrates routing information from on-demand ad hoc routing
protocols and power management capabilities from the MAC layer. It judiciously
enables and disables the power saving mode of specific nodes depending on the
traffic in the network. The scheme can be used to reduce the latency on multi
hop paths by disabling the PSM of the stations along the path. The scheme may
provide better performance than MH-PSM, but it is less practical because, unlike
MH-PSM, it requires the knowledge of traffic patterns and cross-layer coordination.
In [11], the latency is reduced by organizing the IBSS network hierarchically, so
that always-awake master stations create a backbone that relays the multi-hop
traffic between PSM-enabled slave stations. MH-PSM does not rely on any sort
of always-awake mesh routers, we consider an ad hoc network where every station
is in power save mode. A low-latency routing algorithm that forwards packets via
stations that are known to be awake in the current beacon interval is presented
in [40]. Our solution operates at the MAC layer, it is independent of routing, and
does not require any a priori knowledge of the power state of the stations. A history-
based prediction mechanism by which a station infers if it needs to stay awake to
forward incoming packets is described in [41]. In case of sporadic packet bursts
and short-lived flows, wrong prediction may cause the station to stay awake for
no reason. In [42], the authors propose a fast flooding algorithm that propagates
ATIMs to allow broadcast packets to travel multiple hops in a single beacon interval.
Conceptually, this is similar to what we propose with MH-PSM. However, unlike
MH-PSM, the algorithm in [42] is applicable to broadcast transmissions only.

7 Conclusions

The Internet of Things will connect not only Zigbee-enabled devices, such as indus-
trial sensors, but also consumer electronics that typically uses Wi-Fi for network
connectivity. The power saving mechanisms of the IEEE 802.11 MAC have to
be optimized to enable low-cost battery-powered devices to connect to each other
ad hoc, without infrastructure support. In this paper, we proposed MH-PSM, an
extension of the standard IEEE 802.11 PSM that enables low-latency ad hoc com-
munication over multiple hops. MH-PSM also increases the doze time ratio of the
devices compared to the standard PSM to further extend their battery lifetime.
MH-PSM is software implementable since it does not require changes to the lower
MAC. It is also backward-compatible with the standard PSM, which guarantees
interoperability with legacy devices. We implementing the scheme on an embedded
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open source platform and demonstrated its effectiveness using both simulations and
experiments. We are planning to investigate the interaction of MH-PSM with upper
layer protocols (i.e., RPL/loadNG routing in particular) to further optimize the IoT
communication protocol stack.

8 Acknowledgement

This work was partially funded by the European Union Seventh Framework Pro-
gramme (FP7-ICT/2007-2013) under grant agreement number 288879 (Calipso; see
http://www.ict-calipso.eu/).

References

[1] “IEEE standard for Information technology - Telecommunications and infor-
mation exchange between systems - Local and metropolitan area networks.
Specific requirements. Part 15.4: Wireless Medium Access Control and Physi-
cal Layer Specifications for Low-Rate Wireless Personal Area Networks,” 2006.

[2] “Z-Wave Alliance.”
http://www.z-wavealliance.org.

[3] “IEEE standard for Information technology - Telecommunications and infor-
mation exchange between systems - Local and metropolitan area networks.
Specific requirements. Part 11: Wireless LAN Medium Access Control and
Physical Layer specifications,” 2012.

[4] S. Tozlu, M. Senel, W. Mao, and A. Keshavarzian, “Wi-fi enabled sensors for
internet of things: A practical approach,” Communications Magazine, IEEFE,
vol. 50, pp. 134-143, June 2012.

[5] B. Ostermaier, M. Kovatsch, and S. Santini, “Connecting things to the web
using programmable low-power wifi modules,” in Proceedings of the Second
International Workshop on Web of Things, WoT 11, pp. 2:1-2:6, 2011.

[6] “Consumer perception of electronic toys,” 2007.

[7] X.Zhang and K. G. Shin, “E-mili: Energy-minimizing idle listening in wireless
networks,” Mobile Computing, IEEE Transactions on, vol. 11, no. 9, pp. 1441-
1454, 2012.

[8] A. Dunkels, “The ContikiMAC radio duty cycling protocol,” Tech. Rep.
T2011:13, Swedish Institute of Computer Science, Dec. 2011.



215

[9] D.-Y. Kim and C.-H. Choi, “Adaptive power management for IEEE 802.11-
based ad hoc networks,” in Proc. 5th World Wireless Congress, (San Francisco,
USA), May 2004.

[10] E.-S. Jung and N. Vaidya, “An energy efficient MAC protocol for wireless
LANSs,” in Proc. IEEE Infocom, (New York, USA), 2002.

[11] S. Yongsheng and T. A. Gulliver, “An energy-efficient MAC protocol for ad
hoc networks,” Wireless Sensor Network, vol. 1, no. 5, pp. 407-416, 2009.

[12] “Contiki OS.” http://www.contiki-os.org/. [Apr-2013].

[13] I. Glaropoulus, S. Mangold, and V. Vukadinovic, “Enhanced IEEE 802.11
Power Saving for Multi-Hop Toy-to-Toy Communication,” in IEEE Internet
of Things (iThings), (Beijing, P.R.China), 2013.

[14] H. Woesner, J.-P. Ebert, M. Schlager, and A. Wolisz, “Power-saving mecha-
nisms in emerging standards for wireless LANs: the MAC level perspective,”
IEEFE Personal Comm., vol. 5, no. 3, pp. 40-48, 1998.

[15] T. Nartem, E. Nordmark, W. Simpson, and H. Soliman, “Neighbor discovery
for IP version 6 (IPv6),” RFC 4861, Sept. 2007.

[16] M. Grajzer, “Nd++ — an extended IPv6 Neighbor Discovery protocol for
enhanced duplicate address detection to support stateless address auto-
configuration in IPv6 mobile ad-hoc networks,” Internet-Draft, March 2011.

[17] “Ipv6 over low power wireless personal area networks, ietf working group on.”
http://datatracker.ietf.org/wg/6lowpan/charter/. [Apr-2013].

[18] Z. Shelby, S. Chaktabarti, and E. Nordmark, “Neighbor discovery optimization
for Low Power and Lossy Networks (6LoWPAN),” Internet-Draft, Aug. 2012.

[19] “IDC’s Worldwide Quarterly Mobile Phone Tracker.”
http://www.idc.com/tracker/showproductinfo.jsp?prod_id=37. [June-2013].

[20] S. Mangold, “Jemula802.” https://github.com/schmist/Jemula802. [Apr-
2013].

[21] C. Hu and J. Hou, “Lisp: a link-indexed statistical traffic prediction approach
to improving ieee 802.11 psm,” in Proc. Int. Conf. Distributed Computing Sys-
tems, 2004.

[22] “Atheros AR9001U.” http://wikidevi.com/files/ Atheros/specsheets/
AR9001U.pdf. [Apr-2013)].

[23] “Otus.” http://linuxwireless.org/en/users/Drivers/otus. [Apr-2013].



216

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[33]

[34]

D. Qiao and K. Shin, “Smart power-saving mode for ieee 802.11 wireless lans,”
in Proc. IEEE Infocom, March 2005.

C.-H. Gan and Y.-B. Lin, “An effective power conservation scheme for
ieee 802.11 wireless networks,” Vehicular Technology, IEEE Transactions on,
vol. 58, pp. 1920-1929, May 2009.

Y. He and R. Yuan, “A novel scheduled power saving mechanism for 802.11
wireless lans,” Mobile Computing, IEEE Transactions on, vol. 8, pp. 1368—
1383, Oct 2009.

Y. Xie, X. Luo, and R. Chang, “Centralized psm: An ap-centric power sav-
ing mode for 802.11 infrastructure networks,” in Sarnoff Symposium, 2009.
SARNOFF ’09. IEEE, pp. 1-5, March 2009.

P. Agrawal, A. Kumar, J. Kuri, M. Panda, V. Navda, and R. Ramjee, “Opsm -
opportunistic power save mode for infrastructure ieee 802.11 wlan,” in Commu-
nications Workshops (ICC), 2010 IEEE International Conference on, pp. 1-6,
May 2010.

X. Chen, S. Jin, and D. Qiao, “M-psm: Mobility-aware power save mode for
ieee 802.11 wlans,” in Distributed Computing Systems (ICDCS), 2011 31st
International Conference on, pp. 77-86, June 2011.

X. Perez-Costa and D. Camps-Mur, “A protocol enhancement for ieee 802.11
distributed power saving mechanisms no data acknowledgement,” in Mobile
and Wireless Communications Summsit, 2007. 16th IST, pp. 1-7, July 2007.

S. Aust, R. Prasad, and I. G. M. M. Niemegeers, “IEEE 802.11ah: Advantages
in standards and further challenges for sub 1 GHz Wi-Fi,” in Communications
(ICC), 2012 IEEF International Conference on, pp. 6885-6889, 2012.

J.-M. Choi, Y.-B. Ko, and J.-H. Kim, “Enhanced power saving scheme for ieee
802.11 dcf based wireless networks,” in Personal Wireless Communications
(M. Conti, S. Giordano, E. Gregori, and S. Olariu, eds.), vol. 2775 of Lecture
Notes in Computer Science, pp. 835-840, Springer Berlin Heidelberg, 2003.

N. Rajangopalan and C. Mala, “Modified power save model for better energy
efficiency and reduced packet latency,” American Journal of Engineering and
Applied Sciences, vol. 5, no. 3, pp. 237242, 2012.

W. Akkari, A. Belghith, and A. Ben Mnaouer, “Enhancing power saving mecha-
nisms for ad hoc networks using neighborhood information,” in Proc. Int. Wire-
less Comm. and Mobile Comp. Conf. (IWCMC), (Crete, Greece), pp. 794800,
Aug. 2008.



[35]

[36]

[37]

[38]

[41]

[42]

217

A. Belghith and W. Akkari, “Neighborhood aware power saving mechanisms
for ad hoc networks,” in Proc. IEEE Conf. Local Computer Networks (LCN),
(Montreal, Canada), IEEE, Oct. 2008.

M. H. Ye, C. T. Lau, and A. B. Premkumar, “A modified power saving mode
in ieee 802.11 distributed coordinator function,” Comput. Commun., vol. 28,
pp- 1214-1224, June 2005.

Y.-C. Tseng, C.-S. Hsu, and T.-Y. Hsieh, “Power-saving protocols for ieee
802.11-based multi-hop ad hoc networks,” in Proc. IEEE Infocom, vol. 1,
pp- 200-209, 2002.

C. Hu, R. Zheng, J. C. Hou, and L. Sha, “A microscopic study of power
management in ieee 802.11 wireless networks,” Int. Journal Wireless Mobile
Computing, vol. 1, pp. 165-178, Feb. 2006.

R. Zheng and R. Kravets, “On-demand power management for ad hoc net-
works,” in IEEE INFOCOM, vol. 1, pp. 481-491, March 2003.

R.-H. Hwang, C.-Y. Wang, C.-J. Wu, and G.-N. Chen, “A novel efficient power-
saving MAC protocol for multi-hop MANETS,” Int. Journal of Comm. Sys-
tems, vol. 26, pp. 34-55, Jan. 2013.

N. Rajagopalan and C. Mala, “Modified power save model for better energy
efficiency and reduced packet latency,” Am. J. Eng. Applied Sci., vol. 5, no. 3,
pp. 237-242, 2012.

M.-H. Seo, H.-J. Yoon, and J.-S. Ma, “Fast flooding in Power Save Mode of
IEEE 802.11 DCF based mobile ad hoc networks,” in NETWORKING 2004,
vol. 3042 of Lecture Notes in Computer Science, pp. 1464-1469, Springer Berlin
Heidelberg, 2004.






PAPER F

The Stability of Multiple Objective
RPL Tree Formation

loannis Glaropoulos and Viktoria Fodor

submitted to IFIP Annual Mediterranean Ad Hoc Networking
Workshop, 2015.

219






The Stability of Multiple Objective RPL Tree
Formation

Ioannis Glaropoulos, and Viktoria Fodor
Access Linnaeus Center, KTH, Royal Institute of Technology,
Stockholm, Sweden

Abstract

We address the problem of RPL tree formation in self-organized, multi-
hop, wireless sensor networks, where resource-constrained nodes may indepen-
dently select their routing paths that maximize their performance. We study
the result of the tree formation applying a non-cooperative game-theoretic
model, and show that multiple objectives may lead to unstable Nash graphs
with unwanted traffic cycling. To ensure stability we propose an extension of
the node’s strategy space, denoted as selective routing, that efficiently elimi-
nates non-acyclic formations from the set of Nash equilibria, while the result-
ing routing decisions comply with standard RPL.

1 Introduction

Wireless networks formed by low power wireless devices are expected to be key en-
ablers for the emerging Internet of Things. Apart from the limitation on the energy
resources, this area of networking is also characterized by a high heterogeneity of
connected devices, of the provided networked services and of the physical environ-
ment. Therefore, to be successful, the designed networking technologies have to
support this heterogeneity. Considering suitable routing protocols, IETF proposes
RPL, a Routing Protocol for Low-power and Lossy Networks [1], that supports
heterogeneity through the high flexibility in defining routing objectives. In general,
these routing objectives need to reflect the requirements of the networking scenario
itself, including the long uninterrupted operation and low operational cost. This
translates to low, and balanced energy consumption, such that the individual net-
work nodes, as well as the multihop transmission paths to the RPL root have long
lifetime. Moreover, routing objectives have to support the application requirements,
in terms of end-to-end quality of service, such as delay or packet loss.

In this paper we consider the scenario, where network nodes are selfish, that
is, they aim at maximizing their individual performance by independently selecting
their routing paths. Our objective is to characterize the topologies that emerge
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in Nash Equilibria (NE), for a large class of generic utility functions that reflect
multiple performance objectives. We show that the NE topologies are trees, if
only end-to-end performance objectives, like delay or packet loss are considered.
However, cycles may emerge, if the utilities depend even on the forwarded traffic,
like in the case of path lifetime. Therefore, we propose routing over an extended
strategy space, allowing some level of routing differentiation according to the traffic
source, and prove that in this case the Nash equilibria are stable tree topologies
without cycles.

The remainder of the paper is organized as follows. Section 2 introduces the
networking scenario and the related analytic models for traffic routing. Section 3
introduces the network formation game, followed by a topology stability analysis
under non-congestive and congestive node utility functions. Section 4 presents our
main contribution, studying the topology stability under an extended routing strat-
egy space for the network nodes. We present the related work on tree formation
games in Section 5 and conclude the paper in Section 6.

2 Networking Scenario and Model

2.1 WSN Topology and Network Stack

We consider a finite set of stationary WSN nodes deployed, arbitrarily, in the area of
the network, utilizing a single-channel wireless link layer. The nodes aim at trans-
mitting data traffic to a gateway node over multi-hop paths, employing IPv6 and
RPL [1]. RPL is a well-known routing protocol, particularly designed for multi-hop,
low-power and lossy wireless networks. RPL forms directed acyclic graphs (DAGs)
— often denoted as trees for simplicity — rooted at a gateway node. The root node
initiates the RPL tree by broadcasting the DAG information object (DIO) message,
including among others DAG identifiers, node rank and routing metrics. Upon re-
ceiving DIO messages, network nodes select their parent or parent set according to
some utility function, select a rank value that is larger than that of the parents,
update and re-broadcast the DIO message. RPL preserves the acyclic structure, by
forbidding upward traffic forwarding to a node with larger rank. If such a transmis-
sion is attempted, RPL initiates a local or a global repair process where the topology
is re-organized. To avoid the costly repair procedures the tree construction process
should lead to stable RPL tree formations, that is, formations that do not contain
cycles.

We denote by V the finite set of WSN nodes, with |V| < co. The matrix £ € RxR
denotes the edge matrix of the network topology, where the element F,, ,, denotes
the cost of the link between nodes v; and v;. The link cost is a decreasing function
of the link quality, with an infinite cost for non-existing links. The wireless network
is, therefore, represented by a graph G(V,E). Let vy ¢ V denote the gateway node.
In the context of RPL networks, vy will be the root of the RPL instance, and all
nodes in V need to establish routing paths towards vg. The network is assumed to
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have symmetric links, i.e. Ey, o, = Ey, o, Y05, v; € VU{vo} = V. We denote by Ny,
the set of neighbors of node v;, i.e. Ny, (€) = {u, €V : E,, o, < co}. We define the
path between two nodes in V as follows:

Definition 1. A path P,, ., (E) of length K between nodes v;,v; € V, i % jis
defined as a sequence of nodes (uy),k = 1,... K such that uy = v;,ux = vy, U €
Py, v, (E), Yk and it holds: Ey, v,,, < oo, Vk=1,..., K —1.

We assume the existence of a path, P,, ,, between any nodes v;,v; € V. In
other words, the network topology is connected. In general there may exist multiple
paths between a pair of nodes, and a path may include cycles, i.e. nodes visited
more than one times. Let P, .,(€) denote the set of all possible paths between
nodes v;,v;. We simply denote the path as P,,(£) when v; = vy. For node v;, a
RPL path, PL,, € P,,(£) is a path that is used to forward traffic to the root node,
vg. For each node uy, in the path, the next node, uy41 is an RPL parent node, while
uy, is denoted as child. Obviously, ug+1 € Ny, . We denote by II,,, (PL,,) the parent
of node v; for that particular RPL path PL,,. We denote by PL,, () — or, simply,
PL,, — the set of all paths of node v;. Then, the set of parents for v; is given as

L, = U I, (PLy,). (1)
PLy, €PLy,

Considering RPL path PL,,, we define the set of extended parents of node v; as
the union of nodes that belong to PL,,, and denote the set by IL, (PL,,).

Definition 2. [Eztended parents on a RPL path] The set of indirect parents of node
v; considering path PL,,:

IL,,(PL,,) = {uk : ux € PL,,}. (2)
The total set of extended parents for node v; is derived, considering all RPL
aths: . .
P I, = U I, (PLy,). (3)
PL,,EPL,,

A cycle in the RPL network is formed if at least two network nodes include each
other in the set of extended parents:

Definition 3. [Cycle formation] A cycle is formed in a RPL network if there exist
two nodes, v;, v; for which it holds: v; € 11,,,v; € I, .

2.2 Traffic routing

Let £ = {L,,,...,L,,} denote the vector of traffic injected by the nodes in the
network. Each node v; forwards incoming traffic from its children set and the
locally generated workload, L,,, exclusively via its parents set.
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We model the result of the parent selection process at the wireless nodes by
defining a node’s routing vector R,, = { Ry, (ug)}, ux € V\ {v;}, where the element
R, (ug) € [0, 1] denotes the portion of incoming or locally generated traffic that is
forwarded towards the root via node uy. Clearly, R,, (ux) = 0, Yuy ¢ II,,. R,
is, additionally, stochastic, that is }°, i\ (v,3 Boi(ue) =1. R £ [R,,] denotes the
routing matrix of the RPL network. We define Lfi, the traffic workload of node v;
recursively as the sum of all incoming and locally injected traffic:

L}, =Lo,+ Y Ru(v)Lly,, Vup €V (4)

v; €Ly,

While the edge matrix, £, is an input for out network, the routing matrix is the
outcome of nodes’ decisions on their routing vectors.

2.3 Node objectives

A node v; decides on its routing vector, R,,, based on a set of objectives related to
its individual performance. We characterise the node objectives as follows. First,
the nodes aim at maximizing the quality of service (QoS), when forwarding their
own traffic to the gateway. QoS is evaluated over end-to-end performance metrics,
such as packet delay, delivery rate, throughput or reliability. Second, under limited
energy resources, nodes aim at maximizing their lifetime, i.e at extending for as
long as possible their ability to deliver their traffic to the gateway node. Therefore,
nodes aim at minimizing their own energy consumption as well as that of their
extended parents set. Due to the first objective, a node v; has an incentive of
joining the RPL tree at a level as close as possible to the root node. Such decision,
however, may result in v; having a large sub-tree with high volumes of traffic to
be forwarded, clearly contradicting the second objective. In addition, to balance
the energy consumption of the nodes in the extended parent set, nodes have an
incentive to select less congested paths.

As the outcome of routing decisions according to these multiple objectives is
non-trivial, we model the node interactions as non-cooperative strategic game, and
evaluate the resulting Nash topologies.

3 RPL Tree Formation Game

3.1 RPL tree formation assumptions

We make the following assumptions that affect the possible actions of the players,
that is, the WSN nodes. First, the nodes are able to select a set of preferred
parent nodes among their direct neighbors. Most RPL implementations restrict
nodes to select a single preferred parent, however, such restriction is not enforced
by the standard, and multiple parents are beneficial for balancing the network load.
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Supported by the standard, we assume, here, that nodes have no control over their
children set, and nodes are forced to advertise the RPL network to their neighbors.

3.2 Non-cooperative routing tree formation

In the tree formation game the WSN nodes aim at maximizing their network perfor-
mance by optimizing their parent selection policy, considering the possible parent
selection decisions of the rest of the nodes in the network. The action of a node
v; is a routing vector instance, R,,, and an action profile of the game is a vector
{Ruy,s.--, Ry, }- The preference relations of node v; over all profiles are determined
by the node’s utility, U,,, that quantitatively evaluates the node’s performance as
function of the action profile and the input parameters, such as the network topol-
ogy, G(V, &), and the traffic workload vector, £. We assume that each node has a
prior knowledge of the input parameters and the utility functions [2]. As a result of
the above assumption, we model the parent selection game among the nodes in V
as a non-cooperative, strategic game with perfect information [3]. The formulation
of the tree formation game is given below.

Definition 4 (Tree formation game). The considered RPL tree formation game is
a finite-player game with the following properties:

1. V is the number of players

2. Qu, = Ray,,i = 1,2,...V are the actions (or strategies) of the players, i.e.
the routing vectors. (Q,,Q—v;) denotes a strategy profile for the tree for-
mation game.

3. Uy, (Qu;, Q—s,), Yv; describes the player wtility, that is, in general, a function
of the routing vectors of all nodes. RPL nodes prefer an action profile that
minimizes their utility function, given the actions of the other nodes.

The outcome of the game in Def. 4 is the set of routing vectors. Even though,
according to the RPL protocol the nodes need to play their actions — join the
tree and advertise their routes and the RPL instance, — sequentially, the selected
game model is valid, due to the assumption of full prior knowledge of all input
parameters. In practice, the nodes will acquire the input parameter values, play
the game, and then join the RPL network, as soon as they receive DIO messages
from their intended parents. We apply the notion of Nash Equilibrium (NE) as a
traditional game theoretic tool of analyzing the behavior of the network nodes and
of predicting the outcome of the game.

As nodes can select multiple parents, that is, can follow a mixed strategy, we
have the following fundamental property.

Property 1. The game defined in Def. / has at least one mized strateqy NE due
to Nash’s Ezistence Theorem.
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3.3 Congestive and Non-congestive utility functions

Consider the generic utility function U,, (Q,;, Q—+,), Yv; € V for the tree forma-
tion game in Def. 4. U,, may jointly reflect multiple (and possibly counter-acting)
performance objectives of the network nodes, e.g. end-to-end delay, throughput,
reliability, energy consumption, or lifetime. Therefore, U,, is, in general, a combi-
nation, H, of a set of W sub-utility functions fji, . ,YV , each one reflecting a single
objective,

Uvi (vaQ—W) é (5)
] ( 1}1 (Q’Ui)Q—’Ui) IRRR) TE/}/((QU"Q_U‘))) '

(5) allows for arbitrary sub-utility combinations, with the natural requirement that
the aggregate utility function, U,,, is strictly monotonic with each of the sub-
utilities, that is:

H(Quis Q) <H(Q,,,Q_,,), if
F(Quis Q-v) < f(Q, Q_y,) Y =1, W, (6)
and  Jw,s.t. f¥(Qu,, Q—v,) < fX(Q,,,Q_y,)-

In other words, a node’s utility function decreases, if at least one sub-utility function
has a strictly decreased value, while the remaining sub-utilities do not increase
their values. We consider, as a convention, all sub-utilities of the root node to
be zero. Under mixed strategy profile the node’s sub-utility can be expressed as
a combination of the sub-utilities evaluated over each RPL path PL, € PL,, =

Pﬁvi (Qvia Q—Ui)’

2 (Qui @v) = F (f2 (PLun) oo S (PLusypea) ) - (7)
Additionally, we have,

3.3.1 Non-congestive functions

Utility functions that reflect traditional end-to-end network performance metrics —
such as packet delivery delay, throughput or loss rate — depend on the length of
the formed paths towards the root node, while they do not incorporate any notion
of network resource (such as energy) sharing. We denote, here, such functions as
non-congestive.

Definition 5 (Non-congestive function). A sub-utility function f,’ (Q.,, Q—v,) is
a non-congestive function, when it satisfies ¥(Qy,, Q—yp,) and Yv; € V the following
two conditions:

Lo 3 (Quis Q) = f1 (@, Q) » YQ_y, # Q—vyy  if
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Quy, = @, Yur € {vi} U ﬁv” and
2. f"(PLy) > f*(PLy,), if PLy, > PLy,, . ()

In other words, a node retains its utility under a different strategy profile, when it
does not alter its own strategy, while no node in his extended parents set modifies its
strategy profile. In addition, non-congestive functions are strictly monotonic, that
is, intermediate nodes on a path to root exhibit strictly lower utility values compared
to the starting node of the path. We restrict the analysis to linear combinations of
the sub-utilities over each formed path. Thus (7) becomes:

11;1; (Qvia vai) = (10)

= ZPL,Uie’PLvi (Qu; Q—v;) q(PLy,) f;) (PLy,),
where ¢ (PL,,) denotes the percentage of traffic forwarded via path PL,,, and
ZPLU.EPLU.(QU. Q) q(PL,,) = 1. Non-congestive utility functions include, but

are not limited to, additive functions, where it, additionally, holds:

In the following we show a characteristic property of the tree formation game
when the node utility function comprises solely of non-congestive sub-utilities.

Property 2. Consider the game of Def. J where the node utilities satisfy (6), while
the sub-utilities, f* are non-congestive (Def. 5). Any NE of this game corresponds
to an acyclic graph.

Proof. Assume that there exist a NE which is not an acyclic graph. Then, there exist
at least two nodes, w1, us which participate in a cycle formation. This is equivalent
to uy,us having each other in their extended parents set: u; € ﬁu2,UQ € f[ul.
Denote by PL,,,PL,, the alternative RPL paths of uq,us to root, respectively.
For the alternative paths it holds, u; ¢ PL,,,,us ¢ PL,,. Assume, without loss of
generality, that

Uu, (PLy,) < Uy, (PLy,), (12)

where Uy, (PLy,) = H (f'(PLy,),..., " (PLy,))). For the utility of u; the fol-
lowing inequality holds, due to (9), and as a result of traffic circulation between u
and us:

Uu, > q(PLy, )Uy, (PLy,) + (1 = q(PLy, ))Uuy (PLusy)

Due to (12), it holds
Uul > Uul (PLU1)7

so u;1 benefits by deviating all traffic via its own path, instead of the cycle, violating
the assumption of a NE. O



228

We show a second property of the RPL tree formation game that holds for
additive, non-congestive utility functions. We start by giving the following definition
for the minimum-distance tree.

Definition 6. A Minimum-Distance RPL Tree (mDRT) is an RPL DAG where
parents are selected so that each node has a minimum utility, U, towards the root,
where U is a function H of non-congestive sub-utilities. We denote the minimum
distance path-to-root of node v; as PLgiﬂm).

The following property holds for non-congestive functions that, additionally,
satisfy (11).

Property 3. Consider the game of Def. 4 where the node utilities satisfy (6), while
the node sub-utilities are non-congestive (Def. 5) and additive (11). Any NE of this
game corresponds to an acyclic tree formation, which results in a minimum distance
RPL tree.

Proof. Consider a NE of the tree formation game. Due to Property 2 the NE is an
acyclic graph. Assume that the NE does not correspond to a minimum distance
RPL tree. Then there exists a path PL,, € PLy, (Qu,,Q—u, ), for some node u,

that is not a minimum distance path, i.e. PL,, # PLgffin), while all paths of the
parents of uj are minimum distance paths, that is:

PL,, = PLY™, VPL,, € PL,,,

J
VUJ €Upr, epc, Mup(PLuy,).

up up

Since we have assumed a NE, PL,, has been selected as a best response:

PL,, =
={PL,, : Uy, (PLuk) < Uy, (PLU ), VPL . € PL,,}
— {PLy, : H(f: (PLuy), ..., [ (PLy,) <

<H(f! (PL,),..., ( ), YPL, €PLy.}.

For any sub-utility f*, however, it holds:

e (PLy) = f, (PLy, )+ fi, (oo o < f%, (PLy,))

uk,l'Iuk
where any PL;-[“’k is a minimum distance path. Consequently,
w(PL,) < £ (PLy, )

for any PL;I% that is not a minimum-distance tree. Due to the above inequalities,
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and the monotonic behavior of H, we can write:

PL,, =
={PLy, : Uy (PLy,) < Uy, (PL,, ),YPL, € PLy}
= {PLy, : H(fL (PLuy)s -, [V (PLy,) <

<H(fL (PL,),....,fV(PL, )),YPL, € PLy,,}.

Consequently, PL,, is a minimum distance tree. O

3.3.2 Congestive node sub-utilities

Utility functions that reflect a notion of resource sharing (congestion) in the wireless
network are for example a node’s communication energy cost, or path lifetime. We
denote such functions as congestive utilities. As the utility values depend on the
amount of traffic generated or forwarded by the node or the path, the utility may
change if any node sharing a part of a common path towards the RPL root changes
its strategy.

Definition 7 (Congestive function). A sub-utility function f} (Q.,,Q—,) is a con-
gestive function, when it satisfies Vv; and ¥Y(Qy,, Q—y,;) the following condition:

o (Quiy Q—v,) = [ (Quin Qy,) s Qus # Qs if

Qu, = Qs Yur : up € {{vi} Uﬁvi} and
Yuy : 11, NI, # @A (13)
H’U,j DU S Huk N Hvi A U j ¢ mpﬂu,k PLuk

In other words, a node v; retains its utility if 4) it itself and its extended parents
do not change their strategies and 4i) any other node that has common extend
parent with v;, but this extended parent is not part of all its paths, does not change
its strategy. If all nodes considered in (13) do not change their actions, then due
to load preservation, formally defined in in (4), neither v;, nor any of its extended
parents will experience a different traffic workload value, thus they will retain their
utilities. In the context of this work we focus, exclusively, on congestive sub-utilities,
whose values are increasing functions of the traffic workload:

W(LL) > fe@init LY > LY. (14)

Unfortunately, under congestive sub-utilities, the tree formation game may result
in Nash equilibria that include traffic cycles. As an example, consider the two nodes,
vy and ve (Fig. 1), with paths to the root, PL1; and P Loy, respectively. Assume that
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LV1 ’PLZI PL\iQ
LR
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Figure 1: Explanatory figure illustrating an example of a non-acyclic NE.

the nodes’ utility function is a linear combination of a non-congestive sub-utility,
fﬁc,i = 1,2, and a congestive one, UC;, for which it holds:

C _ C .
v VPLI?Q%L” Foi(PLj), (15)

where f,,(PL;) = maxy,cpr, fC (LL ). Consider, finally, U,, = afN +BfF, o, B >

0. Consider a possible NE strategy profile, under which R,, (v2) # 0, R,,(v1) # 0,

that is, the nodes form a cycle under Def. 3. Consider a symmetric scenario with
UC;(PLM) = UC;(Ple) = UC.;(PLzl) = vc;(PLm) and fﬁC(PLll) = ﬁC(PLzz)-

Assuming unit traffic loads at vy, v, the outgoing traffic workload at vy will be:

(1 + sz (Ul))
Ry, (01) + (1 = Ry, (v1)) /(1 = Ry, (v2))
Any strategy R, (v2) # Ry, (v2) will change the traffic LS | LS | exiting the nodes,
v1, V2. As the sum of the exiting traffic needs to remain constant, one of these will
increase, increasing the related congestive sub utility due to (14), and consequently,
the congestive utility of v, due to (15).

If R, (v2) > Ry, (v2), the non-congestive sub-utility of v; increases, as v, for-
wards more traffic via the cycle. Consequently, U,, increases. Instead, if R, (v2) <
R, (v2), the non-cogestive sub-utility of v1 decreases, at maximum by (R,, (v2) —
R, (v2))-(fNC(PL.)), where fN¢(PL,) is the non-cogestive sub-utility cost due to
circulation of traffic. Due to (14), f¢ (PL11) will increase with a rate proportional

to L' — LS, which increases with a rate proportional to (R,, (v2) — R}, (v2)):

LY = (16)
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or o _ (1+Ru, (v1))
Ly, — Ly, = & (v1)+(1—RU2(f}1))/(1—R;1(vz))_
B (14+Roy (v1))

sz ("Jl)‘i’(l*sz (“1))/(171%1)1 ('U2))

(Roy (v2)— R, (v2))(14Ray (v1))

vy

(1=Ry, (v2)) Rug (01) + (1~ Ry (01))
> (R, (v2) = By (02)) (1 + Ry, (01)),

If 5/« is sufficiently large, the increase in f,fi can not be compensated by the de-
crease in fUIY ¢. As aresult, v; retains its strategy. Applying the same argumentation
for vy concludes that the considered routing strategy profile with traffic cycling, can
be a NE.

4 Selective RPL-based routing

4.1 Selective routing

We propose a modification of the RPL parent selection and routing policies, with the
aim of avoiding cycle formation in NE. We denote the proposed scheme as selective
routing. Under selective routing the nodes are allowed to route the incoming traffic
through different RPL paths, that are selected based on the origin of the incoming
traffic. In terms of modeling, selective routing expands the action space of the nodes
in the tree formation game of Def. 4. Instead of routing vectors, a node’s action is
an entire routing array that determines the relaying of the incoming traffic.

Definition 8. [Selective routing] The action of node v; is determined by the selective
routing array R, € (0,1)V =1 x (0,1)V =, where the array element R, (v;,vi) €
(0,1) declares the maximum of the portion of traffic workload generated at remote
node v; that v; forwards to its parent vy,.

For each v; and v; it holds that }°, cy\ () Be.(vj,00) = 1, Vu; € V. The
above definition does not specify whether a routing selection is stochastic or deter-
ministic. In the context of this work, we assume that selective routing is applied
on each arriving (or generated) packet, once the packet first arrives at a node. Any
time this packet needs to be forwarded, this is done based on the initial routing
decision.

Consider an arbitrary node v;. Denote by P;; € [0,1] the ratio of the traffic
workload generated by v; (denoted as Lq,j) that arrives at node v;. Then, the amount
of v; traffic v; actually relays to vy, is calculated as: min{P;;, Ry, (vj, vx)}- Ly,, that
is, it will be lower than the R, (vj,vk) Lo, , if Pj; < R, (v5,vk).

We consider a specific implementation of selective routing, where node v; cat-
egorizes the handled traffic into two classes. The first class is denoted as the local
traffic, and includes all traffic generated at v;, as well as any incoming traffic that
does not reach the root through any other node that is involved in cycle shared with
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v;. On the contrary, the remote traffic includes all traffic generated by nodes in the
cycle, as well as all traffic reaching the root via any other node in the formed cycle.
Note, that nodes not being part in a cycle have only local traffic.

4.2 Analysis

The following property gives the main result of this work regarding the efficiency
of applying selective routing for cycle avoidance under the tree formation game.

Property 4. When nodes are allowed to implement selective routing, as specified
in Def. 8, a Nash Equilibrium tree formation under the game defined in Def. j is
an acyclic graph.

Proof. We prove this statement by contradiction, eliminating the possibility of a
NE considering all possible cases of cycle formation. Consider a simple topology
with nodes uy,us (Fig. 2(a)-2(e)). Based on Def. 4, the actions of uj,us are the
tuples (Ry,0, R12), (R2,0, R2,1), where, Ry 5 = Ry, (u2), Ri0 =1— Ry 2, and Ry; =
Ry, (u1),Re,1 = 1— Ry and Ry, (.), Ry, (.) are the parent selection vector elements
defined in Section 2.2.

Consider a NE tree formation, under which a set of two nodes ui,us form a
cycle, that is, Ry 2,R21 7# 0. Due to the assumption of a connected network, at
least one of uy,us has a valid RPL path to the root. We distinguish among the
different cases regarding the paths of nodes w1, us to the root.

Case 1: Node uy with path to the root. Consider the case where only node u; has a
path to the root node (Fig. 2(a)). In this case, u; benefits from setting Ry 1 = 0,
as any non-congestive metric strictly decreases, due to (9), while, additionally, all
nodes in ﬁul retain the values of any congestive sub-utility, as the traffic workload
does not change, and wu; strictly decreases its own congestive utility by avoiding
traffic circulation.

Case 2: Nodes ui,us with a common path to root. Consider, now, the case where
uy,up share the same path to the root node, that is, II,, = II,,. (Fig. 2(b)).
Assume, without loss of generality, that any non-congestive utility, evaluated over
the path PL,, — that includes the E,, ,, link — has a lower value, than if it is
evaluated over PL,,. Then, u; prefers setting R; o = 1, as it decreases any non-
congestive utility function. Similarly to Case 1, any node in the common path
retains its congestive sub-utility values when Ry ¢ = 1, as (13) is satisfied, while u;
achieves a lower metric for any congestive sub-utility due to cycle avoidance that
decreases the incoming workload.

Case 3: nodes uyi,us with the same bottleneck node to root. Consider the scenario
in Fig. 2(c), where w1, us have different paths to the root, with a common bottleneck
node wuy that forwards all their traffic to the root, and for which it holds: Lfb >
Lgl,Vul € PL,, UPL,,. We assume, without loss of generality that node u; has a
better or similar path to root with respect to any non-congestive utility function,
compared to us. (We will consider this assumption in all the remaining cases of
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Figure 2: Explanatory diagrams for the different scenarios consider in the proof of
Property 4.
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this proof.) Then u; benefits from setting Ry o = 1. First, it strictly decreases its
non-congestive utilities. Second, it decreases even its total load, Lfl, while it keeps
the congestive sub-utilities over the paths PL,,, and PL,, the same, since the total
load LY, remains unaffected.

Case 4: nodes uy,up with direct connection to root. This scenario (Fig. 2(d)) is
similar to Case 2, as any congestive sub-utility is determined by the total traffic
workload at the nodes u;,us. Therefore, node u; benefits from setting Ry = 1,
decreasing both its non-congesting utilities, as well as its handled traffic workload
by avoiding traffic circulation between wuq, us.

Case 5: nodes uy,us with disjoint paths to root. This is the case of the example
in Section 3.3.2, that is, cycles may exist if selective routing is not applied. In this
case (Fig. 2(e)), in contrast to Case 4, the congestive sub-utilities depend on the
traffic forwarded via each of the disjoint paths to the root. Denote by ﬁul,ﬁU2 the
local traffic workload at nodes uy,us, as defined in Section 4.1:

Ly, =Lu+ Y  Ry(w)L
w1 €My ujF#uz
Luy=Lu,+ Y Ru(u)Ll
ug €My ; uj#us

Then, in the absence of selective routing, the amount of traffic exiting the cycle
from each path to the root is calculated as:

o RioLu, + Ri0Lu,(1— Roo)
i 1= (1= Ri0)(1—Rzp)
_ RooLu, + RooLy, (1 — Rip)
2 1— (1= Ri0)(1— Rap)
Consider that u; implements selective routing for its local and remote traffic. Rq1 0
denotes the portion of local traffic that can be sent directly over the u; path to root,
while R2,0 represents the ratio of remote traffic that can be relayed over the same

path. Formally, the action profile of u is the vector of elements, R, (u;, ux), j, k #
1, where:

(17)

Hu

(18)

Ri1,0,u, = Iy, (PLy, ), Vu; outside the cycle,
Ri2,0, ur = Iy, (PLy, ), Yu; inside the cycle,
R, (uj,up)=< 1—Ri1,0,ur = uz, Vu; outside the cycle,
1 —Ri2,0,ur = u2, Yu; inside the cycle,
0, otherwise

Then, (17), (18) become:

L%SL) = Rll,Oz’ul + mln{l — RQ)(), RlQ,O}Eu27 (19)
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L(ﬁsu) = (1= Ri1,0)Lu, + (1 —min{1 — Ry 0, R12,0}) Lu,, (20)

2

where (.)®) indicates the load after selective routing is implemented. In (17), we
have:

RioLuy,(1-R2,0) _ RioLu,(1—R2y)
1-(1=R1,0)(1=R2,0) = Ri,0+R2,0—Ri,0R2,0

< Lu,(1 = Rayp).

. 21
o Luy(1—R20) ( )
" 1+R2,0/Ri,0—R2,0

C ly, selecting R110 = Fio d Ripo = —A=R20)
onsequently, selecting R110 = TTO-Rio)(—Fao)’ and, Ri20 = 1T Ra0/Fio—Fag’

we get from (19),

(9)
LY =Lg,. (22)

However, as a result of (21), and since Ri1,0 € (0,1) and min{l — Ry 9, R12,0} €
(0,1), there is always a pair of values Ri19 > m, and Ri20 <

Miﬁ.{%, such that (22) holds. Such action profile will decrease any non-

congestive sub-utility for node w1, as it deviates a higher portion of local traffic
through a better path to the root node. Moreover, any congestive sub-utility func-
tion, evaluated over the uy path to root, will retain its value because of (22). Finally,
the traffic workload arriving at node w; from the cycle (node us) will be:

[A/ul(l — Rll,O) Lu2(1 — Il'lln{l — R270,R1270})

LS =
“ 1—(1-Rap) 1—(1— Rap)

(23)

Clearly, due to (19), it holds LS, = const., for any pair of R11,0, R12,0, for which
(22) is satisfied. As a result, u; benefits from implementing selective routing. As
Ri1,0, Ri2,0 € [0, 1], we concentrate on two boundary cases below.

Case 5.1: R1270 =0.

In this scenario node u; implements selective routing, but forwards no remote traffic
through its own path to root. In this case us responds better by setting Rp o = 1,
thus, deviating all its incoming traffic through its own path to root, which decreases
any non-congestive usb-utility due to (9), while congestive sub-utilities do not in-
crease, as the workload exiting through path PL,,, Lﬁu2 is unaffected.

Case 5.2: Rll,O = 1,7212’0 7é 0.

In this case u; implements selective routing, forwarding both local and remote
traffic via its path to root. If 1 — Ryo < Ri2,0, there is no traffic cycling. If
1 — RQ,O > R1270, then a non-zero portion, 1-— R270 — R12,0 > O, of local (UQ)
traffic is subject to cycling between nodes wuq, us, until it is forwarded to root via
PL,,. Consequently, up benefits from setting R o = Ri2,0, strictly decreasing its
non-congestive sub-utilities, due to (9), while the congestive sub-utilities over the
outgoing paths PL,,, PL,, are unaffected and the local traffic workload at node us
is decreased due to cycle elimination.

Case 6: uy,us with disjoint paths to root and us implementing selective routing.
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Case 5 shows that the node with a shorter path to root benefits from implementing
selective routing, which, eventually leads to cycle elimination. Consider, now, that
ug implements selective routing with Ro1 0, R22,0 € (0,1). If u; does not implement
selective routing (and Rj o # 0), the case is similar to 5.1, 5.2, where u; benefits
from setting R;2 = 0. Assume, now, that u; implements selective routing with
’R,H’(),Rlz’() 7é 0. If ng’o Z 1-— RQQ’O and RQLO Z 1-— Rll,O there is no cycle.
Otherwise, due to the definition of selective routing, there exists a non-zero portion
of traffic that is never forwarded to the root node, which results in infinite traffic
workload, thus, an infinite value of the congestive sub-utilities due to (14). There-
fore, either node benefits from breaking the cycle, so as to obtain a finite value for
its congestive sub-utilities.

The above analysis shows that selective routing, as defined in Def 8, eliminates
cycle formation between two nodes in a NE. The last part of the proof will show that
cycles containing additional nodes can not be formed under a NE. We distinguish
between two sub-cases:

Case 7.1: Intermediate nodes in the cycle with no alternative paths to root.

The scenario of intermediate nodes in the cycle (Fig. 2(f)) can be reduced to case
5, where each of ui,us groups the incoming traffic from the intermediate nodes
together with the rest of the remote traffic they handle.

Case 7.2: Intermediate nodes in the cycle with alternative paths to root. This case
generalizes the scenarios with only two nodes having alternative paths to root.
There always exists a node with a shorter path to the root, with respect to the
non-congestive sub-utilities. If no node implements selective routing, 7.2 can, then,
be reduced to Case 5, where this particular node will deviate and implement selec-
tive routing triggering responses that eliminate the cycle formation. If any node
implements selective routing, 7.2 reduces to Case 6. O

4.3 Discussion

Property 4, together with Property 1, ensure that if the parent selection game
can converge, the resulting RPL topology is always a stable, acyclic graph, for the
wide class of monotonic utility functions. Note, however, that Property 4 does not
suggest an algorithmic solution for convergence to the NE strategy profile. Game
convergence to Nash trees has been studied, primarily, in the basis of best-response
dynamics [4][5]. It lies, however, outside the scope of our analysis.

While the solution to avoid cycles under generic utility functions is the introduc-
tion of selective routing in the route selection game, the proposed implementation
of the selective routing strategy, distinguishing local and remote traffic, ensures
that the resulting Nash equilibrium — without cycles and, therefore, without any
remote traffic at the nodes — does not apply selective routing. As a consequence,
the construction of the RPL DAG with the DIO and DAO messages and the data
routing itself can be performed according to the RPL standard.
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5 Related work

Game theory has been extensively applied in self-organized wireless networks as
a method of studying the effect of network nodes acting as independent agents,
towards a broad range of network objectives that involve connectivity and topol-
ogy control [6][7][8], parent admission control [9], routing [10][11][12], and energy-
balanced [4] and secure [13] network design. In routing, or network formation
games, the employed game theoretic models include, predominantly, strategic, non-
cooperative games, [14][13], or repeated games [4][15][5], depending on whether the
wireless nodes converge on a routing matrix after a sequence of game iterations.

Power control with requirements of connectivity is considered in [6]. It shows
that NE exists and can be efficiently computed, and gives an upper bound on the
total power cost. [15] defines a utility function that reflects both the reward and the
cost of maintaining a network link. Considering a repeated network formation game,
the authors show that Nash equilibia exist, however, finding the nodes’ best response
is in general NP-hard. [5] considers a scenario where link formations are agreed by
parent and child nodes, and shows that convergence into a Nash tree network is
guaranteed under a finite number of game iterations. A similar scenario is addressed
in [16], where nodes establish links on a contract-based bilateral negotiation basis,
where cost is a function of the relayed traffic, the negotiated link price and the
eventual lack of connectivity, a parameter that is shown to crucially affect the
stability of network formation. [4] discusses network formation games under the
requirement of maximizing the lifetime of the network. The authors propose an
iterative best response-based algorithm that is shown to always converge to a Nash
equilibrium, where local energy cost at the nodes is minimized. Similarly, [17]
focuses in utilites that capture both the reward of connectivity and the cost of
preserving network links and propose an iterative improvement algorithms that
guarantees convergence into Nash trees.

Significant attention is devoted to scenarios concerning self-organized networks
with conflicting node objectives [14][18], showing that pure strategy NE may not
always exist. Mixed strategy Nash equilibria are considered in [20] for bottleneck
games, where the utility of the nodes depends on the amount of traffic congestion on
their routing paths. [20] shows that the quality of a mixed strategy NE is equal to
the one of the social optimum if nodes select routing paths with minimum number
of bottleneck links.

6 Conclusion

We addressed the problem of RPL tree formation considering selfish network nodes.
We formulated the topology formation problem as a non-cooperative strategic game,
where nodes unilaterally select their set of RPL parents, and studied the resulting
Nash equilibria with respect to the characteristic properties of the nodes’ utility



238

function. We showed that under utility functions, comprised solely of non-congestive
sub-utilities, the resulting Nash topology is an acyclig graph, however, if also con-
gestive sub-utilities are included there may exist Nash topologies that include cycles
among the nodes, leading to unstable RPL instances. Therefore, we proposed an ex-
tension of the nodes’ strategy profile space, denoted as selective routing, and proved
that it eliminates cycle formations in Nash equilibrium topologies. Moreover, in the
resulting equilibria, selective routing strategies are never preferred by the nodes,
which allows to use the standard RPL DAG construction and data forwarding pro-
tocols.
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